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1.1.1 Pre-Internet Cons (Nigerian Prince Scam Origins)

Long before the age of email and social media, confidence tricksters
perfected the advance-fee scam, a scheme in which a victim is promised a
large reward—but only after paying a small “processing” fee up front. One
of the earliest and most enduring variants was the “Spanish Prisoner”
letter scam, which dates back to at least the 19th century:

e Spanish Prisoner Scam (late 18th-early 20th centuries)
Con artists would send letters claiming that a wealthy aristocrat was
unjustly imprisoned in Spain. They’d promise the recipient a share of a
hidden fortune in exchange for funds to secure the prisoner’s release.
By the early 1900s, newspapers such as The Fargo Forum and Daily
Republican were reporting near-falls of victims almost paying out based
on these letters (Prairie Public, WNYC Studios).

e Mechanics of the Advance-Fee Trick

1. Initial Contact: A personalized letter arrives, often addressed to
“Friend” or “Esteemed Colleague,” describing dire circumstances
requiring immediate financial help.

2. Small First Fee: Victims are asked for a modest sum (e.g., postage or
a legal fee) “to secure documents.”

3. Escalating Demands: Once the first fee is paid, the con artist
invents additional obstacles—more “legal” or “transfer” costs—each
time promising imminent payoff.

4. Vanishing Act: After collecting enough small payments, the
scammer disappears, leaving the victim empty-handed.

The FBI defines this type of fraud as an “advance-fee scheme,” noting
that scammers promise a valuable reward in exchange for up-front
payments that they never deliver (Wikipedia).

e Transition to the “Nigerian Prince” (pre-Internet, 1980s-1990s)
As global postal and fax networks expanded, the classic advance-fee
trick migrated into new geographies. By the 1980s, fraudsters operating
out of Nigeria began sending letters and faxes claiming to be members
of a deposed royal family or high-ranking government officials. The
narrative typically ran:

“I am Prince X of [Former Kingdom]. My family’s assets are frozen
after a coup. If you advance ¥500,000 for legal fees, I will share
¥50 million...”

o Why Nigeria?
Economic and political turmoil in Nigeria during the 1980s and
early 1990s—coups, oil price crashes, and widespread corruption—
created ripe conditions for such cons. Although the offices of actual
Nigerian royalty did not exist, the allure of quick riches combined
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with the anonymity of international mail made the scheme
remarkably effective (Science Friday, Wikipedia).

o “419 Scam” Terminology
These Nigerian variants became known as 419 scams—named for
Section 419 of the Nigerian Criminal Code that deals with fraud—
well before the advent of the Internet. Victims were drawn in by
affectionate pen-pal letters, small test-payments, and the gradual
escalation of fees, mirroring the structure perfected by the Spanish
Prisoner swindle.

This pre-Internet era laid the social-engineering groundwork—leveraging
authority, scarcity, and reciprocity—that would later propel the
“Nigerian Prince” scam into global infamy in the email age.
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1.1.2 First Recorded Phishing Attacks (1996 AOL Cases)

In early 1996, the warez community on America Online (AOL)—initially
focused on trading pirated software and “cracking” credit-card generators
—pivoted to a new form of deception: stealing genuine user credentials.
After AOL successfully blocked algorithmically generated credit-card
numbers, hackers turned to posing as AOL staff to trick real subscribers
into divulging their login and billing information (phishing.org, Infosec
Institute).

e AOHell Toolkit & Automated Scripts
The breakthrough tool was AOHell, a Windows application released by
a teenage hacker in January 1994. By 1996, AOHell had been extended
with “phishing” modules that automated message-sending to hundreds
of users at once. These scripts generated windows mimicking official
AOL billing dialogs and dispatched them via AOL Instant Messenger or
chat rooms, prompting unsuspecting users to enter their passwords and
credit-card details into fraudulent forms (Wikipedia, Surfshark).

e Origin of the Term “Phishing”
On January 2, 1996, the term “phishing” first appeared in the Usenet
newsgroup alt.online-service.america-online, describing the tactic of
“fishing” for passwords with electronic lures. Early phishers
deliberately substituted “ph” for “f” (echoing hacker slang like
“phreaking”), giving the scam its enduring name (History of
Information, IJRASET).

e Social-Engineering Tactics
Attackers crafted screen names such as “AOLBilling,”
“AccountSupport,” or “CustomerService”, exploiting users’ trust in
official-looking handles. Messages were carefully worded to invoke
authority and urgency:

“Dear Subscriber, due to a billing error, your account will be
suspended. Please verify your password and credit-card number
by replying to this private message.”

Once users complied, phishers instantly harvested valid
credentials and sold or abused the accounts for spam, warez
distribution, and further attacks (phishing.org, Infosec Institute).

e AOL’s Countermeasures
As losses mounted, AOL implemented on-screen warnings, blocked
known phishing scripts, and added two-factor challenges for password
changes. Though rudimentary by today’s standards, these measures
significantly disrupted the first wave of phishing—proving that even
basic technical defenses, combined with user education, can blunt

social-engineering attacks (Control Engineering, Get Cyber Safe).
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This 1996 AOL episode represents the first documented use of bulk,
scripted social engineering to harvest credentials—a clear progenitor of the
global phishing scourge that would explode with the rise of mass email in
the late 1990s and early 2000s.



Evolution of Social Engineering

0 Web 2.0 Exploitation (MySpace/Facebook Era)

Mid-2000s to Early 2010s

Q Overview

The rise of Web 2.0 transformed the internet into a participatory space
where users shared real identities, personal details, and social connections.
Platforms like MySpace, Facebook, Orkut, and LinkedIn became digital
playgrounds—not just for users, but also for social engineers, who
exploited the openness, trust, and interconnectivity of these networks.

% Key Exploitation Techniques
000 Fake Profiles & Impersonation

e Attackers created cloned or entirely fictional personas.
e They gained friend connections and trust to spread:

o Malware links

o Scam messages

o Credential-stealing forms

Example: “Hij, it’s me from your school group! Can you do me a quick
favor?”

B Clickjacking & Likejacking

® Users were tricked into clicking hidden buttons or liking malicious
posts.
e Often involved sensational content or curiosity bait:
o “Shocking video! You have to see this!”

Clicking a “play” button actually “liked” or shared a malware link.

0 Social App Exploitation

e FEarly Facebook apps (quizzes, games, “who viewed your profile”)
collected:
© Names
o Emails
o Friend lists



o Locations
e Data was often sold, stolen, or reused in phishing or fraud campaigns.

“Which superhero are you? Just allow access to your profile to find
out!”

0 Spear Phishing via Personal Info

e Public details like birthdays, employers, locations, and posts allowed
attackers to:
o C(Craft tailored phishing messages
o Imitate friends or colleagues
o Deliver more believable scams

“Hey [Name], here are your vacation photos! Just log in to see.”

0 Why These Attacks Succeeded

e Oversharing: Users publicly listed personal data (school, job, etc.)

¢ Trust by design: Friendships = credibility

® Low awareness: Few knew about phishing, impersonation, or fake
apps

¢ Lack of platform controls: No strong permission systems or
verification features early on

0 Notable Case Study: Koobface Worm

® Spread on Facebook via fake video links (“Is this you?”)
® Redirected users to malware pages

e Turned infected devices into part of a botnet

® Harvested credentials and promoted further attacks

@ Platform Responses

e Facebook and others eventually introduced:
o Two-Factor Authentication (2FA)
o Restricted app permissions
o Flagging of suspicious content
o Phishing awareness popups

0 Legacy of the Era

e Set the stage for targeted social engineering and identity-based scams

e Techniques refined during this time later fueled:
o Business Email Compromise (BEC)



o Romance scams
o Fake recruiter scams
o Deepfake-enhanced deception



Major Historical Breaches

1.2.1 Target 2013: HVAC Vendor Compromise

0 Overview

In late 2013, retail giant Target Corporation suffered one of the most high-
profile data breaches in U.S. history, resulting in the theft of 40 million
credit and debit card records and 70 million personal customer
records. The attack was not only notable for its scale but for how the
attackers gained access—through a third-party HVAC vendor.

& How the Breach Happened
- Vendor Access as Initial Entry Point

o Attackers phished credentials from Fazio Mechanical Services, an
HVAC contractor working with Target.

e Fazio had access to Target’s vendor portal, used for billing and
contract work.

This minor vendor had network credentials, but lacked multi-
factor authentication or network segmentation.

- Lateral Movement and Malware Deployment

® Once inside the vendor portal, attackers used privilege escalation and
lateral movement to access Target’s Point-of-Sale (POS) network.

e They installed memory-scraping malware (BlackPOS) on POS
terminals to capture customer payment data.

- Data Exfiltration

® Card data was encrypted, staged, and exfiltrated in batches to
attacker-controlled external servers.
o Attackers used foreign servers and tools to avoid detection.

© What Was Stolen

e 40 million credit/debit card numbers (track data + CVV)
¢ 70 million customer records (names, emails, addresses, phone
numbers)



0 Timeline

e November 15, 2013: Intrusion begins

* November 27, 2013: Malware deployed to POS systems (Black Friday

weekend)

e December 15, 2013: Breach publicly reported
e January 2014: CEO and CIO resign
e 2017: Target agrees to an $18.5 million multistate settlement

0 Why It Worked
Weakness Description
Lack of Vendor Network Vendor had access to critical internal
Segmentation systems

Poor Authentication Controls

Insufficient POS Monitoring

Delayed Response

No 2FA for external vendors
Malware went undetected for weeks

Alarms were triggered but not acted
upon quickly

55 Impact & Aftermath

¢ Financial Cost: Over $200 million in losses, lawsuits, and settlements

e Reputation Damage: Erosion of customer trust during peak retail

season

e Security Reform: Major retailers reevaluated third-party access

policies

0 Lessons Learned

e Third-party risk is organizational risk

¢ Implement Zero Trust architecture: never assume any connection is

safe

® Continuous monitoring and segmented networks are critical

e Visibility into supply chain security is now a compliance requirement



Major Historical Breaches

1.2.2 RSA SecurlID 2011: Spear-Phishing Timeline

@ Overview

In March 2011, RSA Security (a division of EMC) suffered a sophisticated
cyberattack that compromised the integrity of its SecurID two-factor
authentication system—used by militaries, governments, and Fortune
500 companies. The breach began with a spear-phishing email and
eventually undermined global trust in RSA’s security products.

“The attack on RSA was not just against a company—it was against
the backbone of enterprise authentication systems.”

= How the Attack Began: Spear-Phishing Entry
- March 2011: Email with Malicious Excel File

e An email with the subject line: “2011 Recruitment Plan” was sent to a
small number of RSA employees.

e It contained a malicious Excel spreadsheet with an embedded zero-
day Flash vulnerability.

e Once opened, it silently downloaded a remote access tool (Poison Ivy).

Despite being caught by spam filters, the email was manually moved
to inboxes by recipients—a classic example of social engineering over
technical barriers.

0 Timeline of the Breach

Date Event
March A . T, . .
2011 Spear-phishing email sent; initial infection via Excel zero-day
Attackers escalate privileges and pivot within RSA’s internal
Week 1

network

Week  Secure files related to SecurID algorithm and token
2-3 operations exfiltrated

April RSA publicly acknowledges breach in blog post and media
2011 statements

June Lockheed Martin targeted—attack linked to stolen RSA token
2011 data



& What Was Stolen

e Sensitive data related to SecurID’s seed values, token generation, and
internal mechanisms

e Not customer credentials directly, but enough metadata to weaken the
authentication process

0 Strategic Targeting

e Believed to be part of a nation-state operation (possibly Chinese APT
groups)

e Purpose: To compromise high-value targets by breaking SecurID-
protected environments

e Later attacks on Lockheed Martin, Northrop Grumman, and L-3
Communications were tied to this breach

A Why It Worked

Vulnerability Description

e Convincing spear-phishing email bypassed user

suspicion
Zero-Day Exploits Flash vulnerability unknown to security software
Lack of Internal Attackers could move laterally with limited
Segmentation resistance
Attackers didn’t need passwords—just token
Metadata Leakage . .
mechanics and seed info
0 Aftermath
® RSA issued 72,000 replacement SecurID tokens
e Customers were urged to add additional layers of authentication
e RSA’s brand trust took a significant hit
e Sparked industry-wide re-evaluation of reliance on token-based 2FA

0 Lessons Learned

e Spear-phishing remains a top-tier threat vector—even for
cybersecurity firms

e Attacks may target metadata or internal systems, not just credentials

e Zero-day defense, endpoint protection, and employee training must
align



® Breaches in trust-based systems can ripple through entire national
infrastructures



Major Historical Breaches

1.2.3 Colonial Pipeline 2021: DarkSide Phishing Lure
Analysis

B Overview

In May 2021, Colonial Pipeline—the largest refined oil pipeline in the
United States—was hit by a ransomware attack orchestrated by the
DarkSide cybercriminal group. The attack led to a multi-day shutdown
of fuel delivery across the East Coast, sparking fuel shortages, price spikes,
and national panic.

This was the first major cyberattack to cause physical disruption
of critical infrastructure at national scale in the U.S.

< Initial Access: Phishing Lure & VPN Exploitation
- DarkSide’s Entry Strategy

e While the exact phishing email has not been publicly disclosed, U.S.
federal investigations and forensic analysis confirm that:
o The attackers gained VPN credentials via a compromised employee
account.
o The account had no multi-factor authentication (MFA) enabled.
o [tis believed that the credentials were obtained through a prior
phishing campaign or dark web leak.

“They only needed one unlocked door—a single account with no
MFA.”

0 Attack Timeline

Date Event
. Compromised VPN credentials obtained (via phishing or
April 2021 .
credential reuse)
May 6, Ransomware deployed to Colonial’s internal business
2021 network
May 7, Colonial shuts down the pipeline as a precautionary
2021 measure
May 8-12,

2021 Fuel shortages and panic buying across Southeastern U.S.



May 13, Colonial confirms it paid a $4.4 million ransom in

2021 cryptocurrency
FBI recovers $2.3 million of the ransom by tracing crypto
June 2021 wallets

“® Technical Execution

Ransomware payload was custom-built using DarkSide Raa$
(Ransomware-as-a-Service) platform.

It encrypted corporate files, email servers, and key business
operations—but not the industrial control system (ICS) directly.
Colonial shut down pipeline operations out of caution, fearing further
spread.

b Impact

5,500 miles of pipeline shut down

12,000 gas stations out of fuel across the Southeast

Flight delays and disruptions in airline fuel supplies
Presidential emergency declaration issued

Colonial Pipeline paid $4.4M in Bitcoin, later partially recovered

0 Why It Worked

Weakness Description

No MFA on VPN Access

Lack of Segmentation

Allowed attackers in with a single stolen
password

Business systems connected to operational
shutdown triggers

Human Error Password may have been reused or leaked from
(Credential Reuse) another service

Reactive Shutdown

Fear of spread caused voluntary shutdown—
even without ICS hit

¥ Security Response & Reforms

Colonial implemented MFA and endpoint detection post-attack

U.S. government launched new federal guidelines for pipeline
cybersecurity

CISA and FBI issued bulletins on DarkSide TTPs (Tactics, Techniques,
Procedures)

Sparked the first major public-private push toward critical



infrastructure defense

55 Legal & Policy Impact

e U.S. created the Ransomware Task Force

e Encouraged crypto-tracing operations (Chainalysis, FBI wallet
monitoring)

e Flevated ransomware to national security threat level

0 Lessons Learned

e Phishing and credential reuse remain devastatingly effective

e Even non-ICS attacks can paralyze critical infrastructure through
indirect disruption

e Ransomware gangs now operate like businesses, complete with
helpdesks and affiliate programs

e MFA is not optional for any system with remote access privileges



Cybercrime Milestones

1.3.1 Phishing-for-Ransomware Shift (2015-Present)

The Convergence of Social Engineering and Crypto-extortion

0t Overview

Beginning around 2015, cybercriminals increasingly fused phishing
attacks with ransomware deployment—using deceptive emails not just to
steal credentials, but to gain entry into systems and encrypt entire
networks for ransom. This strategic shift gave rise to the modern era of
“Big Game Hunting”, where high-value targets are attacked with
customized ransomware through spear-phishing.

“From inbox to lockdown—one click, and the whole company is
paralyzed.”

b~ Pre-2015: Classic Phishing Use-Cases

Credential harvesting: Email login pages (Office365, Gmail)
Bank fraud: Impersonating financial institutions

Malware delivery: Keyloggers, adware, basic trojans

Goal: Steal information quietly and discreetly

0 Post-2015: Ransomware Joins the Payload

¢ Phishing emails became the main entry vector for ransomware
e Emails often included:
o Booby-trapped attachments (.doc, .xIs with macros)
o Links to malware-laced websites
o Socially engineered messages from fake HR, IT, or CEO accounts

Example Subject Line: “Urgent: Updated Covid-19 Remote Work
Policy.docm”

0 Major Campaigns and Actors

Year Actor/Group Target Type Method

Locky
Ransomware

2016 Hospitals, SMBs ~ Malicious Word attachments

2017 WannaCry Global (via SMB  Combined phishing and



vuln) exploits

Ryuk (via Phishing + credential
2018 y.u (vl Enterprises : lg .
TrickBot) harvesting
Phishing — lateral movement
2020 Maze Corporates, Gov
- ransomware
Critical Phishing —» remote access
2021 Conti/DarkSide . & -
infrastructure lockdown

& Extortion Evolution: Double & Triple Threats

¢ Double extortion (2019-present):

o Encrypt data AND steal it, then threaten to leak
e Triple extortion (2021-present):

o Encrypt + leak + DDoS attack to pressure victims

“Pay us, or we’ll leak your files and crash your site too.”

0 Why It Worked
Factor Description
Human Error Phishing relies on emotional triggers and urgency

Poor Email Hygiene Lack of filtering, no attachment scanning

Weak Endpoint

. Inadequate detection of script-based ransomware
Security

One compromised system often led to full network

No Segmentation
access

Untested Backups Victims couldn’t recover without paying

@ Security Shifts Post-2015

e Rapid adoption of:
o Email gateways & sandboxing
o MFA everywhere
o Security awareness training
e Rise of Zero Trust architectures and EDR (Endpoint Detection and
Response) tools
® Governments began banning ransom payments and regulating breach
disclosures

85 Global Impact

® Cyber insurance premiums skyrocketed



e Enterprises began treating ransomware as a disaster scenario

e Led to nation-state mimicry of ransomware gangs for plausible
deniability

¢ Cemented phishing as the single most dangerous initial access vector

0 Key Takeaways

e Phishing is no longer just for stealing info—it is now the front line of
extortion

e Email is the #1 attack vector for ransomware groups

e Defense requires a people-process-technology blend, not just tools



Cybercrime Milestones

1.3.2 Cryptocurrency Scam Waves (2017 ICOs - 2021 DeFi)

From token hype to decentralized rug pulls

® Overview

The rise of cryptocurrency brought unprecedented financial innovation—
and a gold rush of fraud, deception, and social engineering. Beginning
with the ICO boom of 2017 and evolving into DeFi and NFT scams by
2021, cybercriminals exploited hype, anonymity, and lack of regulation to
steal billions of dollars from retail and institutional investors.

“The blockchain never lies—but scammers don’t need to. They just
need you to believe.”

0 2017-2018: ICO Mania & Fake Token Projects
- What is an ICO (Initial Coin Offering)?

e A Dblockchain-based method for startups to raise capital by issuing new
cryptocurrencies

e Buyers invest in hopes that tokens will rise in value like early Bitcoin or
Ethereum

- Common Scams:

e Fake Teams: Stolen LinkedIn profiles, fake advisors

¢ Pump-and-Dump Tokens: Hyped up, dumped after launch

e Whitepaper Clones: Copied technical documents from legitimate
projects

e Exit Scams: Developers raised millions and vanished

Example: “BitConnect” promised 1% daily returns. In 2018, it collapsed
as a Ponzi scheme after taking in over $2 billion.

0 2019-2020: NFT and Crypto Wallet Phishing

e Rise of crypto wallets like MetaMask, Trust Wallet, and Ledger
e Attackers used:

o Fake “airdrop” campaigns

o Imitation websites with wallet-connect popups

o Seed phrase phishing (social media, fake support accounts)



“To claim your NFT, just enter your wallet seed phrase.”

0 2020-2021: DeFi Boom and Smart Contract Exploits

- What is DeFi?

e Decentralized Finance: Crypto lending, trading, or yield farming apps
with no central authority
® Built on smart contracts (often unaudited, exploitable)

- Common DeFi Scams:

¢ Rug Pulls: Developers remove all liquidity and flee

® Flash Loan Attacks: Exploit protocols by borrowing huge amounts
with no collateral

® Fake Tokens: Lookalike coin names, often using known brands like
“UniSwap,” “TeslaCoin,” etc.

¢ Front-End Spoofing: Fake DeFi site mimicking real one, designed to
steal funds

Example: “Meerkat Finance” (2021) stole $31M in BNB by draining
smart contracts within 24 hours of launch.

ll Scam Progression Timeline

Year Wave Key Scam Types

2017 ICO Boom Fake coins, Ponzi tokens, exit scams

2018 ICO Bust Regulatory crackdown, lawsuits

2019 Wallet Phishing Fake sites, support scams, seed theft

2020 NFT Phishing Begins “Free drop” bait, Discord hacks

2021 DeFi Rug Pulls Smart contract exploits, liquidity theft
0 Why They Worked

Weakness Exploited Factor
Hype & Greed Promises of “next Bitcoin” with quick returns

Lack of Regulation No KYC/AML, no investor protections

Users didn’t understand wallet security or smart

Technical Illiteracy
contracts

Anonymous

No accountability, no legal trail
Developers

Social Proof

. Fake Discord communities, bots simulating interest
Mlusions




55 Global Impact

e Over $14 billion lost to crypto-related scams in 2021 alone
(Chainalysis)

e Institutional investors also duped via DeFi protocols and fake VC
partnerships

e Fueled skepticism of blockchain from traditional finance and
regulators

¥ Mitigation Measures

Smart contract audits (e.g., Certik, Trail of Bits)
Wallet safety education: Seed phrase protection, fake site detection
DApp permission reviews and revocation tools
Governments began:
o Taxing crypto
o Cracking down on crypto advertising
o Enforcing AML/KYC laws in centralized exchanges

0 Key Takeaways

e Crypto scams exploit technical hype, social engineering, and
anonymity

e The same psychological levers used in email phishing are now deployed
on-chain

e Security in crypto = user education + trust minimization + smart
contract audits



Exploitable Cognitive Flaws

2.1.1 Authority Bias (Fake CEO Requests)

“Because the boss said so.”

0 Definition: Authority Bias

Authority bias is a cognitive shortcut in which people are more likely to
comply with a request if it appears to come from someone in a position of
authority—like a CEO, doctor, or law enforcement officer—even if the
request seems unusual or suspicious.

“Humans are wired to follow orders from perceived authority figures
—even without question.”

8D How It’s Exploited in Social Engineering
- Business Email Compromise (BEC)

e Scammers spoof or hack an executive’s email (e.g., CEO, CFO)
e Send urgent instructions to subordinates:
o Wire transfers
o Gift card purchases
o Sharing sensitive documents
e Often timed late in the day or during holidays to avoid verification

Subject: “Need this urgently — please process before end of day.”

- Voice Spoofing (Fake CEO Phone Calls)

e Attackers use deepfake audio or social engineering to impersonate a
high-ranking executive over the phone

e Real-world: A 2019 UK company was scammed into wiring €220,000 to a
Hungarian supplier after a deepfake voice call from their “CEO”

- Whaling Attacks

e Target high-level executives directly

e Use admiration or intimidation to extract:
o Login credentials
© Confidential business documents
o Executive calendars or passwords



“This is the CEO. I need you to verify your admin credentials so we
can resolve a compliance issue immediately.”

A Common Red Flags Overridden by Authority Bias

Signal Normally . .
L. But Rationalized As...
Suspicious
Unusual request timing “They must be in a time crunch.”
Generic or odd language “They’re just stressed or traveling.”
Urgency & secrecy “They must know more than I do.”
No confirmation allowed “T’ll get in trouble if I delay asking.”

0 Why It Works Psychologically

® People are conditioned from school and work to obey authority
figures

e Disobedience feels risky—especially in hierarchical organizations

e Attackers exploit workplace norms like “don’t question leadership”

e Urgency adds pressure, short-circuiting critical thinking

0 Real-World Examples

e Ubiquiti Networks (2015): $46.7M lost via fraudulent CEO email

e Pathé Films (2018): $21M transferred after a spoofed email from the
CEO demanding secrecy

® Facebook & Google (2013-2015): Combined $100M+ loss to fake invoice
requests impersonating senior executives

® Defense Tactics

e Multi-step verification: No financial request should be acted on from
email alone

e Verify requests via alternate channels (phone, Slack, in person)

e Executive impersonation training in phishing simulations

® Create a “safe-to-question” culture: Staff must feel free to validate
even urgent executive messages

0 Key Takeaways

e Authority bias is one of the most dangerous psychological
vulnerabilities in social engineering
e Attackers don’t need real access—just a believable impersonation of a



powerful figure
e Combating it requires policy, verification processes, and cultural
rewiring



Exploitable Cognitive Flaws

2.1.2 Scarcity & Urgency (“24-Hour Account Closure”
Tactics)

“Act now—or lose everything.”

X Definition: Scarcity & Urgency Bias

Scarcity bias is a cognitive shortcut where people place higher value on
things perceived as limited, while urgency creates pressure to act
quickly, bypassing critical thinking. Together, they are core to many scam
strategies.

“You have 24 hours to act, or your account will be permanently
disabled.”

0 How It’s Exploited in Social Engineering
- Phishing Emails with Fake Deadlines

e Threaten imminent consequences (account deactivation, service
suspension, legal action)
e Appear to be from:
o Banks (“Verify your identity within 12 hours or we’ll freeze your
account”)
o Cloud services (“Your Google Drive will be deleted in 24 hours”)
o HRor IT (“Your benefits access is expiring. Click here to renew.”)

- SMS & Vishing Scams

e Texts or calls using:

o Limited-time offers (e.g., “last chance to claim your reward”)
o Legal threats (e.g., “your SIM card will be blocked today”)

e Social engineering over the phone with intense emotional language:

“This is urgent—we need to confirm your identity or your card
will be canceled.”

- Tech Support Scams

® TFake pop-ups warn of “virus infection” or “illegal activity” with



countdown timers
e Victims told they must call immediately or lose data/access

Example: “You have 5 minutes to call Microsoft Support before your
computer locks.”

A Common Red Flags Masked by Urgency

Suspicious Detail Rationalized By Victim As...

Generic greeting (“Dear

“They’re just automating the message.”
user”) yre] g g
Poor grammar “It must’ve been rushed due to urgency.”

“Maybe it’s a backup email or secondary

Unusual sender domain .
address.

External link to login “They said time is critical—I'll fix it later.”

0 Why It Works Psychologically

e Urgency triggers fight-or-flight emotional response

® Scarcity causes loss aversion—fear of losing access, money, or
opportunity

e The faster the decision must be made, the less rational it becomes

e Stress inhibits memory recall and technical awareness (e.g., checking
URLS)

0 Real-World Examples

e PayPal Phishing (Recurring): “Account suspension within 24 hours”
email with spoofed login page

¢ Netflix Credential Harvesting: “Payment failed—update info now to
avoid service interruption”

e COVID-19 Vaccine Scams (2021): Fake portals offering “priority access”
to vaccines for a limited time

@ Defense Tactics

e Slow down: Teach users to pause when a message feels urgent

® Hover-over practice: Always check URLs before clicking

® Timeout-resistant policies: Enforce no urgent requests via email or
SMS

e Security banners: Highlight external emails with warning labels

¢ Simulated urgency phishing drills to test and train users




0 Key Takeaways

® Scarcity and urgency are core tools in manipulating fast decisions
e These tactics override logic by creating emotional pressure
® Defense requires training people to trust procedure over panic



Exploitable Cognitive Flaws

2.1.3 Herd Mentality (Fake “Trending” Alerts)

“Everyone’s doing it—so should you.”

0 Definition: Herd Mentality

Herd mentality (also called social proof bias) is the psychological tendency
to conform to what others are doing, especially in situations of uncertainty.
People assume that if many others believe, buy, or act on something, it
must be safe or correct—even if it’s not.

“This link has gone viral—you need to see it before it’s taken down!”

0 How It’s Exploited in Social Engineering
- Fake Trending Alerts or Viral Posts

e Scammers use buzzwords like:
o “Trending now”
o “Most viewed today”
o “Everyone is talking about this”
e Luresinclude:
o Fake celebrity videos
o Leaked documents
o Shocking news or deaths
o “Top 10 investment tips used by millionaires”

Example: “Elon Musk just launched a new crypto—join 100,000 others
investing now!”

- Bot-Boosted Social Media Posts

e Attackers inflate engagement with:
o Fake likes
o Bot comments (“This worked for me!”)
o Retweets from cloned accounts
e Users trust the post based on visible popularity, not content
authenticity

- Malicious “Like & Share” Campaigns

® Fake giveaways (“Share to win an iPhone”)



e Malware links or phishing sites disguised as:
o Polls
o Contests
© Quizzes
e Designed to go viral rapidly and gain trust through volume

0 Platforms Commonly Abused

e Facebook: Viral “shocking video” bait

e Twitter/X: Trending hashtags tied to scams

® YouTube: Live streams with fake crypto giveaways

e Telegram/Discord: Group chats full of bots echoing scam messages

0 Why It Works Psychologically

Trigger Effect

“Everyone’s doing Reduces fear of being scammed—*so many people
it” can’t be wrong”
FOMO (Fear of . . s

.. Victims rush to act without verifying
Missing Out)
Emotional “You’re the last to know”—generates urgency
Amplification through belonging pressure

Lack of independent thought when surrounded by

Groupthink
consensus

0 Real-World Examples

¢ YouTube Crypto Giveaway Scams: Fake Tesla or SpaceX livestreams
offering to double your Bitcoin

e Fake Investment Discords: 10,000-member groups hyping “pump-and-
dump” coins

e Twitter Hacks (2020): Verified accounts (Elon Musk, Apple) tweeted
fake Bitcoin links

e COVID “Cures” and Hoaxes: Viral misinformation shared by friends
and influencers without verification

¥ Defense Tactics

® Train users to question popularity: High engagement doesn’t mean
legitimacy

® Look beyond engagement metrics: Check source, domain, and context

e Limit social sharing of sensitive actions (e.g., never share login via
group links)



® Report and block suspicious pages, contests, or “too good to be true”
giveaways

e Use browser plug-ins or tools that highlight bot-likes and comment
farms

0 Key Takeaways

¢ Herd mentality gives attackers mass trust at scale without proof

e [t’s not what’s being said, but how many appear to believe it that
persuades

® The best defense is critical skepticism—even when everyone else
seems convinced



Neuroscientific Triggers

2.2.1 Dopamine Response to Notification Designs

“The ping that hijacks your brain.”

0 Definition: Dopamine and Behavior

Dopamine is a neurotransmitter associated with pleasure, reward,
motivation, and habit formation. It spikes when we anticipate a reward,
not just when we receive it—creating feedback loops of behavior like
checking notifications or refreshing apps.

“Every red bubble, buzz, or chime isn’t just information—it’s a hit of
neural currency.”

0 How Notifications Hijack Attention

- Color Psychology

® Most alerts use red, which is evolutionarily linked to danger and
urgency.

e The color stimulates amygdala activation—triggering a primitive
emotional response.

- Variable Reward Systems

e Not every notification is rewarding—but some are.
e This creates a dopamine loop, similar to slot machines:
o Randomized rewards = more compulsive checking
o Intermittent reinforcement = stronger habit formation

Example: One message is spam, the next is a crush. That
unpredictability hooks you.

0 Design Elements That Maximize Dopamine Response

Feature Neurological Effect
. Triggers urgency, raises cortisol and dopamine
Red badge icon g6 gency, o
levels
Buzz/vibration Physical cue associated with anticipation

Pavlovian association with reward or social

Sound notifications L
validation



In-app alerts Immediate interruption enhances salience and
(popups) craving
Delay in message

Builds anticipation — stronger dopamine spike
loading P & P p

0 Why It Works

e The anticipation of the unknown message stimulates more dopamine
than the content itself.
e Dopamine builds habit strength—leading users to:
o Check phones impulsively
o Prioritize interruption over task
o Ignore rational skepticism in the moment of alert

That’s why phishing texts that mimic real notifications (“6@ Your
delivery is on hold”) are so effective—they’re riding this
neurochemical wave.

0 Exploitation in Social Engineering

¢ Phishing alerts disguised as real app notifications:
o “A Suspicious login detected. Tap to verify.”
o “d New message from HR. Action required.”
e Attackers exploit the dopamine trigger to push:
o Instant clicks
o Emotional decision-making
o Suspended judgment

- Smishing (SMS Phishing) & Push Notification Spoofing

e Short, urgent messages delivered via mobile
e Tied to dopamine-induced habitual device-checking

Example: “New voicemail from Bank of America. Tap to listen.” (links
to phishing page)

® Defense Tactics

e Awareness training: Teach users how dopamine is manipulated by
design

e Delay response discipline: Pause 5 seconds before reacting to
notifications

e Use grayscale mode: Reduces color-triggered urgency on phones

e Audit app permissions: Minimize apps allowed to push alerts

¢ Turn off non-essential badges: Prevent habitual checking without
conscious intent



0 Key Takeaways

¢ Modern UI/UX is neurologically weaponized to maximize attention

e Attackers use these same tactics to inject malicious urgency via
familiar alerts

e Controlling dopamine triggers = regaining cognitive control and
digital hygiene



Neuroscientific Triggers

2.2.2 Stress-Induced Compliance Patterns

“Fear shuts down logic—just say yes.”

0 Definition: Cortisol and the Stress Response

When we perceive a threat, our brain releases cortisol, the body’s primary
stress hormone. This activates the fight, flight, or freeze response,
reducing activity in the prefrontal cortex (responsible for decision-
making and critical thinking) and increasing reliance on reflexive action.

“Under stress, we don’t think. We react.”

A How Attackers Exploit Stress Responses

- Threat-Based Messaging

e Social engineers trigger cortisol spikes using:
o Legal threats (“You are under investigation.”)
o Financial panic (“Unauthorized charges detected.”)
o Professional consequences (“You’ll be reported to HR.”)

Example: “Your account will be reported for suspicious activity unless
verified now.”

- Emotional Pressure Tactics

e Attackers simulate urgency or personal crises to provoke:
o Guilt (“Why didn’t you help me when I asked?”)
o Shame (“You allowed a breach!”)
o Fear (“You’re out of compliance!”)

- Live Voice & Vishing Attacks

® Real-time stress amplifies compliance
e (Callers use:
o Fast speech
© Complex instructions
o Authoritative tones
e Victims comply to end the interaction quickly, not because they
believe it’s legitimate



“If you hang up, you may be liable for legal obstruction. Stay on the
line.”

0 Neurological Impact of Stress on Decision-Making

Brain Function Effect Under Stress
Prefrontal cortex Suppressed (! logic, ! skepticism)
Amygdala (emotion center) Activated (T fear, T obedience)

Hippocampus (memory

retrieval) Impaired (! ability to recall protocol)

Dopamine May be hijacked to reward compliance

0 Real-World Attack Scenarios

e RS Tax Scams: “You owe back taxes. Pay now or be arrested.”

e Fake IT Support: “Your machine is infected—install this tool or lose
access.”

¢ Emergency Family Scams: “Your son’s been in an accident. Send
money for treatment.”

e Corporate Urgency: “CEO needs this wire transfer immediately. Don’t
delay.”

0 Why It Works

® Cognitive shutdown: The brain bypasses rational checks under threat

¢ Panic-induced haste: Victims focus on escaping stress, not evaluating
accuracy

e Scripted obedience: People default to compliance in unfamiliar, high-
stress environments

e Shame suppression: People avoid embarrassment by silently obeying

¥ Defense Tactics

® Train employees in stress recognition: Teach how cortisol affects
behavior

e Use scripts for stressful scenarios: “Pause. Verify. Escalate.”

e Simulate stress-based phishing drills

¢ Encourage reporting without blame: Mistakes made under pressure
must be destigmatized

¢ Build emotional resilience: Calm users = resistant users



Business Email Compromise (BEC)

3.1.1 Vendor Impersonation Workflows

“When your supplier gets spoofed—your wallet bleeds.”

0 Definition: Vendor Impersonation in BEC

In Vendor Impersonation, attackers pose as trusted third-party
suppliers, using forged or hijacked email accounts to trick organizations
into making fraudulent payments—often by swapping out bank account
details on legitimate invoices.

“You trust your vendor. The attacker knows that. So they become the
vendor.”

0 Typical BEC Vendor Impersonation Workflow

Step 1: Intelligence Gathering

o Attacker identifies a business relationship:
o Through LinkedIn, email scraping, or previous phishing
o Looks for recurring invoice-based suppliers (e.g., IT support,
construction firms, logistics)
e Collects:
o Real vendor names, invoice formats, past amounts, and contact style

Step 2: Email Spoofing or Account Takeover

e Options:
o Spoofed domain: @vvendorr.com instead of @vendor. com
o Real compromise: Gains access to the vendor’s actual mailbox (via
phishing or credential stuffing)

Example: Attacker sends from “billing@vvendorr.com” with the subject
“Updated wire instructions.”

Step 3: Fake Invoice or Bank Details

e Attacker replicates or modifies a real invoice, changing:
© Bank account details
o Sender email

o Sometimes adds urgency or explanation:



“Due to an audit, please remit this month’s payment to our
new bank account.”

Step 4: Victim Executes Payment

e Victim (Accounts Payable team) sees:
o Familiar vendor
o Expected amount
o Plausible explanation
e Trusting the source, they wire funds to the attacker’s account

Step 5: Funds Laundering

e Money quickly moved through:
o Mule accounts
o Crypto exchanges
o Shell corporations

e Often untraceable after 48 hours

0 Real-World Examples

¢ Toyota Boshoku (2019): $37 million loss via BEC impersonating a
vendor

e Scoular Co. (2014): $17 million transferred to China due to a fake
acquisition invoice

e City of El Paso (2019): Paid $3.1 million to a scammer posing as a
construction contractor

l Why It Works

Exploited Factor Description

Victim recognizes the vendor and trusts the

Familiar Relationship brand

Realistic Language &  Attackers copy tone, template, and invoice
Format details

Infrequent Vendor details rarely cross-checked for each
Verification payment

Busy Accounting Pressure to process payments quickly,
Teams especially EOM

0 Psychological Triggers Used

e Authority Bias: Request often appears to come from a senior vendor
contact



e Urgency Stress: “We’ll apply late fees if unpaid today”
e Familiarity Bias: Victim feels safe due to known relationship

@ Defense Tactics

¢ Payment Policy Hardening:
o Never change bank account details without verbal confirmation
o Implement multi-person approval chains
¢ Email Authentication:
o Use DMARC, SPF, DKIM to detect spoofing
e Vendor Callback Protocol:
o Call a known number from your contact book—not from the email
e Monitor for Domain Lookalikes:
o Alert staff to subtle visual spoofs (vendor-pay.com vs. vendOr-
pay.com)
¢ Automated Email Anomaly Detection:
o Use Al tools to flag unexpected changes in vendor messaging
patterns

0 Key Takeaways

e Vendor impersonation BEC attacks are highly targeted, socially
engineered, and financially devastating

e The attacker doesn’t break in—they blend in

e Prevention depends on human-process-technology alignment



Business Email Compromise (BEC)

3.1.3 CEO Fraud Psychological Profiling

“The con works best when the victim wants to obey.”

0 Definition: CEO Fraud

CEO fraud is a form of executive impersonation in which an attacker
poses as a high-ranking official (often the CEO or CFO) to trick employees—
typically in finance, HR, or IT—into transferring funds, credentials, or
sensitive data.

“When the email says it’s from the CEO, who stops to question it?”

0 Psychological Profile of the Victim (Target
Employee)

1. Obedient by Role

¢ Administrative assistants, junior accountants, or IT staff

e Trained to serve and support higher-ups without questioning their
requests

e Often believe refusal = risk to job security

2. Conditioned to Urgency

e Familiar with real urgent tasks from executives
® Perceive speed as loyalty
e May skip standard checks under stress

3. Fear of Escalation

e Concerned about appearing incompetent or insubordinate
e May worry that asking for clarification will cause delay or
embarrassment

4. Limited Security Training

e May not understand spoofing, domain lookalikes, or email header
inspection
e Vulnerable to emotionally charged, urgent, or confusing messages




% Psychological Profile of the Attacker
(Impersonator)

1. Manipulative Communicator

e Uses authority tone, commands, minimal detail
e Relies on psychological levers like:
o Urgency: “Need this before EOD”
o Exclusivity: “Confidential—do not discuss with others”
o Flattery: “I trust you with this. You’re the only one I can rely on.”

2. Emotionally Detached

e Views victims as transactional instruments
e Understands fear, stress, and compliance but feels no empathy

3. Tactically Patient

® May study internal communications first:
o Signature styles
o Scheduling norms
o Executive communication tone

0 Behavioral Manipulation Techniques

Technique Purpose Example
Authorit

. y Triggers obedience “This is from the CEO.”
Bias
Time “I need this wire sent in the

Shuts down scrutiny

Pressure next 20 minutes.”
. . “Don’t inform anyone in
Secrecy Prevents verification . . .
Finance just yet.
Role Makes victim feel in “Can I trust you to handle this
Reversal control (illusion) for me?”

0 Real-World Examples

¢ FACC (Austria, 2016): $47 million stolen when attacker posed as CEO
requesting a confidential acquisition payment

e Pathé Films (France, 2018): Finance execs wired $21M after “CEO” said
it was for a top-secret Chinese acquisition

e Toyota Boshoku (2019): $37 million transferred due to fake CEO email



with urgent tone and secrecy clause

¥ Defense Strategies: Psychologically Informed

v For Employees

e Train for psychological red flags: secrecy, excessive flattery,
unverified urgency
e Empower refusal culture: “Even the CEO can wait for protocol”
e Scripted pushback phrases:
© “Can you please confirm this by phone?”
o “Per policy, I need dual authorization before proceeding.”

v For Organizations

Role-specific simulations: Target finance, HR, and executive assistants
Escalation pathways: Clear procedures for urgent or unusual requests
CEO impersonation alerts: Systems that flag spoofed exec messages
Publicly reinforce caution: Executives should regularly remind staff
not to bypass procedures—even for them

0 Key Takeaways

e CEO fraud thrives on status, obedience, and fear

e Attackers know how to sound like leaders and exploit team
dynamics

e Defense isn’t just technical—it’s psychological readiness and
empowered resistance



Business Email Compromise (BEC)

3.1.4 Invoice Scam Forensic Signatures

“If it looks almost real, it’s already dangerous.”

0 Definition: Invoice Scams in BEC

Invoice scams are a form of financial fraud where attackers manipulate or
fabricate invoices from trusted vendors, contractors, or internal
departments to trick targets into sending payments to fraudulent bank
accounts.

“It’s not just about spoofed emails. The invoice itself is the trap.”

Q, Forensic Signatures of Invoice Fraud

Below are key indicators (technical, stylistic, and behavioral) that can be
used to identify forged, manipulated, or tampered invoices in BEC
scams.

1. Metadata Red Flags

Signature Description
Recently . . . :
created Timestamps show invoice was generated minutes

before email was sent
document
Different . . . :
software Invoice created in older/different version than usual
A (e.g., Word 2010 vs. Word 365)

version
Missin, ,

.. g No edit metadata for reused templates (suggests
revision forgery)
history gery
Metadata

. Author field does not match vendor employee name

mismatch

Forensic tools like ExifTool, DocuChecker, or PDF metadata readers can
reveal hidden anomalies.

2. Linguistic & Formatting Tells




Red Flag Description

Grammar Subtle differences in tone, tense, or
inconsistencies punctuation

Inconsistent currency

“$5,000.00” vs. “5000 USD” used irregularly
formats

Decimal separator ) )
“1.000,00” vs. “1,000.00” (regional mismatch)

differences
Typos in invoice Skipped/inverted sequences (e.g., INV-1009 -
numbers INV-1090)

These are often seen when scammers forge documents using
templates they don’t fully understand.

3. Visual Anomalies

Clue Why It Matters

Misaligned logos

Poor formatting in forged documents
or text

Low-resolution Indicates logo was copied from web or email
company logo signature

Different font Mixed formatting in headers, totals, or contact

weights/sizes sections

Embedded (not . . .

linked) Often attackers insert static images of signatures
. rather than using dynamic digital ones

signatures

4. Banking & Payment Clues

Element Fraud Indicator

Bank not used by vendor in past

New or unrecognized bank .
invoices

“Use this new account due to

U t bank detail ch
rgent bank detatl change audit/system upgrade”

Different country code or International transfer to unknown
SWIFT/BIC format jurisdiction

Mismatch in remittance address Subtle attempt to bypass human
vs. past invoices pattern recognition

Always cross-check against previous legitimate invoices.

5. Behavioral Patterns in Email Context




Signal

Possible Sign of Fraud

Slight change in
email address
Change in payment
instructions timing

No CC to known
vendor contact

e.g., @vendor. co instead of @vendor. com

“Please pay this invoice today” (on an unusual
day of week or outside normal cycle)

Breaks normal communication pattern

These social engineering signals often accompany forged invoices to
pressure fast processing.

0 Why They Work

e Familiarity bias: Targets recognize the vendor name/logo

e Routine automation: Accounting staff process dozens of similar
invoices—small changes go unnoticed

¢ Trustlayering: Email appears real - invoice appears real — action

taken quickly

¥ Detection and Defense Tactics

¥ Technical

e Use file metadata scanners on attachments
e Deploy email anomaly detection for BEC patterns
¢ Implement document hash-checking for high-value invoices

¥ Procedural

e Multi-factor invoice approval for vendor payments
e Require call-back verification for any change in bank details
e Keep a vendor verification register with approved account numbers

and formats

e Train AP staff to recognize forensic invoice red flags

0 Key Takeaways

e Forged invoices often look 98% legitimate—but that 2% hides millions

in losses

® Forensic markers lie in document metadata, formatting quirks, and

context shifts

® Protecting against invoice scams requires a combination of technical
checks and skeptical human review



Evasion Techniques

3.2.1 Homoglyph Domain Algorithms (e.g., “Apple.com”)

“If you can’t see it, youw’ll believe it.”

0 Definition: Homoglyph Domains

Homoglyph domains use characters that look visually identical or similar
to legitimate ones but are actually different Unicode or Latin characters.
These domains are used in phishing, impersonation, and Business Email
Compromise (BEC) attacks to evade detection and trick human perception.

Example: AppIe.com (with a capital “I”, not a lowercase “L”)
Looks like: Apple.com — but it’s not.

Q, How Homoglyph Attacks Work

0 Visual Deception Engineered

e Exploits visual similarity between characters:
o Latin “a” vs. Cyrillic “a”
o Uppercase “I” vs. lowercase “1”
°o “rn” (r +n) vs. “m”

Legitimate Homoglyph Difference Hidden

paypal.com paypal.com Cyrillic “p”, “a”
apple.com appIe.com Uppercase “I”

microsoft.com microsoft.com Cyrillic “0”

% Algorithmic Generation of Homoglyph
Domains

0 What Attackers Use:

e Homoglyph generators: Tools that produce thousands of lookalike
domains

e Punycode encoding (xn- - prefix): Allows Unicode to appear as ASCII in
domain registrations

¢ Automated domain spoofing kits: Identify popular brands, scan for



available lookalikes, and register them

Example:
xn--google-qta.com — Looks like google. com

0 Common Use Cases in Social Engineering

1. Phishing Sites

® Fake login portals that mimic Google, Microsoft, PayPal, etc.
® Harvest credentials through:

© Email links

© QRcodes

o SMS (smishing)

2. Email Spoofing in BEC

® billing@microsoft-support.com sends realistic payment instructions
e Victim doesn’t notice subtle character change in sender domain

3. Ad Fraud & SEO Spoofing

e Tookalike domains used in:
o Malvertising campaigns
o Google Ads targeting typos
o Affiliate theft or scam promotions

0 Detection Techniques

v Human-Level Defense (Awareness-Based)

e Train users to hover over links
e Read domains character-by-character
e Use browser warning features for punycode detection

¥ Technical Detection

Technique Description
Levenshtein distance Detects domain names similar to trusted
scanning ones
Punycode flagging tools Detects Unicode domain tricks (e.g., xn- -)
Homoglyph lookup

. Tools like DNSTwist simulate attacks
services


https://github.com/elceef/dnstwist

SSL fingerprinting Identify phishing SSL certificates or
patterns

Can flag domain mismatch using

Email security gateways
ye ¥y DMARC/DKIM/SPF

0 Real-World Examples

® 2020 Google Docs Phishing: Users tricked into visiting googIe.docs.com
—a domain registered with a capital “i” instead of an “1”

o “Apple ID Locked” scam: Fake domain appIeid-verify.comled to
credential theft and payment fraud

e Office 365 Spoofing: Attackers sent fake invoice links from
0ffice365billing.com (with zero instead of “O0”)

0 Why It Works

e Relies on human pattern-matching errors
e Bypasses many email filters and blacklists
e Trust built on brand recognition and speed of reading

¥ Defense Strategies

v Technical

Enforce Domain Name Allowlisting

Use homoglyph-aware browsers or plug-ins

Implement email domain authentication (DMARC, DKIM, SPF)
Use Al-based URL scanning tools in secure email gateways

¥ Procedural

e Train staff to inspect domains with skepticism, especially in financial
transactions

e Disallow payments or sensitive actions from new domains without
manual verification

e Keep aregistry of trusted vendor domains to verify against

0 Key Takeaways

e Homoglyph domain attacks are subtle, scalable, and devastating
o Attackers don’t break through—they blend in
e Vigilance, technical safeguards, and visual literacy are key defenses






Evasion Techniques

3.2.2 Dynamic HTML Obfuscation

“The code says one thing. The screen shows another.”

& Definition: Dynamic HTML Obfuscation

Dynamic HTML obfuscation is the use of JavaScript, CSS tricks, and DOM
manipulation to disguise the true intent or destination of web elements,
such as phishing links or fake login forms. The goal is to evade detection
by security scanners and fool human users.

“The HTML file looks harmless—until it runs.”

0 How It Works: Layers of Deception

0 1. JavaScript-Based Link Manipulation

¢ Obfuscated URLs using JavaScript string assembly:

jsCopyEditvar partl = "https://secure-";
var part2 = "login";

var part3 = ".com";
document.write(partl + part2 + part3);

e Tinal rendered link: https://secure-login.com (malicious site)

e Static scanners miss this due to delayed DOM rendering

0 2. Hidden Input Fields & Overlays

e Fake login fields appear identical to real ones but:
o Use display:none or z-index layering to mask data exfiltration
o May route entered credentials to attacker-controlled endpoints

The real-looking form is just a styled decoy. The data goes
elsewhere.

0 3. CSS Misdirection

e (SS can mask real links behind text:



htmlCopyEdit<a href="http://malicious.com"
style="color:white;">https://apple.com</a>

® Or swap visible vs. clickable content via:

O text-indent
O visibility: hidden
o Negative margin-top tricks

0 4. On-the-Fly HTML Injection

e Attackers inject malicious code only after user interaction:
o Click triggers hidden JavaScript loader
o Phishing content dynamically generated from a benign-looking stub

“Nothing seems wrong—until you click.”

0 5. Time-Delayed Rendering

e Malicious content appears after a set delay using:
jsCopyEditsetTimeout(function(){ showPhishForm(); }, 8000);

® Bypasses scanners that only scan content during initial page load

% Why Attackers Use Dynamic Obfuscation

Objective How It Helps

Evade static

. Code appears benign to automated filters
analysis

Defeat sandboxing

Payload loads only under real-user conditions
tools
Bypass blacklists Final phishing domain not visible in source code

Confuse human Complex, split, or encoded scripts take longer to
analysts analyze

0 Real-World Use Cases

e HTML Phishing Attachments:
o Sent via email with subject like “Secure Document View”
o Opens a local .html file that dynamically loads credential fields
¢ Dynamic Login Spoofs:
o Fake Microsoft or Google login pages rendered via obfuscated inline
scripts



e Malvertising:
o Click redirects hidden in dynamic ad creatives that load only in
specific geolocations

0 Why It Works

® Security tools scan static HTML—not runtime behavior

e Users trust clean-looking interfaces and may not view source code

e Attackers exploit the gap between code visibility and browser
behavior

¥ Detection and Defense Techniques

v For Analysts & Tools

Technique Benefit
avaScript
J p . Reveal hidden strings, encoded URLs
deobfuscation tools
Sandbox + delayed Detect time-based or interaction-based
execution payloads

DOM snapshot analysis = Compare initial and final rendered states

Behavioral phishing Look at user interaction sequences, not just
scanners content

¥ For End Users

e Warn users against opening .html attachments from email

e Train to hover-check URLs, but also watch for delayed redirects

e Use browser extensions that highlight DOM changes or hidden
scripts

0 Key Takeaways

e Dynamic HTML obfuscation is code-based deception engineered to
evade both humans and machines

e The attack lives in runtime, not in the source file

e The solution lies in runtime behavior detection and layered user
awareness



Evasion Techniques

3.2.3 Attachment Sandbox-Breaching Methods

“If the sandbox is watching, wait until it blinks.”

0 Definition: Sandbox Breach Techniques

Modern email gateways and antivirus tools often detonate attachments in
a sandbox—a controlled, virtual environment designed to detect malicious
behavior. Sandbox-breaching methods are evasion techniques attackers
use to bypass or delay detection, ensuring the payload activates only on a
real victim’s machine.

“To beat the sandbox, the malware must play dead—or act human.”

Q, Common Sandbox Evasion Methods

0 1. Environment Awareness

Malware checks if it’s inside a virtual machine (VM) or sandbox.

Check Type Example Behavior
Process check Detects tools like vboxservice.exe, vmtoolsd.exe
Hardware
.. Low CPU/RAM - “Not a real system”

fingerprinting

Mouse movement No mouse movement or keyboard — “Sandbox

timing detected”

Unusual ,
C:\Users\Sandbox, JohnDoe-VM — abort execution

usernames/paths

If suspicious, malware stays dormant or exits without triggering red
flags.

0 2. Time-Delayed Execution

The payload uses sleep timers or countdowns to outwait the sandbox.

Technique Example

Sleep(600000) (10



minutes) Sandboxes typically run 1-2 minute sessions

Only runs after certain date/time (e.g., > July

Timebomb logic
16, 2025)

. Waits until the user has been inactive for X
User idle check
seconds

A sandbox sees nothing because it doesn’t wait long enough.

0 3. User Interaction Requirements

Payload stays hidden unless there is human behavior.

Trigger
188 How It Works
Type
Enable Office files with malicious macros activate only when user
content clicks “Enable Macros”
Click-to- PDF or ZIP file asks for password that only the attacker sent
decrypt to the victim
Form Malware triggers after typing in a field or pressing

interaction “Submit”

Sandboxes don’t simulate complex user actions—so the malware
stays quiet.

0 4. Payload Fragmentation

The malicious code is split into multiple parts, each harmless alone.

Fragment
What It Does
Strategy
Staged Main payload fetched from C2 (Command & Control)

downloads server only if passed checks

Embedded ZIP inside DOCX inside another ZIP—only executed step-
file chains by-step

Macro-based Uses Excel 4.0 macros, PowerShell loaders, or custom
triggers DLL calls

Sandboxes may only analyze top-layer content, missing hidden
depths.

0 5. File Format Tricks

Files appear safe or broken—but act maliciously only after execution.



Format Abuse Example

Polyglot files One file valid in multiple formats (e.g., PDF+ZIP)
Corrupted headers Prevents analysis tools from parsing the file

E ted

a:ltz?llll;t:ants Require password entry (sandbox can’t decrypt)

0 Real-World Payload Vectors

Malicious Office Docs: .docm, . xlsm with macro-based droppers
Embedded Scripts: JavaScript inside .html or .hta attachments

PDF Triggers: JavaScript-based exploits in PDFs disguised as invoices
Password-Protected ZIPs: Contain EXE payloads or backdoors hidden
from scanners

0 Why It Works
Reason Description
Sandboxes are time- Malware delays execution beyond scan
limited window
Sandbozxes are Malware uses environment checks to abort in
resource-limited emulated spaces

Malware waits for interaction that never

Sandboxes are userless

happens

¥ Detection & Defense Strategies

¥ Technical Controls

v

Cloud-based sandboxing with extended runtime

Use behavioral analysis, not just static signatures

Scan embedded scripts, links, and macro chains

Block high-risk attachment types: .exe, .scr, .hta, .js, .vbs, .iso, .img

Organizational Policy

Train users to never enable macros unless verified

Restrict users from opening HTML attachments from unknown
senders

Implement content disarm and reconstruction (CDR) for incoming
docs

Use zero-trust file access and isolate opened files in containers



0 Key Takeaways

¢ Sandbox-breaching attachments are patient, intelligent, and evasive

® They rely on time, human behavior, and multi-stage concealment

e Defending requires layered detection, extended monitoring, and user
restraint



QR Phishing (Quishing)

4.1.1 Physical-Digital Bridge Exploits (Malicious Posters)

“Scan me—and surrender your credentials.”

0 Definition: Quishing

Quishing is a phishing attack that uses QR codes to direct users to
malicious websites, login pages, or malware downloads. It bypasses
traditional email link filters by delivering the attack vector via image,
often embedded in posters, flyers, emails, or packaging.

“It’s not in your inbox anymore—it’s on the wall.”

0 The Physical-Digital Bridge: Malicious Posters

0 What Are They?

Posters, handouts, stickers, or even public screens placed in physical
locations—such as:

Cafés

Airports

Bulletin boards
Conference booths
Office printers

They display fake QR codes disguised as:

Wi-Filogin prompts
Event registrations
Survey forms
Coupon claims
COVID-19 check-ins
Tech support stickers

Example: “Scan to win AirPods!” or “Parking validation—scan here.”

%€ How the Attack Works

0 1. Setup & Deployment



e Attacker prints a professional-looking poster or sticker
® QR code leads to a phishing domain or malware-hosting site
e Often placed over real signage, Wi-Fi boards, or public service displays

0 2. Lure & Engagement

® (R code promises something urgent or valuable:
o “Secure campus Wi-Fi access”
o “Check vaccine status”
o “Employee feedback survey — win rewards!”

0 3. Execution Upon Scan

® (R directs mobile browser to:

Credential-harvesting site (Google, Office365, banking)
Malware APK (on Android)

Fake payment gateway for wallet drain

Session hijackers via auto-login traps

O O O o

0 4. Post-Scan Exploitation

e Attacker may harvest:
o Login credentials
o 2FA tokens (with real-time man-in-the-middle forwarding)
o Credit card/payment info
o Device fingerprint data

0 Why Quishing via Posters Works

Human Factor Exploited Behavior
Trust in the Assumes posters in cafés, libraries, or offices are
environment legit

Logos & branding add credibility (e.g., fake Apple

Visual authority or Google)

Low alertness on Users rarely inspect QR-linked URLs closely on
mobile phones

URL cloaking QR code hides the actual destination until clicked

Unlike emails, QR codes bypass link previews and security
filtering.

ll Real-World Examples

e Germany (2023): QR codes on parking meters redirected users to a



phishing page imitating a payment portal

USA (2022): COVID-19 check-in signs in public libraries were tampered
with, redirecting to credential-harvesting pages

UK universities: Students scanned fake “Wi-Fi QR codes” posted in
dorm halls, leading to Office365 login theft

¥ Detection & Defense Strategies

v For Organizations

Physically secure signage: Laminate posters, check for overlays or
replacements

Rotate QR codes periodically with unique identifiers

Log all QR-based scans using dynamic redirection platforms
Train staff to verify QR signage source and placement

v For Users

Preview QR destinations before clicking (some camera apps or
browsers show URLS)

Use trusted QR scanner apps with built-in phishing detection

Avoid scanning unknown QR codes in public spaces

Check for HTTPS and proper domain spelling

Never enter credentials or payments on sites reached by QR unless
verified

0 Advanced Quishing Techniques (Emerging)

Geofenced QR attacks: Payloads only activate in certain locations
Device fingerprinting via QR: Gathers sensor or OS data during scan
Dynamic redirection: Malicious sites change after time or based on
device

0 Key Takeaways

Quishing attacks blend physical trust with digital exploitation
Malicious posters weaponize QR codes in non-technical environments
Defense requires a combination of user skepticism, physical security,
and mobile browser awareness



QR Phishing (Quishing)

4.1.2 QR Code Generation Toolkits

“You don’t need to code malware—just generate a QR code to it.”

0 Definition: QR Code Toolkits in Phishing

QR Code Generation Toolkits are tools or services used by attackers to
create weaponized QR codes that direct victims to malicious URLSs,
phishing pages, or downloadable malware. These toolkits often offer
automation, obfuscation, and analytics, making quishing campaigns
scalable and evasive.

“With a few clicks, your phishing link becomes a clean-looking QR
code—even branded.”

13 How Attackers Use QR Code Toolkits

0 Step 1: Target Page or Payload Setup

® (Create phishing page (e.g., fake login portal)
® Or host malicious file (e.g., APK, PDF, PowerShell loader)

0 Step 2: QR Code Generation

e Use a QR code generator toolkit to encode the URL
e (Customize:
o Logo insertion (e.g., fake Microsoft or bank logo)
o Color, background, call-to-action (CTA)
o Shortened or cloaked URL (to hide real destination)

0 Step 3: Print or Embed

e Insert generated QR codes into:
o Email attachments (e.g., PDF “Invoices” or “Secure Docs”)
o Physical flyers, stickers, or posters
o Social media graphics or event slides

0 Step 4: Monitor Interactions

o Some advanced toolkits include:
o IPlogging



o Device fingerprinting
o Real-time click analytics
o Geolocation data from scan events

% Popular QR Code Generation Tools Used in
Legit + Malicious Ways

Toolkit ishin
Y Capabilities Qul_ ng
Platform Risk
r-code-
¢ Custom QR, logo embedding, analytics % %k %k *k V¢
generator[.Jcom
GoQR.me Simple generator, used in malicious PDFs % % % ¥ ¥
. Dynamic QR codes, password-protected,
QRTiger . % %k kK
redirectable
Highly customizable, export as SVG/PNG
QRCode Monkey & y 4 1z P f 2.8 .8 & $%¢
for print use
Malicious QR autogeneration with embedded C2 T
GitHub Toolkits  links, phishing URLs

Tools are legitimate by design but exploitable in phishing kits.

0 Notable Malicious Features in Attack Toolkits

Feature Malicious Use Case

Dynamic

y . A QR destination changes after initial scan (evasion)
Redirection
Analytics Attacker sees who scanned, where, and on what
Dashboards device
URL Cloaking + ) . .

gr.page.link/abc123 masks true malicious domain

Shorteners
Steganography Malicious payload hidden in the QR image data
(rare) (research phase)

0 Why Attackers Prefer QR Toolkits

Advantage

Description

Bypass email
filters

Device targeting

QR images not scanned like URLs in text

QR codes mainly scanned by mobile phones



User trust QR seen as utility—not a threat

Scalable +

intabl Can mass-print malicious posters, invoices, surveys
printable

lul Observed Use in the Wild

* Email campaigns: Attachments with QR codes linking to Microsoft 365
login clones

® Malvertising: Social media or influencer posts with “Giveaway QR
Codes”

e Fake event posters: QR leads to “attendee check-in” but harvests
credentials

e Sticker campaigns: On ATMs, parking meters, and public chargers

¥ Defense Recommendations

¥ Technical Controls

QR scanners with reputation checks

Use AI email filtering that scans QR code images for embedded links
Disallow QR code attachments in enterprise email unless whitelisted
Analyze PDF attachments for embedded base64 QR images

v User Training

e Teach staff to:
o Preview URLs after scanning
o Avoid QR-based login pages
o Report suspicious QR posters or stickers

0 Future Threats

¢ Al-generated phishing pages + dynamic QR codes
¢ QR-malware hybrids: Combining QR tricks with zero-click exploits
* QR steganography: Hidden instructions in visual layers of the QR code

0 Key Takeaways

® QR toolkits make phishing easy, fast, and scalable
e The tool isn’t malicious—but the link it hides is
e Defenses must extend beyond the inbox to image-based threat vectors






Collaboration Platform Threats

4.2.1 Slack/Microsoft Teams Malware Delivery

“Where we work is where they strike.”

0 Definition: Threats via Collaboration Platforms

Slack, Microsoft Teams, Discord, and similar platforms have become new
attack surfaces for cybercriminals. These platforms are used to deliver
malware, harvest credentials, and conduct internal reconnaissance,
especially as organizations shift from email to real-time messaging.

“If attackers can’t get through your inbox, they’ll drop a file in your
DMs.”

0 How Slack/Teams Are Exploited

0 1. Malware File Drops

Attackers share:

e Malicious Office files (.docm, .x1sb)

e Scripts (.vbs, .js, .psl)

e LNK shortcuts to weaponized payloads

¢ Compressed malware inside .zip or . rar files

Example: A Teams message says, “Here’s the updated project plan,”
but the file installs an info-stealer.

0 2. Link-Based Attacks

¢ Obfuscated phishing links disguised as company portals
e Use of URL shorteners (e.g., bit.ly, tinyurl) to bypass previews
e OAuth token stealers in fake “login” pages

Users trust internal chats more than email—so scrutiny drops.

0 3. Internal Account Takeover (ATO)

e If one user is compromised:
o Malware or phishing links are sent from a trusted teammate
o Attack spreads laterally inside the org



o Attacker gains visibility into team channels, chats, files, and auth
tokens

0 4. Malicious App Integrations

e Attacker convinces a user to authorize a third-party app
® App requests excessive scopes:
O files.read.all, chat.readwrite, user.read, etc.
® Once approved, attacker gains persistent access even if password
changes

These OAuth-style threats bypass passwords entirely.

0 Why Collaboration Tools Are Effective Attack
Vectors

Advantage for

Reason
Attackers
User trust Messages seem to come from coworkers
Fewer filters Fewer scanning rules than email

Always logged in  Persistent sessions on browser/mobile apps

Users click on links or files in chat more rapidly

High engagement
& gag than in email

Third-party

. . Users accept a ermissions without scrutin
integrations ptappp y

ll Real-World Examples

e Slack:
Attackers upload . js files pretending to be code snippets or scripts. One
campaign targeted developers, dropping clipboard-monitoring
malware via Slack file shares.

® Microsoft Teams (2023):
Microsoft reported APT29/Russian group “Midnight Blizzard”
delivering malicious .zip files via Teams chats to internal users. They
impersonated IT admins and used token theft to bypass MFA.

e Discord (2021-Present):
Used as a C2 channel and payload host for ransomware droppers and
credential stealers embedded in game modding communities.

¥ Detection and Defense Techniques



¥ Technical Controls

Control Description
Limit file tvoes Block .exe, .js, .vbs, .lnk, etc. from being
P shared
Scan shared files Integrate DLP or antivirus at file-upload points
Restrict a
.. PP Review OAuth scopes for third-party integrations
permissions

Detect mass downloads, unusual chats, or app

Monitor API activity
installs

Enable link previews Detect obfuscated URLs before click-through

¥ Organizational Defenses

® Train users to:

o Treat links/files in Teams/Slack with email-level caution

o Never approve third-party app permissions unless vetted by IT
® Enforce role-based access control (RBAC) in collaborative channels
® Conduct lateral movement drills simulating ATO within messaging

apps

0 Emerging Threats

e Al-generated chat impersonation

o Bots that mimic writing style of real coworkers
¢ Token-based session hijacking

o Stealing Teams OAuth tokens to persist inside org chat
e Voice/video phish inside Teams meetings

o Fake “screen share” attacks using pre-recorded overlays

0 Key Takeaways

® (Collaboration platforms are trusted but underprotected attack
vectors

e Malware, phishing, and account hijacking happen inside the firewall

e Defense requires technical controls, user training, and token
governance



Collaboration Platform Threats

4.2.2 Fake Meeting Links (Zoom/WebEXx)

“You’re not joining a meeting—you’re joining a trap.”

0 Definition: Fake Meeting Link Attacks

Fake meeting link attacks involve social engineering tactics where
attackers craft and send phishing links disguised as invites to legitimate
platforms like Zoom, WebEX, Microsoft Teams, or Google Meet. These links
lead to credential-harvesting portals, malware drops, or MFA token
theft.

“Your 2 PM meeting is actually a 2-second compromise.”

Q, How the Attack Works

0 1. The Lure: Contextual Meeting Invite

Attackers send messages via:

Email (“Join urgent Zoom call with HR”)
Calendar invites

Slack/Teams messages

SMS or WhatsApp (smishing)

Subject: “Security Incident Briefing — Join Now”
Link: zoom-login-support[.]com/verify

0 2. The Trap: Lookalike Login Page

Victim clicks link — lands on spoofed meeting login portal mimicking:

e Zoom, WebEZx, or Teams
® Google/Office 365 login page (SSO trap)
e MFA prompt (real-time token harvesting via man-in-the-middle)

0 3. Post-Click Exploitation

¢ Credentials harvested
® Or browser downloads malicious file: Zoom Installer Update.pdf.exe
e Or attacker sets up a reverse proxy (e.g., Evilginx) to steal



cookies/tokens

0 Why It Works
Psychological
y . 8! Exploited Assumption
Trigger
Urgency “Join right now” creates pressure to act fast
e . Zoom/Teams/WebEx branding makes link feel
Familiarity
safe
Routine behavior Users often click meeting links without verifying
Mobile targeting Phone users can’t hover to preview URLSs easily

0 Attack Variants

0 Credential Harvesting

Fake Zoom/WebEx login pages capture usernames and passwords, then
forward victims to real meetings or error pages to avoid suspicion.

0 Malware Delivery

File downloads disguised as:

e “Zoom Plugin Update”
e “WebEx Recording Viewer”
® “Teams Meeting Patch”

0 Reverse Proxy Phishing
Attackers use tools like Evilginx2 or Modlishka to intercept:

e Live credentials
® Session cookies
e MFA tokens

Once token is stolen, attackers bypass MFA and log in directly.

0 Real-World Examples

e Zoom (2020-2023):
Multiple phishing campaigns used zoom-verify[.]net,
zoomvideoconferencelogin[.]com to steal Zoom/Office365 credentials
during remote work boom.



e WebEx (2021):
Malicious ICS calendar files sent with spoofed sender addresses
(“admin@webexevents[.Jcom”) led users to malware download pages.
e Hybrid Threats:
In some cases, attackers invited victims to real meetings, then shared
malicious links in the chat or ran screen-share scams.

¥ Detection & Defense Strategies

¥ Technical Measures

Defense Description
Email URL Detect lookalike domains and Punycode (e.g.,
scanning z0oBm. com)
Safe Link Microsoft Defender / Proofpoint rewrites links in
rewriting real-time
Anti-phishing Catch suspicious meeting invites, ICS files, calendar
gateways traps
Reverse proxy Detect token theft via impossible travel or device
detection mismatch

v User Training

Don’t enter credentials into meeting links
Always check domain spelling
Beware of urgent “Join Now” messages from unknown senders

[ ]
°
[ ]
e On mobile, long-press links to preview before clicking

0 Red Flags for Users

e URL is not from official domain:
v zoom.us = ¥ OK
X zoom-security-login[.]xyz — O Phish
® Login request appears before seeing meeting details
File download offered instead of direct join
Sender email or display name seems off-brand

0 Key Takeaways

e Fake meeting links weaponize our trust in routine workplace
platforms
e They combine brand impersonation, urgency, and real-looking portals



e Defense requires technical filters + user vigilance, especially on
mobile



DMARC Deep Dive

5.1.1 Policy Enforcement Hierarchies (p=none - quarantine
- reject)

“DMARC is your domain’s security guard—but only if you give it authority.”

0 What is DMARC?

DMARC (Domain-based Message Authentication, Reporting &
Conformance) is an email authentication protocol that uses SPF and
DKIM to prevent domain spoofing. It enables domain owners to tell
receivers how to handle unauthenticated emails claiming to be from
their domain.

“DMARC doesn’t just detect spoofed email—it decides what happens
to it.”

0 Policy Enforcement Hierarchy: How DMARC
Evolves
DMARC uses a policy tag (p) to instruct receiving mail servers on how to

treat email that fails DMARC checks. There are three policy levels in
increasing order of enforcement:

¢ 1. p=none (Monitor Only)

0 “Watch, but don’t act.”

e The starting point for DMARC adoption
® No enforcement; emails that fail SPF/DKIM still get delivered
e Used to gather data on who is sending email “as you”

00 Use Case:

® Low risk, testing phase
® Jdeal for identifying unauthorized senders, configuration gaps

0 Sample DNS Record:
iniCopyEditv=DMARC1; p=none; rua=mailto:dmarc-reports@example.com;

0 Note:



If you leave your domain at p=none forever, attackers can spoof you with
Zero consequence.

A 2. p=quarantine (Warn & Filter)
0 “If it fails, don’t trust it—put it in spam.”

¢ Unauthenticated emails are flagged and diverted (e.g., junk folder)
e Signals to recipients and filters that this email is suspicious
e Enables “soft enforcement” while monitoring impact

0 Use Case:

® Midpoint in rollout
e Useful when you’re not 100% confident that all legitimate senders are
correctly authenticated

0 Sample DNS Record:

iniCopyEditv=DMARC1; p=quarantine; rua=mailto:dmarc-
reports@example.com;

@ 3. p=reject (Full Enforcement)
0 “If it fails, drop it completely.”

e Unauthenticated emails are rejected at the server
e Provides maximum protection against spoofing and phishing
e Only use when all legitimate sources are SPF and/or DKIM aligned

0 Use Case:

e Mature, hardened domain

® Government, banking, and public-facing domains

e Strong brand protection via BIMI (Brand Indicators for Message
Identification) often requires p=reject

0 Sample DNS Record:

iniCopyEditv=DMARC1; p=reject; rua=mailto:dmarc-reports@example.com;

.~ Why a Hierarchy?

. Risk . -
Policy Level Purpose Action on Failures
Level

Visibility & data



p=none gathering 0 Low No action — monitor

only
= ti Soft protection A Send to spam/junk
p=quarantine P Medium P Ju
Block deli
p=reject Full protection ¢ High o.c every
entirely

Smart DMARC rollout follows this progressive path to avoid
breaking legitimate mail flows.

ll Implementation Strategy: Phased Rollout

1. Start with p=none
o Enable reporting (rua)
o Analyze sources, fix misconfigured SPF/DKIM
2. Move to p=quarantine
o Catch more spoof attempts
o Monitor if any legitimate emails are quarantined
3. Enforce p=reject
o Only when confident that all sending systems are aligned

8D Supporting Tags You Should Know

Tag Purpose
rua Aggregate report URI (daily reports)
ruf Forensic report URI (per-message, optional)
pct Percent of messages to apply policy to
sp Subdomain policy (separate from root)

aspf/adkim Alignment mode (strict vs relaxed)

¥ Why DMARC Hierarchy Matters

Threat Avoided How DMARC Helps

Spoofed emails Rejects or filters unauthenticated senders
Brand impersonation Ensures only verified sources send as you
Phishing attacks Blocks forged login pages, invoice scams

Inbox pollution Improves deliverability by enforcing trust




0 Key Takeaways

® DMARC is only as strong as the policy you set
® p=none - quarantine - reject is a stepwise journey, not a toggle
e Full enforcement (p=reject) provides true anti-spoofing protection



DMARC Deep Dive

5.1.2 Forensic Reporting Analysis Tools

“Your inbox is under attack—DMARC tells you when, where, and how.”

0 What Are DMARC Forensic Reports?

DMARC forensic reports (also known as failure reports or ruf reports)
provide real-time, message-level diagnostics when an email fails DMARC

checks. They include:

The original message headers
Sending IP

From domain

SPF/DKIM alignment results

Sometimes even a snippet of the email content

These reports are sent to the address specified in the ruf= tag in your

DMARC DNS record.

#* How They Differ From Aggregate Reports (rua)

Aggregate Report
Feature geres p Forensic Report (ruf)
(rua)
Frequency Daily summary Real-time (per message)
Detail Level High-level stats Full technical diagnostics
Contains email v Sometimes includes
X No
content? headers/body
Trends & traffic Deep-dive into spoof
Ideal use case .
analysis attempts
Encrypted/Plaintext
Format XML
EML/XML

Q, What’s in a Forensic Report?

Typical forensic report fields:

e Envelope sender
¢ Header “From”
e SPF & DKIM results



e TP address of sender

e Auth failure reason

e Optional: Original email headers or content (redacted by some
providers)

0 How to Receive Them

v DMARC DNS Record Example:

txtCopyEditv=DMARC1; p=quarantine; rua=mailto:dmarc-agg@example.com;
ruf=mailto:forensics@example.com; fo=1;

0 fo=1 means:

e Send report if either SPF or DKIM fails

Use secure, monitored email addresses—forensic reports may
contain sensitive data.

0 Challenges in Handling Forensic Reports

Often sent in non-standard formats (multipart, raw EML)

Not all providers support ruf reports (e.g., Google doesn’t send them)
High volume of data—can be overwhelming for large domains
Reports may include partial or redacted content for privacy

0 Forensic Report Analysis Tools (Top Options)

Tool / Platform Features Free?
Postmark’s

. Parses both rua and ruf; user-friendly UI v
DMARC Digests
Dmarcian . .

. Displays IP, reason, message trace with
Forensic X
. filters

Viewer
Agari DMARC Enterprise-grade dashboard with forensic x

Protection correlation

Aggregates forensic + threat mapping, flag- ¢

EasyDMARC
y based visualization (limited)

OpenDMARC

. CLI tool for parsing raw reports (Linux CLI) ¢
Forensic Parser

Cloud-based forensic report visualizer with
IP reputation data

Fraudmarc



0 What to Look For in a Forensic Report

Indicator Description

SPF=fail, DKIM=fail Email not authenticated—likely spoofed

Unrecognized source
IP

Sent from a non-authorized server

Bad “From” domain Display name spoofing (e.g.,

CEO@realcompany.com)
Geographic
2 p Sender IP from unexpected region
anomalies
Repetition pattern Mass spoofing attempt underway

¥ Best Practices for Using Forensic Reports

Set up ruf=only on a secure, monitored address

Encrypt reports via ruf=mailto:you@example.com!rsa:your public key
Automate parsing with tools to extract key indicators

Correlate with logs (e.g., SIEM, mail gateway, SPF logs)

Use findings to harden SPF/DKIM policies and block rogue senders

20> =

0 Key Takeaways

e Forensic reports offer deep insight into spoofing and
misconfigurations

e Require secure handling due to potential content exposure

e Best used alongside aggregate reports for full DMARC intelligence

e Tools like Dmarcian, EasyDMARC, and OpenDMARC make parsing
easier



DMARC Deep Dive

5.1.3 Subdomain Policy Inheritance Risks

“Your main domain may be locked down—>but your subdomains might be
wide open.”

0 What Is DMARC Subdomain Policy Inheritance?

By default, when you set a DMARC policy (p=quarantine or p=reject) on
your primary domain, that policy is automatically inherited by all
subdomains—unless you explicitly override it using the sp= (subdomain
policy) tag.

If no sp=tag is set, subdomains fall back to the parent domain’s policy
—but this can lead to inconsistent enforcement or accidental
exposure.

0 Understanding Policy Inheritance

Tag Scope Description

_ Primary Governs DMARC action for mail claiming to be from
p= domain only example.com
Subdomains Applies DMARC policy for subdomains like

Sp=
& only mail.example.com, marketing.example.com

! Subdomain Inheritance Risk Scenarios
0 1. Unused Subdomains with No Email Protections

Attackers register a subdomain like secure.example.com and use it for
spoofing:

e No SPF/DKIM records for that subdomain
e No sp= override - may inherit p=none, or fallback inconsistently

0 2. Third-Party Services with Legitimate Subdomain Usage

® You delegate mail.example.comto an email service provider

¢ They send DMARC-failing messages if SPF/DKIM isn’t aligned

e Ifyou haven’t enforced sp=reject, these messages go through or hit
spam, not fully rejected



0 3. Shadow IT or Misconfigured Subdomain Apps

e Internal teams use form.example.com, campaigns.example.com for SaaS
mailers

e These systems send unauthenticated or misaligned emails

e Without strict subdomain policies, this exposes the brand to reputation
damage

& Common Attack Vectors on Subdomains

Threat Type Exploited Weakness

Subdomain spoofing  No DKIM/SPF on subdomain + no enforced sp=
Lookalike subdomain E.g., pay-secure.example.com sends fake
phishing invoices

Abandoned apps/services reused to host

Subdomain takeovers L.
phishing content

@ Best Practices for Subdomain Policy
Enforcement

Practice Why It Matters

v Set sp=reject Prevents spoofing from all subdomains

¢ Lock down unused

) Prevent wildcard spoofing or takeover
subdomains

For all known subdomains that send

v Publish explicit SPF/DKIM .
email

v Monitor subdomain DMARC Catch unauthorized usage before it
reports becomes a breach

v Use strict alignment (aspf=s, Prevent loose matches on subdomain
adkim=s) headers

0 DNS Record Example with Secure Subdomain Policy

txtCopyEditv=DMARC1; p=reject; sp=reject;
rua=mailto:dmarc@example.com;

® p=reject: Full protection on root domain
® sp=reject: Explicitly applies the same to all subdomains




0 How to Detect Subdomain Abuse

Use DMARC reports and tools to analyze:

Unknown sources sending from *.example.com
SPF/DKIM failures from subdomains

Geo/IP anomalies or unusual volume spikes
Misalignment between envelope and header From

0 Tools: Dmarcian, EasyDMARC, Postmark, or OpenDMARC (self-
hosted)

0 Key Takeaways

¢ Subdomain spoofing is a major blind spot if sp=is not explicitly
enforced

e Don’t assume your root domain’s DMARC policy automatically secures
everything

e Always define sp=reject or sp=quarantine based on business needs

e Audit and monitor all subdomains—especially those unused or legacy



BIMI Implementation

5.2.1 Verified Mark Certificate (VMC) Requirements

“Let your logo build trust—only if you’ve earned it.”

@ What Is BIMI?

BIMI (Brand Indicators for Message Identification) allows organizations to
display their official brand logo next to authenticated emails in supported
inboxes (like Gmail, Apple Mail, Yahoo, etc.).

But to display a logo, you must have:

e Strong domain authentication (DMARC enforcement)
e A Verified Mark Certificate (VMC) issued by a trusted Certificate
Authority (CA)

BIMI turns your email into a visual identity asset, but only after
you’ve proven you’re legitimate.

0 What Is a VMC?

A Verified Mark Certificate is a digital certificate that proves your
organization legally owns its logo and domain. Issued by trusted providers
(like Entrust or DigiCert), it’s required to display your logo in BIMI-enabled
email clients.

0 VMC Requirements Checklist

Requirement Description
v Trademarked Your logo must be registered with a recognized
Logo trademark office (e.g., USPTO, EUIPO)
v SVG Logo Logo must be provided as a BIMI-compliant SVG
Format Tiny 1.2 file
v DMARC at

i You must have full DMARC enforcement—no
p=quarantine or

p=reject p=none

v VMC Issuer Your organization undergoes identity vetting
Validation (similar to EV SSL certs)

v Matching The domain shown in email must match the

Domain Ownership DMARC and VMC domain



v Proper BIMI DNS You must publish a valid DNS default._bimi TXT
Record record pointing to the logo and VMC

0 Sample BIMI DNS Record

txtCopyEditdefault. bimi.example.com IN TXT "v=BIMI1;
l=https://example.com/logo.svg; a=https://example.com/vmc.pem"

Field Meaning

v=BIMI1 BIMI protocol version
= URL to your brand logo (SVG)
a= URL to your VMC file (PEM format)

Q Who Issues VMCs?

CA

. Services Offered Notes
Provider

Widely used, fast
turnaround

Entrust VMC + trademark verification

Strong presence in

DigiCert VMC with onboarding guidance i
enterprise

VMC in partnership with logo

Sectigo
consultants

Emerging support

Expect manual validation, similar to Extended Validation SSL
certificates.

0 Why Is a VMC Important?

Trust at a glance: Users see your verified logo next to your email
Phishing resistance: Helps users identify legitimate brand emails
Reputation building: Makes your brand stand out in crowded inboxes

[ ]
[ ]
[ ]
e BIMI requirement: Most major inboxes (like Gmail) require a VMC

0 Common Pitfalls & Gotchas

Mistake Consequence

X No trademark registration Cannot obtain VMC at all

X Using non-compliant SVG

BIMI will not display 1
format will not display logo

% DMARC at p=none Email won’t qualify for BIMI, even



with VMC

X Wrong logo hosting or HTTPS

, BIMI record may be ignored
issues

0t Pro Tips

® [l Use a legal entity name that matches your domain registrant for VMC
validation

e Q Use BIMI testing tools (like BIMI Inspector by Agari or Gmail BIMI
Preview) to validate setup

e [ Ensure your VMC PEM file is hosted securely on HTTPS and
accessible publicly

e [ Consider VMC/BIMI as part of your email trust & brand strategy, not
just security

0 Key Takeaways

e VMC is mandatory to use BIMI in Gmail and other major inboxes

® You must have a DMARC policy of quarantine or reject, and a
registered trademark logo

® The process involves CA-level identity validation and proper DNS
record setup

e BIMI + VMC boosts brand visibility while reinforcing anti-phishing
protections



BIMI & Brand Protection

5.2.3 Logo Spoofing Countermeasures

“If they can copy your logo, they can borrow your trust.”

% What Is Logo Spoofing?

Logo spoofing is a visual phishing tactic where attackers imitate or copy
a brand’s logo to:

e Trick recipients into trusting fraudulent emails

e Lure users into credential phishing, malware installs, or fraudulent
transactions

e C(Create brand confusion in both email and web environments

Often combined with domain lookalikes or compromised senders,
spoofed logos bypass technical filters by exploiting human trust.

0 Common Use Cases of Logo Spoofing in Email

Attack Vector Example

Phishing emails Fake Office365 login page showing Microsoft

logo
Business Email CEO impersonation email includes copied
Compromise (BEC) company letterhead/logo

Vendor impersonator uses a lookalike logo to

Fake invoice scams . .
increase legitimacy

Credential Login page shows your bank’s or company’s
harvesting favicon/logo
0 Why It Works
Psychological
sychologica Explanation
Factor

Visual trust bias Users trust emails more if they “look right” visually
Low scrutiny Logos trigger recognition, not analysis

Mobile Ul On phones, users see the logo before the sender’s full
constraints domain




¥ Logo Spoofing Countermeasures

¢ 1. Implement BIMI with VMC

Strongest visual anti-spoofing control

e Use Brand Indicators for Message Identification (BIMI) with a
Verified Mark Certificate (VMC)
e Ensures only authenticated senders can display your logo in inboxes
(e.g., Gmail, Apple Mail)
® Requires:
o p=reject or p=quarantine in DMARC
o Trademarked logo
o VMC issued by CA (Entrust, DigiCert)

v Prevents spoofed logos from displaying in supported clients

¥ 2. DMARGC, SPF, DKIM Enforcement

Stops unauthorized senders—even with your logo in body

® DMARC with p=reject prevents spoofed “From” domains
e SPF validates envelope sender (MAIL FROM)
® DKIM ensures message wasn’t modified in transit

v Even if attackers use your logo, their spoofed domain gets blocked

v 3. Brand Monitoring Services
Detect your logo in phishing campaigns

e Use tools like:
o ZeroFox
o Bolster
o BrandShield
o PhishLabs

They scan:

e Phishing kits using your logo
® Web pages impersonating your brand
e Social media or dark web usage

v Gives early warning + takedown options

v 4. Image Recognition in Email Security



Detects spoofed logos inside email body

Some advanced Secure Email Gateways (SEGs) and email threat detection
engines:

e Use OCR (optical character recognition) and visual similarity
scoring
e Flag emails where the logo doesn’t match sender domain

Tools:

e Microsoft Defender for Office 365
e Proofpoint TAP
¢ Mimecast Targeted Threat Protection

v Blocks emails with mismatched logos and spoofed content

v 5. User Training on Visual Deception

Human firewall against logo-driven scams
Train users to:

¢ Verify sender domain, not just logo or design

e Understand that anyone can copy a logo

e Use hover checks on URLs and file names

® Be skeptical of emails that mix urgency + brand elements

v Reduces risk from brand impersonation, especially in BEC

v 6. Trademark & Legal Enforcement

Take action against repeat spoofers

® Register your logo with:

o USPTO, EUIPO, etc.
¢ Send takedown notices to hosting providers
® Report abuse to:

© Google Safe Browsing

© Microsoft SmartScreen

o Abuse mailboxes of hosting services

v Protects logo use legally and helps domain reputation providers act faster

0 Key Takeaways

e Logo spoofing works because visual cues override caution
e BIMI + VMC is the strongest countermeasure for email trust indicators



e Combine technical protections (DMARC, DKIM, image recognition)
with brand monitoring and user awareness
¢ Always monitor for unauthorized logo use, not just domain spoofing



Natural Language Processing (NLP) in
Cybersecurity
6.1.1 Linguistic Anomaly Detection Models

“When a message sounds human—but something feels off, NLP finds the
fraud.”

0 What Is Linguistic Anomaly Detection?

Linguistic anomaly detection is the use of NLP models to identify unusual,
deceptive, or malicious patterns in language, particularly in phishing,
scam, or social engineering attempts.

These models help detect:

e Suspicious phrasing or non-native writing patterns

e Tone mismatch (e.g., urgency from an otherwise formal sender)

¢ Psychological triggers (like fear, urgency, authority)

e Domain impersonation messages using unnatural grammar
Think of it as spam filters 2.0—with context, tone, and subtlety
awareness.

Q, How Linguistic Anomaly Detection Works

Component Function

Baseline Language  Learn “normal” communication style for a user,
Models brand, or group

Anomaly Detection Flags deviations from expected syntax, structure,
Layer or tone

Contextual NLP embeddings (e.g., BERT, RoBERTa) detect
Embeddings semantic oddities

Sentiment & Intent  Detects manipulation tactics like fear, trust,
Analysis urgency

0 Example Detection Logic

e “Hi, please pay this invoice today urgently.”
- Unusual tone + mismatched grammar for the CFO - flagged
¢ “Dear Esteemed Beneficiary, you have won...”



- Obsolete/formal diction + over-flattery - anomaly trigger
e “Verify your account to avoid suspension.”
- Keyword pattern matches phishing + threatening tone - high risk

0 Types of NLP Models Used

Model Type Use Case
n-gram
g Detect repetitive spam phrases and statistical oddities

Models
Transformer BERT, RoBERTa, GPT-based models for deeper language
Models understanding

Older deep learning for sequence prediction and
LSTM/RNNs P ,1 & a predictt

structure matching
One-Class Used for outlier detection when only “normal” data is
SVMs labeled

Reconstruct known language patterns and detect
Autoencoders

reconstruction errors in anomalous emails

¥ Applications in Cybersecurity

Use Case How It Works
NLP flags suspicious language patterns in
Phishing detection § . guagep
messages
Models detect tone change in CEO’s typical
BEC threat profiling 5 P

Insider threat
monitoring

Chatbot abuse
detection

Fake tech support

scams

writing style

Tracks abnormal message content from internal
users

Finds users generating harmful or manipulated
content

Spots fake professionalism, scripted phrases

0 Challenges & Risks

Challenge Why It Matters

False positives

Language diversity

Evasion by AI-

Legit unusual language might be flagged

Attackers mix languages, misspellings to
evade models

Attackers use GPT-style text to sound human



generated text

Model drift

Anomaly baselines change as writing styles
evolve

0 Tools & Platforms That Use It

Platform

NLP Feature

Microsoft Defender
ATP

Proofpoint TAP

Abnormal Security
Darktrace

NLP libraries (open-
source)

Phishing and impersonation detection via NLP

Linguistic anomaly modeling for BEC
Behavioral and linguistic Al detection stack

Combines NLP with behavioral anomaly
models

spaCy, HuggingFace Transformers, fastText,
OpenNLP

0 Key Takeaways

® Linguistic anomaly detection helps flag fraudulent communication by
spotting subtle changes in tone, grammar, and content

e Uses a blend of NLP, behavioral modeling, and machine learning

e Most effective against low-volume, high-impact threats like BEC and

spear-phishing

® Requires careful tuning to balance false positives and evasion

resistance



Adversarial AI Techniques

6.2.1 Generative Adversarial Network (GAN) Training

“When Al learns to lie—and gets rewarded for doing it well.”

0 What Are GANs?

Generative Adversarial Networks (GANs) are a type of machine
learning architecture composed of two neural networks:

e A Generator that creates synthetic data (e.g., fake images, voices, text)
o A Discriminator that evaluates whether data is real or fake

The two models are trained together in a zero-sum game, constantly trying
to outsmart each other.

GANSs are used to create deepfakes, phishing content, spoofed
voices, and synthetic identities—making them a rising threat in
social engineering.

% How GAN Training Works

Component Role

Learns to create realistic fake data from random

Generator (G) .
noise

Discriminator
D)

Training Loop G generates = D evaluates —» G improves to fool D

Learns to distinguish fake data from real data

0 Training Process Flow

1. Initialize G and D with random weights
2. Generator (G) takes in random noise and outputs fake samples
3. Discriminator (D) is fed a mix of real data + fake data, and tries to
classify them
4. Lossis calculated:
o Gis penalized when D correctly spots fakes
o Dis penalized when it fails to detect fakes
5. Backpropagation updates both models
6. Repeat for thousands of epochs, until G creates highly convincing
fakes




0 Example: GANs for Phishing Text

Step Description
G o -
A fake password reset email using realistic language
generates
D . . o
Whether this looks like a legitimate corporate message
evaluates
Result G keeps improving tone, grammar, formatting until D can’t

tell

0 Use Cases in Cybersecurity Threats

Use Case

How GANSs Are Applied

Deepfake videos &
audio

Synthetic phishing
pages

Fake identities &
documents

Phishing content
generators

CAPTCHA solving

G generates realistic CEO voices or video
instructions

G designs pages that mimic banking or login
portals

G creates passports, ID cards, LinkedIn profiles

GANSs craft messages with authentic tone and
formatting

G learns to generate patterns that fool CAPTCHA
systems

% Training Challenges

Challenge

Description

Mode collapse

Training
instability
Convergence
difficulty

Data quality

Generator learns to produce limited variations of
fakes

G and D may overpower each other; leading to
failure

GANS can be very slow and sensitive to
hyperparameters

Poor training data leads to obvious or malformed
fakes

lml GAN Variants You Should Know

Variant

Purpose

DCGAN Deep Convolutional GAN for images



CycleGAN Style transfer (e.g., convert photo to painting)

StyleGAN  High-quality human face generation

TextGAN  Generates realistic human language text

AudioGAN Generates spoofed voice/audio samples

0 Security Implications of GAN Training

¢ Weaponization Risk: Attackers use well-trained GANSs to create
socially persuasive deepfakes, scam emails, or voice clones

e Detection Evasion: GAN-generated content can bypass filters, fool
humans, or impersonate trusted parties

¢ Disinformation: GANs can flood platforms with synthetic articles,
fake videos, and mass-produced propaganda

¥ Defensive Countermeasures

Defense Strategy Purpose
GAN .
.. Detect subtle patterns left by generative models
fingerprinting
Deepfake CNNs or transformer-based tools to catch
detection models  audio/video forgeries
Watermarking Al
& Embed invisible tags during generation
content
Behavioral . . L : .
. Spot inconsistencies in context or interaction
analysis

Source validation

DMARC, PGP, SSL validation for media and email

0 Key Takeaways

® GANs create synthetic but realistic content that can be used for
fraud, impersonation, or phishing
® Training GANs requires balancing a generator and a discriminator in

a feedback loop

e While powerful for good (e.g., art, medicine), GANs pose rising risks in
adversarial Al and cyber deception
® Defensive Al must evolve to detect, disrupt, and trace GAN-generated

threats



Behavioral Al in Cybersecurity

6.2.1 Mouse Movement Biometrics

“Your cursor movements are as unique as your fingerprint.”

0 What Is Mouse Movement Biometrics?

Mouse movement biometrics use behavioral Al to identify and
authenticate users (or detect anomalies) based on how they move the
mouse—not just what they click, but how they move, drag, and interact

with UI elements.

This behavioral data is then used for:

Fraud detection
Session hijacking alerts

Insider threat identification
Silent MFA (multi-factor authentication)

Even if an attacker has valid login credentials, they often can’t
mimic the victim’s unique cursor rhythm.

0 What Features Are Measured?

Mouse Behavior Metric

Description

<& Speed

0
Acceleration/Deceleration

0 Trajectory

@ Click behavior

X Hover patterns
0 Scroll and drag

@ Time to target

How fast the cursor moves across different
distances

Smoothness or suddenness in movements

Curved, angular, or straight path styles

Timing, pressure (in touchpads), location
clustering

How long users pause over fields or
buttons

Consistency in drag-drop or scroll speeds

Delay between seeing a UI element and
clicking on it

0 How Behavioral AI Learns from It



Behavioral Al builds a unique user profile by collecting multiple sessions

of:

e Mouse + keyboard behavior
® Screen resolution & device type
e Response time and interface familiarity

These profiles are stored securely and compared in real time against

future sessions to:

e Validate the user
e Flag anomalies

0 Use Cases in Security

Use Case How Mouse Biometrics Help
Credential theft Attacker logs in—but moves differently than
detection real user

Bot & malware
detection

Silent authentication
(continuous MFA)

Insider threat
analytics

Fraud in fintech/web
apps

Bots have predictable or inhuman patterns
(perfect curves, constant speed)

User is re-authenticated invisibly based on
ongoing behavior

Detects when a user is behaving “unusually”
under same login

Banks, crypto exchanges, and KYC tools use it
to detect imposters

% Tools & Platforms That Use It

Platform / Vendor Capabilities
BehavioSec Enterprise-grade behavioral biometrics engine
. Leader in mouse & session behavior analytics for
BioCatch .
fraud prevention
. Al-driven behavioral biometrics for mobile +
Zighra
desktop
Identity trust platform using movement + velocit
Kount (Equifax) Y P § Y
models
TypingDNA Behavioral authentication using keystroke and

(keyboard+mouse) cursor dynamics

0 Behavioral Biometrics vs. Static Biometrics




Feature Type Static Biometrics Behavioral Biometrics

Fingerprint, face Mouse movement, typin,
Example EeIp yping

scan rhythm
When it’s . . . .

Once, at login Continuously, in real time
captured
Can be stolen? v Yes X Harder—based on behavior

Moderate (deepfake  Very hard—complex behavior

Easy to spoof?
ytosp risk) patterns

Higher (stored

Privacy risk .
images)

Lower (abstract data patterns)

A Challenges & Limitations

Challenge Description
Device Patterns vary across mouse types or touchscreen
sensitivity vs. trackpad
Accessibility Differently abled users may not follow consistent
concerns patterns
Privacy Needs clear consent & anonymized usage to avoid
transparency legal risk
Cold start Al needs several sessions to “learn” a new user
problem baseline

0 Key Takeaways

e Mouse movement biometrics offer passive, continuous
authentication based on unique behavior

e They enhance fraud detection and make session hijacking much
harder

e Best used in sensitive apps (finance, government, SaaS) where subtle
cues matter

e Must be deployed ethically and transparently to avoid privacy
violations



Behavioral AI & Threat Anticipation

6.2.2 Session Hijacking Prediction Algorithms

“Don’t just detect the hijack—predict it before it happens.”

0 What Is Session Hijacking?

Session hijacking occurs when an attacker takes over a legitimate user’s
session—often by stealing cookies, tokens, or exploiting unsecured
connections—without needing credentials.

Modern behavioral Al systems are now trained to predict and
preempt these takeovers before damage occurs.

0 What Are Session Hijacking Prediction
Algorithms?

These are machine learning and Al-based models trained to recognize
early indicators of session anomalies. Instead of reacting after a hijack,
they:

¢ Analyze session behavior in real-time
* Compare current activity to historical norms
e Predict whether the session has been compromised or overtaken

0 How It Works (Step-by-Step)

1. Behavioral Baseline Creation

© Models learn each user’s typical:

® [ogin timing

Mouse movement
Click paths
Page scroll speed
Navigation habits
2. Real-Time Monitoring

© As the session unfolds, every movement and request is tracked.
3. Anomaly Scoring

o Session gets a risk score based on behavioral deviation.
4. Pre-Hijack Indicators Trigger Prediction

o If the risk score spikes before credential change, transaction, or

logout, preemptive actions can occur:



m Trigger re-authentication

® Lock session

m Notify security team

Q, Key Features Analyzed

Behavioral Signal

Why It’s Important

IP geolocation
change

User-agent mismatch

Mouse/click behavior
drift

Keystroke/typing
patterns

Session timing
mismatch

API call frequency

Unusual navigation
path

Sudden jumps (e.g., from Pakistan to Germany)
Desktop session now acts like a mobile device

Erratic or robotic movement vs. known patterns

Unusual speed, delay, or rhythm

Activity at strange hours for that user

Unusual frequency of requests (scraping or
automation)

Pages visited in strange or reversed order

0 Common Algorithms Used

Algorithm Type

Function

Random Forests/  Flag risk based on decision trees from user
XGBoost behavior stats

Reconstruct normal sessions; fail on unseen
patterns

Autoencoders

One-Class SVM

Anomaly detection with only normal behavior as

baseline

Track sequential behavior for deviations (e.g., page
RNN /LSTM

flows)
Bayesian Predict likely outcomes based on multiple behavior
Networks cues

Isolation Forests

Identify outlier sessions from multivariate

behavior sets

0 Example Attack Prediction Scenario

Legit User Pattern:



® Togin from Karachi (Pakistan)
e Moves mouse in curved, drag-heavy style
® Opens “Invoices” —» “Download” - “Logout”

Hijacked Session:

e Same token reused from Berlin (Germany)
e Straight-line mouse movement
® Opens “Invoices” - tries to change bank account number

0 Prediction Triggered:

e Risk score spikes due to geolocation, behavioral mismatch, and

unauthorized intent

v System logs user out + alerts SOC

% Tools and Vendors Using Prediction Models

Platform Feature
. Behavioral biometrics to detect session
BioCatch .
anomalies
Arkose Labs Risk-based session scoring with prediction Al
ThreatMetrix Continuous authentication via behavioral
(LexisNexis) profiles
Microsoft 365 . o . Co
Session hijacking risk analytics via Azure AD
Defender
PingOne Risk Real-time session behavioral decision engine

h Challenges & Considerations

Challenge

Description

False positives
Cold start learning
Privacy risks

Evasion by advanced
attackers

Legit travel or VPN use may mimic hijack
indicators

New users require time to build baselines

Behavior tracking must be anonymized and
consented

Some hijackers may mimic prior behavior
using Al

0 Key Takeaways



Session hijacking prediction uses behavioral analytics + Al to catch
takeover attempts before malicious action

Monitors subtle cues like movement, timing, flow, and intent

Tools like BioCatch, ThreatMetrix, and Arkose Labs are already using
these models at scale

Most effective when paired with multi-factor authentication, risk
scoring, and session sandboxing



Microlearning Modules for Security Awareness

7.1.1 90-Second Threat Recognition Drills

“Train the reflex, not just the memory.”

0 What Are 90-Second Threat Recognition Drills?

90-second drills are ultra-short, focused microlearning experiences that
train users to instantly recognize and respond to cyber threats.
Designed to fit into daily workflows, these drills help build muscle
memory for detecting phishing, scams, and manipulative digital tactics.

Instead of annual security training, think bite-sized reps for
behavioral change.

0 Core Objectives

Rapidly build pattern recognition for digital threats

Develop reflexive responses to phishing, social engineering, and scams
Reinforce lessons using micro-exposure + spaced repetition

Target real-world simulations like fake invoices, fake login pages,
spoofed links

0 Structure of Each Drill

Segment Time Description
& (seconds) P
Q Scenario 0-20 Realistic email, message, or interface
Preview shown to user
0 Quick ..
Q, . 20-60 User chooses: safe / unsafe / suspicious
Decision Task
& Instant 60-90 Explains why it was (or wasn’t) a threat +
Feedback bonus tip

v Designed for email, mobile, or desktop popups
v Optimized for daily exposure without interrupting workflow

0 Drill Content Examples

Drill Theme Threat Simulated




Phishing Email Drill
QR Code Quiz

Invoice Verification
Drill

Meeting Link Scam

CEO Fraud Test

Social Media Scam

Domain Spoof Drill

Fake password reset or urgent bank notice
“Scan this for your rewards!” on a fake poster

Look for fake vendor logos and manipulated PDF
metadata

Spot fake Zoom/WebEx invitation URLs

“Wire money urgently to this account...” in
spoofed email

Suspicious Instagram or WhatsApp DM with
shortened links

“Apple.com” vs. “Apple.com” (homoglyph
training)

.~ Why It Works (Psychology & Neuroscience)

Principle

Effect

@ Time-pressured
decision

0 Spaced repetition
0 Dopamine loop

0 Micro-cognitive load

X0t Pattern-based
exposure

Mirrors real-world urgency in social
engineering
Reinforces retention over time

Immediate feedback triggers learning
reinforcement

Easy to absorb during work without fatigue

Improves subconscious detection reflexes

Employees move from “trained once” to “trained instinctively.”

% Delivery Platforms

Platform Features
Phishing simulators with micro-lesson follow-
KnowBe4
ups
Curricula Gamified short-form learning with 90s episodes

Living Security
Hoxhunt

Custom LMS
integration

“Threat Flash” drills with feedback in <2 mins

Adaptive email threat recognition micro-
exercises

Embedding 90s modules into daily tool usage

0 Integration Ideas



Browser extensions that show random drills weekly

Email plugins (Outlook, Gmail) that inject sample threats
Slack/Teams bots that quiz users during idle time
Onboarding checklists: Include 90s drills for new employees
Gamified leaderboards: Track top scorers per department

A Challenges to Address

Issue Solution
Drill fatigue Vary themes and interleave with real alerts
Overconfidence . . .
bias Include trick questions and gray-area scenarios
No follow-

w Link to full lessons for deeper exploration post-drill

through
Accessibility Ensure mobile-friendly, voice-over capable design

0 Key Takeaways

e 90-second drills are microlearning bursts that train users to spot and
react to cyber threats reflexively

e Designed to be fast, frequent, and feedback-driven

e Improve threat literacy, reaction speed, and security culture
organization-wide

e Ideal for embedding into daily tools like Slack, Outlook, Chrome, or
LMS platforms



Microlearning Modules

7.1.2 Just-in-Time Mobile Learning (JITML)

“The right security lesson, at the exact moment it matters most.”

0 What Is Just-in-Time Mobile Learning (JITML)?

Just-in-Time Mobile Learning (JITML) is a context-aware microtraining
method that delivers short, actionable cybersecurity content to users at
the point of risk or need—typically on mobile devices.

Rather than scheduled or mandatory training, JITML offers real-time
interventions during risky behavior or as immediate reinforcements after
user actions.

Think of it as a digital coach that taps your shoulder just before you
click something dangerous.

0 Core Objectives

¢ Reinforce secure behavior at the moment of decision

e Educate users on why something is risky, not just that it is

e Reduce training fatigue with mobile-first, moment-specific content
e Enable bite-sized security awareness that scales across devices

% When & How It’s Triggered

Trigger Moment Example Scenario
0 Clicking on a User taps a phishing link in mobile Gmail -
suspicious email JITML launches a drill
¢ Downloading an System shows a 30s alert on app risk + safe
unverified app alternatives

Popup lesson warns about quishing risks

0 Scanning a QR code
gaQ before proceeding

0 Connecting to public  JITML triggers a microlesson on MITM (man-in-
Wi-Fi the-middle) attacks

0 Clicking suspicious Drill explains smishing tactics in under 90
SMS links seconds

0 Structure of a JITML Module



Segment Duration Description

0 Intervention

5-10s “Hold on—this action could be risky.”
Alert
@ Visual
. 10-20s Screenshot/animation of similar threat
Scenario
0 Micro- 30-40s What’s happening + how to recognize it
Explanation next time

Reinforce learning with 1-2 choice-based

v Quick Quiz 10-15s
Q Q questions

i~ Benefits of JITML

Benefit Explanation

Users remember more when taught in the

Contextual learning
moment

Behavior

. Increases chance of future safe behavior
reinforcement

Fits into natural workflows—no classroom or

Minimal interruption
P LMS needed

Works during commutes, remote work, or

Mobile-first ;
BYOD scenarios

Personalized risk Delivered based on user activity, device, and
education context

% Tools & Platforms Using JITML

Platform / App Capability

Hoxhunt Delivers adaptive, real-time phishing training

. Pushes mobile security nudges based on live user
Elevate Security

behavior
. Micro-nudges on user actions + gamified mobile
Cybermaniacs .
training
Living Security Al-based timing of microlessons during risky
Edge moments
Custom MDM + Companies embed JITML into internal apps or

LMS integration = mobile device management tools

0 Design Principles Behind JITML

Principle Role in Effectiveness




0 Just-in-time Timing + context makes learning stick
0 Microlearning Small units prevent overload

Builds long-term memory through

0 Repetition + variation .
reinforcement

8 Behavioral trigger

Links user action to security context
awareness

Turns mistakes into learning moments,

0 Real-time feedback .
instantly

A Implementation Challenges

Challenge Solution

User resistance Keep modules short, relevant, and non-intrusive
Privacy concerns Anonymize user data and get opt-in consent

Device Ensure compatibility across Android, iOS, and
fragmentation hybrid MDMs

Use behavior scoring to avoid unnecessary

False triggers . .
interruptions

0 Key Takeaways

e JITML delivers bite-sized, mobile-based training exactly when risky
behavior is detected

e Helps build real-time threat awareness with minimal user
disruption

e Ideal for phishing, app risk, unsafe networks, smishing, and BYOD
environments

e Works best when integrated with behavioral AI, mobile MDM tools, or
email clients



Human-Centered Security Awareness Design

7.3.1 Ethical Boundaries in Trauma-Inducing Scenarios

“Security awareness should build resilience—not cause harm.”

0 What Are Trauma-Inducing Scenarios in Cybersecurity
Training?

These are hyper-realistic simulations or scare-based campaigns
designed to elicit strong emotional reactions—such as fear, shame, or
panic—in order to:

e Simulate the stress of a real cyberattack
e “Shock” users into better awareness
e Test how employees react under emotional pressure

Examples include:

Fake ransomware screens locking a user’s device
Simulated data leak notifications involving personal data
Vishing calls threatening legal action or account deletion
Deepfake videos of company leaders issuing threats

While powerful, these can easily cross ethical lines and
psychologically harm users—especially vulnerable populations.

5 Why Ethical Boundaries Matter

Risk Impact
@ Emotional May trigger anxiety, guilt, PTSD (especially past
distress victims)

Users feel deceived or manipulated by their own

0 Breach of trust
employer

b Productivity

loss Emotional fatigue from high-stress simulations

Resistance to . .
¢ .. Backlash, disengagement, and long-term distrust
training
A Legal and HR Mental health violations, ADA violations, or

exposure harassment claims




0 Psychological Red Flags in Training Scenarios

Flagged Tactic

Why It’s Problematic

0 Simulated

termination emails

0 Fake police/legal

threats

May trigger real fear of job loss or trauma from
past layoffs

Can cause panic, especially in vulnerable
communities

0 Data breach alerts

with PII
@ Hyper-real

ransomware popups

Impersonation of

loved ones

Resembles real-world trauma of identity theft

May induce panic or helplessness if not clearly
labeled

Ethical violation if family/friend names are
spoofed

0 Ethical Design Principles for Realistic Training

Principle Implementation Example

v Informed . Lo o . -
Users opt into high-intensity simulations explicitly

consent
v Layered Realistic—but with non-personal or non-violent
realism scenarios
v Debrief Explain the simulation and its purpose right after
immediately execution
v Psychological Offer opt-outs, mental health resources, and
safety net anonymous feedback
v Role-based Avoid trauma-sensitive simulations for high-risk or
tailoring vulnerable roles
© No personal Never simulate attacks using real user names, family
targeting data, or medical info

0 Safer Alternatives to Traumatic Scenarios

Intention Harmful Version Ethical Alternative
Instill Fake ransomware Timed phishing quiz with escalating
urgency lockout urgency
Simulate Fake job “Unauthorized access detected—what’s
risk termination email your next step?” drill
Raise Fake leak of “How would you respond to a generic
awareness personal emails email breach?”
Test fear Threatening Polite impersonation of helpdesk

response

vishing call

asking for OTP



¥ Frameworks & Guidelines to Follow

Standard /
Relevance
Body
NIST SP 800- Emphasizes positive, role-based, and non-coercive
50/53/181 awareness methods
ISO/IEC Calls for awareness campaigns to avoid inducing panic

27002:2022 or guilt

ADAA /APA  Mental health guidelines: avoid triggers, shame, or
Us) coercion

HR & DEI Avoid simulations that may target or disproportionately
policies affect marginalized groups

0 Key Takeaways

e Cybersecurity training must never come at the cost of mental safety

e Trauma-inducing scenarios are ethically risky, legally questionable,
and psychologically harmful if not handled properly

e FEthical boundaries involve consent, transparency, and empathy

e Simulations should educate, not intimidate—focusing on
empowerment over fear



Executive Protection Protocols

8.1.1 Digital Executive Shielding (DES) Frameworks

“Your C-suite isn’t just high-value — it’s high-risk.”

@ What Is Digital Executive Shielding (DES)?

Digital Executive Shielding (DES) is a cybersecurity strategy designed to
protect high-profile executives from targeted digital attacks such as:

Spear-phishing

Deepfake impersonations

Credential stuffing

Business Email Compromise (BEC)

Executive doxxing and harassment

Exploitation of executive social media and brand footprint

C-level executives are prime targets for cybercriminals due to their
access, visibility, and influence.

0 Core Goals of DES Frameworks

Prevent digital impersonation or account takeovers
Shield executives from reputation-damaging leaks

Reduce attack surface through proactive hardening
Provide real-time visibility into executive-specific threats
Implement continuous monitoring and identity validation

0 DES Framework Components

Layer Description
0 Account Enable MFA, disable password reuse, rotate
Hardening credentials regularly
@ Surface Scan for exposed executive data on the dark web,
Monitoring forums, and leaks
© Spoof DMARC, SPF, and DKIM for domain protection
Prevention against fake exec emails
0 Social Media Lock down public visibility, set alerts for
Lockdown impersonation attempts

% Use watermarking, VMCs, and face/voice verification



Impersonation for deepfake detection

Defenses
b Attack Run executive-targeted phishing or vishing
Simulation simulations

% White Glove IT Prioritize exec devices for patching, threat hunting,
Protocols and forensics

0 Awareness Deliver tailored sessions on modern attack tactics
Training (e.g., Al-enhanced phishing)

0 Why Executives Are Uniquely Vulnerable

Risk Factor Why It Matters
High A fake message from a CEO gets fast responses
authority (Authority Bias)
Public Info for spear-phishing is often already on
visibility LinkedIn/press
VIP status in . .

Attackers know executives bypass security workflows

org chart
Brand Attacks on execs damage company reputation and stock
association value
Limited

Execs often use personal assistants, unmanaged

securit . . .
Y devices, or delegate digital tasks

habits

0 Tools & Services Supporting DES

Tool / Vendor Capability
Executive protection + social media
ZeroFox . .
impersonation takedowns
Constella Doxxing & leak monitoring for VIPs across
Intelligence open/dark web

Personal cybersecurity for executives and high-

BlackCloak

net-worth users
Proofpoint TAP + Enhanced email protection for executive
VIP Scoping identities

Human (formerly

. Detection of synthetic bots and fake interactions
White Ops)

0 Operational Best Practices




Practice

Benefit

v Segmentation
of accounts

v Dedicated SOC
playbooks

v Third-party
exposure checks
v Legal/PR crisis
readiness

Separate personal + corporate assets to reduce
compromise blast radius

Fast incident response tailored for VIP-level
breaches

Ensure executive data isn’t leaking through PR
agencies, vendors, or assistants

Pre-written statements and protocols in case of
reputational attack

55 Ethical & Privacy Considerations

e DES must respect executive privacy (e.g., personal device scans must

be opt-in)

® Avoid over-surveillance; data must be minimally invasive and

encrypted

e Maintain clear policy separation between company and personal

protection

0 Key Takeaways

e Executives face elevated risk due to their digital footprint, authority,

and access

e Digital Executive Shielding (DES) frameworks provide layered,
proactive defense
® Success requires technical controls + behavioral awareness + policy

alignment

e DES must balance security, privacy, and visibility in high-stakes

environments



Executive Protection Protocols

8.1.2 Family Office Threat Mitigation

“When wealth, trust, and legacy intersect—so does risk.”

0 What Is Family Office Threat Mitigation?

Family Office Threat Mitigation refers to the specialized cybersecurity
strategies used to protect ultra-high-net-worth individuals (UHNWTIs), their
families, and the private wealth management teams who oversee their
assets, communications, and digital estates.

Unlike corporate environments, family offices are lightly staffed,
highly targeted, and often soft security targets for elite attackers.

0 Key Threats to Family Offices

Threat Type Example Scenario

0% Targeted spear- CFO receives a fake wire transfer request from a

phishing
@ IoT & smart
home hacking

spoofed family member

Cameras or door locks accessed by hackers to
track daily routines

© Wealth .
. . Attackers pose as family members to request fund
impersonation
access
fraud

0 Mobile device

Family members use unprotected apps or devices

compromise
0 Vendor Nanny agencies, chauffeurs, private pilots used as
compromise access points
0 Social

. . Staff tricked via LinkedIn or WhatsApp into
engineering . .

sharing travel or asset info

attacks
95 Deepfake & Al Synthetic voice calls from “Dad” requesting urgent
impersonation crypto transfers

0 Family Office Security Layers

Layer

Description

0 Personal

MFA, password rotation, privacy settings on family



Account
Hardening

S Network &
Device Security

0 Security Culture
Training

0 Threat
Monitoring &
Response

¥ Discretion
Protocols

0 Vendor Risk
Controls

0 Legal & Digital
Estate Planning

platforms

Mobile Device Management (MDM), encrypted
comms, Wi-Fi firewalls

All family & staff educated on scams, phishing,
vishing, deepfakes

Dark web scans for leaked info, impersonation
alerts, executive SOC access

Social media restrictions, anonymized asset
ownership, secure travel planning

Background checks + cyber hygiene audits for
accountants, house staff, travel agents

Pre-breach incident playbooks, crypto estate
protection, account inheritance plans

% Tools & Services Supporting Family Office Security

Vendor / . .
Service Provided
Platform
BlackCloak Personal cybersecurity for UHNW families (devices,
accounts, comms)
Constella
. Identity monitoring, VIP digital risk alerts
Intelligence
DarkOwl / Exposure of emails, passwords, addresses on dark
SpyCloud web
Cyber risk quantification + threat modeling for famil
Qomplx / Axio 4 1s¥ quanti ! g o

iTrust Capital /
BitGo

offices

Crypto asset protection with secure wallets and
inheritance handling

b Common Weak Points in Family Offices

Weakness

Consequence

0 BYOD (Bring Your
Own Device)

0000 Untrained
relatives

0 Unvetted third
parties

0 Unencrypted
communications

Family or staff may use unsecured phones or
tablets

Children or spouses may post travel or wealth
indicators online

Pilots, nannies, chefs may be digitally
manipulated

Use of iMessage, WhatsApp, or Zoom without
protection



Aging routers, NAS systems, or surveillance

L tech
SRS, gear with no updates

0 Best Practices for Threat Mitigation

1. Personal Cyber Hygiene

o Dedicated secure email for financial matters

o Disallow personal social media sharing of real-time location or
assets

. Private DNS + VPN Routing

o All home and travel networks routed through corporate-grade VPN
and DNS filtering

. Family Security Briefings

© Monthly updates on new scams, tactics, breaches, and response
drills

. Incident Playbooks

o Predefined response paths for stolen devices, hacked accounts, or
financial fraud

. Cyber Insurance Tailored to Family Offices

o Including coverage for ransomware, data leaks, impersonation
fraud, and mobile theft

58 Legal & Ethical Safeguards

Category Consideration
M Digital Estate Ensure family digital assets have legal continuity
Planning and access rules
0 Power of Include cybersecurity authorities for crisis

Attorney Clauses delegation

0 Consent-Driven Family/staff must be aware and agreeable to

Monitoring oversight systems

0 Key Takeaways

Family offices face unique, high-stakes cybersecurity risks due to
wealth, visibility, and small team structures

Effective mitigation blends technical controls, awareness, and
personalized threat intelligence

Tools like BlackCloak, Constella, and DarkOwl help protect high-value
individuals and their inner circle

Risk isn’t just digital—it’s social, reputational, and emotional, and
must be treated holistically






Finance Team Defense

8.2.1 Payment Redirection Scenario Drills

“Train your finance team for the fraud that’s one email away.”

0 What Are Payment Redirection Scenario Drills?

Payment redirection drills are simulated training exercises designed to
test and improve how finance teams identify, respond to, and report
attempts at fraudulent fund transfers. These drills recreate realistic
business email compromise (BEC) scenarios, where attackers try to
reroute legitimate payments into fraudulent accounts.

These simulations are crucial because finance teams are the
primary targets in most BEC attacks.

0 Objectives of the Drills

e Strengthen internal verification procedures (call-backs, dual approvals)

e Train staff to recognize subtle deception techniques in emails or
invoices

e Reduce response time to suspicious payment requests

e Improve incident reporting habits and cross-team communication

0 Anatomy of a Redirection Attack

Phase Attacker Action
0 Hook Spoofed email from vendor, executive, or partner
0 Bait Modified invoice or urgent wire transfer instruction
. New bank details inserted (“we’ve changed banks—see new
0 Switch
IBAN”)
<
. Employee processes payment to attacker-controlled account
Execution
Funds lost, audit trails exposed, legal and reputational
0 Fallout

damage

0 Drill Types by Scenario




Drill Type

Simulation Goal

Vendor
Impersonation Drill

Executive Spoof
Drill

Invoice Tampering
Drill

Domain Homoglyph
Drill

Bank Account Switch
Drill

Mimics a supplier changing banking instructions

Fake email from CFO requesting urgent transfer

Tests detection of altered invoice metadata or
totals

Detect email from @suppIyco.com instead of
@supplyco.com

Simulated follow-up email with suspicious new
IBAN/SWIFT

l Difficulty Calibration (Example)

Level Characteristics Outcome Tested

Generic spoof, broken grammar, single

© Easy L Baseline awareness
redirection cue

e Believable vendor name, new account Judgment under

Medium number, no phone call ambiguity

0 Hard Domain spoof + urgent exec tone + Process override
invoice match vs. instinct

e APT-  Multi-step thread hijack with valid End-to-end fraud

Level attachments & call resilience test

0 Behavioral Cues to Train For

Cue

Red Flag

0 “Bank account change”  Sudden switch in payment destination

X “Urgent wire request”  Pressure to bypass standard approval

& Suspicious sender
domain

0 Avoids verification

0 Attachment metadata

mismatch

Homoglyphs, extra characters, misspellings

“Do not call; I'm traveling” or “Can’t take
calls”

Invoice number/date mismatch or altered
PDF properties

0 Response Protocols Tested

Step

Drill Expectation




0 Verify request Call vendor or executive on file (not the number
verbally in email)

0 Check vendor Confirm new payment details with registered
records info

0 Report the email  Alert internal IT/security immediately

© Do not process Halt transaction until confirmed through
payment secondary channels

Record in internal fraud/incident management

0 Log the incident
system

% Tools to Support Drills

Platform / Service Capability
KnowBe4 Phishing , , )
Create customizable payment fraud simulations
Platform
Hoxhunt Smart
. Adaptive redirection-themed phishing emails
Campaigns
Cofense Vision Visibility into real-time email fraud attempts
Proofpoint Simulated invoice fraud and role-targeted
ThreatSim campaigns

Finance-SOC coordinated simulation with audit

Custom Runbooks .
logging

® Complementary Training Modules

Role-based BEC awareness (CFOs, AP clerks, procurement staff)
Anti-fraud checklists & dual approval processes

Secure invoice management practices

Vendor authentication workflows

Email domain verification (DMARC/SPF/DKIM alignment awareness)

0 Key Takeaways

e Payment redirection is one of the most financially damaging forms of
social engineering

e Drills prepare finance staff to pause, question, verify before releasing
funds

¢ A successful program includes realistic scenarios, graded difficulty,
and well-defined response playbooks

e Repetition builds muscle memory—awareness must be
operationalized



Emerging Threats in Web3

8.3.1 Cryptocurrency Wallet Social Engineering

“No firewall can stop a user from giving away their seed phrase.”

© What Is Cryptocurrency Wallet Social Engineering?

Cryptocurrency wallet social engineering refers to manipulative
psychological tactics used by attackers to trick individuals into
revealing private wallet credentials, such as:

Seed phrases

Private keys

Recovery codes

QR codes or keystore files

Wallet access on browser extensions (like MetaMask)

Unlike traditional malware or brute-force methods, these attacks exploit
trust, confusion, and urgency, often bypassing all technical protections.

“Not your keys, not your coins” — but social engineers make those
keys theirs.

0 Core Objectives of These Attacks

Gain full access to a victim’s wallet

Transfer out funds (ETH, BTC, stablecoins, NFTs)

Steal wallet-linked identities (ENS, PFPs, DAOs)

Create long-term backdoors (browser plugins, phishing clones)

% Top Social Engineering Tactics by Attack
Vector

Attack Type Description
Fake Wallet Support Impersonators offer help on Reddit, Discord,
Scams Twitter (“DM me”)

Cloned wallet interfaces (e.g., fake

Phishing Websites ,
MetaMask or Phantom sites)

Seed Phrase Harvesting  “Connect wallet to play & win!” — backend
Games steals seed



Malicious Airdrops Users claim “free tokens” - grant smart
contract approvals

Fake NFT Marketplace Users click links to fake OpenSea/Rarible —»

Listings approve malicious txs
Browser Extension Chrome Store wallets that harvest
Impersonators credentials on install

“Scan to import wallet” tricks victims into

R Code Phishi
QR Code Phishing syncing with attacker

Giveaway/Impersonation Fake Elon Musk or Vitalik bots promise
Bots returns for crypto sent

0 Anatomy of a Common Scam

Scenario: A victim posts a help message in a crypto Discord after a failed
wallet transaction.

1. 0 Impersonator Pounces

o Fake admin DMs: “I can help restore your access.”
2. =8 Asks for Seed Phrase

o (laims it’s required “just to check your wallet state.”
3. & Transfers Funds Immediately

© Victim’s entire balance disappears within minutes.
4. 0 Cleanup & Disappear

© Scammer deletes Discord profile or switches handle.

Q, Common Behavioral Manipulation Cues

Manipulative Cue Example Phrase

0 Authority bias “Im from MetaMask support.”
O Urgency “You must act now before your wallet is locked.”

“Others have already recovered their funds this

»

0 Social proof
way.

0 False security

cues “We’re using encrypted channels, it’s safe.”
u

“You’re receiving this free NFT drop, just connect

O Reciprocity wallet.”

% Defensive Practices & Tools

Layer Defensive Action

0 Never share Treat like the keys to your vault — never share



seed

0 Hardware
wallets

0 Transaction
simulation tools

0 Regular
permission audits

0 URL verification

0 Block social DMs

0 Education

under any context

Use cold wallets (e.g., Ledger, Trezor) for high-
value storage

Tools like Revoke.cash or [Etherscan’s token
approvals] to check permissions

Revoke smart contract permissions after dApp use

Always type wallet URLs directly; never trust
Discord/Twitter links

Disable unsolicited messages on Discord, Telegram,
Twitter

Train users that real support never asks for
private keys

0 Psychological Weaknesses Exploited

Cognitive Bias

How It’s Exploited

Urgency bias

Trust in platforms

FOMO (Fear of
Missing Out)

Overconfidence

“Do this in the next 5 minutes or funds are lost
forever!”

If scam happens on Reddit or Discord, users
assume it’s safe

“Claim your airdrop now or lose access forever.”

Crypto-native users may believe they “can’t be
scammed”

0 Key Takeaways

e Social engineering is the #1 threat to crypto wallet security — not

malware

e Attacks often target users on Discord, Telegram, X (Twitter), Reddit,
and Google search ads

e Wallet security depends on behavioral hygiene, transaction
awareness, and education, not just technology

e Seed phrases, once leaked, are irreversible vulnerabilities



https://revoke.cash/

Regulated Sector Incident Management

9.1.1 HIPAA-Compliant Response: Patient Data Ransomware
Negotiation

“When healthcare data is held hostage, every decision must balance legality,
ethics, and urgency.”

0 What Is a HIPAA-Compliant Ransomware Response?

In the context of U.S. healthcare, a HIPAA-compliant ransomware
response refers to actions taken after an incident where Protected Health
Information (PHI) is encrypted or stolen by ransomware actors, in line
with the Health Insurance Portability and Accountability Act (HIPAA)
regulations.

When ransomware hits:

e PHI is often considered compromised, even if not exfiltrated

e (Covered entities and business associates must respond within strict
privacy and security frameworks

e Every action—including negotiation—must be documented, risk-
assessed, and legally justifiable

0 What Counts as a HIPAA Violation During
Ransomware?

Action/Failure HIPAA Consequence

X Inadequate security

Failure to meet HIPAA Security Rule
controls
X Late breach notification Breach Notification Rule violation

. . Non-compliance with audit trail/loggin
% Insufficient documentation P flogging

requirements
X Paying ransom without Potential violation of HITECH and OCR
risk analysis expectations

X Disclosure of PHI during

o Breach of Privacy Rule
negotiation

A When Ransomware Triggers a HIPAA Breach



According to HHS guidance, ransomware typically counts as a reportable

breach unless:

® You can demonstrate a low probability of compromise through a
documented risk assessment
e No unauthorized access or exfiltration of PHI occurred

0 Notification Requirements:

¢ To Affected Individuals: Within 60 days
e To HHS OCR: Immediately if over 500 individuals are affected
e To Media: If breach affects 500+ residents in a single jurisdiction

0 Legal Ransomware Negotiation in HIPAA

Context

Step HIPAA-Compliant Practice
Nt Secure systems, stop lateral spread, preserve logs
Containment y » StOP P ds g

0 Risk Assessment

0 Documentation

0 Negotiation Prep

@ No PHI
Disclosure

M@ Legal Review

0 Payment (if
chosen)

0 Post-Breach
Notification

Evaluate encryption level, attacker access, data at
risk

Every step logged: files hit, systems involved, PHI
types

Engage legal counsel, breach coaches, and
external negotiators

Never confirm or disclose PHI during negotiation
chats

Review OFAC/FIinCEN sanctions list before
payment

Only after consulting counsel, law enforcement,
and cyber insurer

Notify stakeholders, HHS OCR, and patients per
timeline

HIPAA does not prohibit ransom payment, but the decision must
be risk-justified and aligned with patient protection obligations.

¥ Key Partners in a HIPAA-Compliant Response

Role

Responsibility

HIPAA Privacy
Officer

Ensures breach evaluation, notices,
documentation



IT Security Team Isolates infection, collects forensics, starts

recovery
Validates actions with HIPAA, OFAC, and state
Legal Counsel
laws
Cyber Insurer / Covers payment logistics and negotiation
Broker strategy
Third-Party Anonymous, experienced mediators with
Negotiator ransomware actors
Public Relations Coordinates breach messaging to patients and
Lead media

HHS/OCR Reporting Coordinates formal notification to federal
Liaison regulators

i HIPAA-Compliant Decision-Making Flow
(Ransomware Case)

plaintextCopyEdit[Incident Detected]
1
[Contain & Preserve Evidence]
i
[Conduct Risk Assessment]
i
[Determine if PHI was Accessed/Exfiltrated]
1
[If breach - Notify HHS/OCR + Affected Individuals]
l
[Engage Legal + Negotiation Experts]
1
[Decide Whether to Pay Ransom]
i
[If paid - Justify + Document + Monitor Systems]
i

[Post-Incident Review & Compliance Updates]

v Best Practices for HIPAA-Aligned Response

Practice Benefit

0 Full audit trail Protects you during HHS OCR investigations

0 Least-privilege

Reduces risk of future PHI compromise
access control

0 Regular tabletop  Trains staff in ransomware drills + compliance
exercises response



$ Updated risk Prevents repeat findings in post-breach OCR
analysis & policy reviews

0 Use of sanctioned Prevents violation of OFAC guidelines (e.g., if
screeners attacker is on a sanctions list)

0 Key Takeaways

e HIPAA-compliant ransomware response demands fast action, clear
documentation, and patient-first decision-making

¢ Ransom payment is not illegal, but it must be risk-justified, legally
vetted, and properly reported

e Notification timelines and privacy safeguards are non-negotiable
under HIPAA

e Negotiation should always be conducted by trained experts, not
internal IT or staff



Regulated Sector Incident Management

9.2.1 Medical Device Phishing Vectors (IoT Risks)

“Every connected device is a potential backdoor to patient care.”

0 What Are Medical Device Phishing Vectors?

Medical Device Phishing Vectors refer to attack surfaces where social
engineering and phishing tactics are used to:

e Exploit networked or IoT-enabled medical equipment

e Manipulate the healthcare personnel managing these devices

e Gain lateral access to hospital systems, Electronic Health Records
(EHRs), or protected health information (PHI)

These attacks target human weaknesses around complex devices—
where users may click, scan, or connect without verifying.

0 Common IoT-Phishing Attack Paths

Vector Phishing Scenario Example
0 Fake firmware “Critical update for your insulin pump controller.
update emails Click here to download patch.”
QR-code based QR codes stuck on devices lead to credential-
calibration harvesting sites
0. Fake service Attackers pose as biomedical support, tricking
technician calls staff into granting remote access
0 Supply chain Vendors send tampered USB updates or infected
compromise companion apps
0 Web interface Doctors are emailed fake login pages for cloud-
phishing connected imaging devices
0 Rogue mobile Fake apps mimicking infusion pump controllers
apps or EHR viewers
0 Internal spear- Emails target specific nurses or clinical engineers
phishing who manage connected gear

0 Why Medical Devices Are Prime Targets

Reason Impact




From MRI machines to pacemakers, thousands of
devices are connected

£ Device ubiquity

0% Clinical urgency Staff often bypass safety checks under pressure

X Weak 1

. Legacy or factory-default passwords still in use
authentication
Til Poor Devices often share the same flat network as admin
segmentation systems
0 Low patching Updating firmware may risk voiding certification or
discipline disrupting treatment

Q High-value PHI  Devices log diagnostics, patient profiles, and usage
collection patterns

A Red Flag Behaviors Exploited

Behavior Phishing Risk
® Clicking urgent “Device update required in 15 mins or
alerts connectivity will fail.”
& Using default admin

o Pre-auth login pages mimic real interfaces

# Opening unverified Fake vendor invoices with infected PDFs
attachments targeting biomedical teams

0 Scanning random QR Placed on IV pumps, lab equipment, or even

codes hospital signage
00 Trusting “known Attackers spoof familiar equipment brands or
vendors” reseller logos

0 Defensive Strategies: Technical + Human

Defense Layer Practice
. Put medical devices on isolated
0 IoT Segmentation
VLANSs/firewalled zones

0 Phishing Role-specific tests for biomedical engineers,
Simulations nurses, radiologists
@ Visual

. . Require badge-based identity checks for in-
Verification T TS

u

Protocols P PP
% Patch Only apply verified updates from signed sources
Management Policy = with offline validation
Q Audit Logs & Track login anomalies on device portals or
Monitoring mobile apps

0 Mobile App Allow only official, vetted apps on hospital-



Whitelisting provided devices

$ Just-in-Time “Pause before you patch” protocols for device
Microtraining updates and links

00 Specialized Training for Healthcare Staff

Role Key Awareness Area

QR code threats, spoofed app warnings,

0% Nurses & Clinicians . .
suspicious USB/media

00 Biomedical Web interface credential hygiene, firmware
Engineers validation

. Patch cycles, firmware rollback plans, network
00 IT Administrators

zoning
¥ InfoSec / Incident triage, breach notification flow, HIPAA
Compliance Teams + FDA overlap

¢ Standards & Regulations to Align With

Standard / Guidance Relevance

Requires protection of devices

HIPAA Security Rule . .
storing/transmitting PHI

FDA Premarket Guidance for
Cybersecurity in Medical
Devices

Details software lifecycle and update
hygiene expectations

Provides controls for IoT
NIST SP 800-53 (rev. 5) segmentation, monitoring, and
access

Risk management of medical IT

ISO/IEC 80001-1
networks

0 Key Takeaways

e Medical device phishing attacks blend technical exploitation with
human manipulation

e Vulnerable points include updates, QR codes, web interfaces, and
vendor trust chains

e Best defense includes a segmented infrastructure, staff training, and
rigorous update controls

e Attackers target not just data—but continuity of care

e Responses must align with HIPAA, FDA, and patient safety obligations



Regulated Sector Incident Management

9.2.2 Telemedicine Exploits: Fake Patient Portal Tactics

“The front door to care is now digital—and attackers are standing on the
porch.”

@ What Are Fake Patient Portal Tactics?

Fake patient portal tactics are a type of social engineering and phishing
strategy in which attackers clone or mimic legitimate telehealth platforms
to:

e Harvest patient login credentials
e Steal sensitive health records (PHI)

¢ Inject ransomware or malware through fake updates
e Perform insurance fraud or identity theft

These portals often resemble those used by MyChart, FollowMyHealth,
Teladoc, Amwell, or local hospital systems.

0 Why Patient Portals Are Targeted

Reason Exploitable Opportunity
0% Centralized PHI One login unlocks full EHR, test results,
access prescriptions
0 Appointment Patients are eager to check results or join virtual
urgency consults
0 Email & SMS

T Telehealth platforms rely on digital notifications

0 Trust in healthcare
People don’t expect fake “doctor login” pages

brands
% Expanding user More elderly, rural, and low-tech users entering
base telemedicine

&5 Common Fake Portal Attack Methods

Vector Description

Spoofed login Cloned portals with legit logos and domain typos
pages (mychart-logn.com)



Fake appointment Emails/texts with “Confirm Your Visit” links —
alerts phishing site

Fraudulent “Reset your patient portal password due to
password resets suspicious activity”

Deepfake chatbot Fake Al-based chat agents asking users to “reverify
popups identity”

Malicious mobile Lookalike apps on Android stores disguised as
apps telehealth tools

QR code phishing QR codes in hospitals leading to spoofed scheduling
on flyers pages

0 Anatomy of a Telemedicine Phishing Attempt

1. O0Lure
© Email: “Your lab results are ready. Log in to review.”
2. 0 Redirect
o Links to fake portal (very close domain name or styling)
3. 0% Credential Harvest
o Captures username, password, 2FA if possible
4. 0 Exploit
© Logs into real portal, harvests data, injects insurance claim forms
5. 0 Optional Payload
o May deliver malware under guise of “health record download”

A Red Flags for End-Users

Indicator What to Watch For

Domains with typos, added dashes, .net instead

Q URL mismatches
of .org

@ Expiring time
piring “Link will expire in 15 minutes!”

pressures

9 Unusual Asking for full SSN, card number, or insurance
verification steps credentials

0 Medical grammar  Poor formatting, awkward phrasing like “Doctor
errors results await”

# Unexpected PDFs or ZIP files claiming to contain x-rays or
attachments blood test reports

0 Defensive Measures for Healthcare Providers

Implementation Suggestion



Control Type

0% Patient Education
Campaigns

0 Domain Spoof
Monitoring

0 Email/SMS Filtering

0 Official App
Promotion

0 2FA Enforcement

% SSO & OAuth
Hygiene

Q Session Behavioral
Monitoring

Posters, texts, and portal banners warning
against fake sites

Use services like Proofpoint or ZeroFox to track
similar domains

Scan for common bait phrases like “lab results,”
“reschedule,” etc.

Enforce trusted mobile app use via QR codes or
Play Store links

Require strong authentication for all portal
access

Avoid open redirects and token replay attacks

Detect abnormal access patterns or credential
stuffing attempts

& HIPAA Implications

e Unauthorized PHI access via phishing = reportable breach

® Providers must:

o Log attempted and successful access
o Notify affected users if data compromise occurred
© Document training, controls, and mitigation efforts

Failure to secure a portal—even if cloned—can still reflect risk under

HIPAA’s Security Rule.

0 Key Takeaways

e TFake patient portals exploit trust, urgency, and digital inexperience
e Tactics range from lookalike domains to fake app stores
e Defenses must combine patient awareness, domain intelligence, and

technical hardening

e Under HIPAA, even attempted social engineering carries disclosure
and audit implications



Regulated Sector Incident Management

9.2.3 EHR System Credential Harvesting

“A single login can expose the entire hospital.”

0 What Is EHR Credential Harvesting?

EHR (Electronic Health Record) credential harvesting is a targeted
cyberattack tactic where threat actors steal usernames and passwords of
healthcare professionals to access sensitive medical systems. These
credentials can:

Unlock access to PHI (Protected Health Information)
Enable billing fraud

Be used in ransomware deployment

Create persistent backdoors via legitimate user accounts

This attack often starts with phishing, vishing, or malware, but may also
include credential stuffing or insider manipulation.

0 Why EHR Systems Are High-Value Targets

Reason Exploitable Benefit to Attackers

login = di - Tling. | :

0% Allin-one access One ofgm. diagnostics, billing, imaging,
prescriptions

M Regulatory value  HIPAA penalties & lawsuits make extortion easier

& Monetizable data ~ PHI fetches $1000+ per record on dark markets

© Financial ) .
Access to insurance, payment, and SSN details

crossover
0 Persistent Medical staff reuse passwords across
credentials departments/devices

% Common Harvesting Methods

Attack Vector Description

“You’ve been logged out of Epic. Click to re-

Phishing Emails .
authenticate.”

Cloned login pages for Cerner, Epic, Allscripts,

Fake EHR Portals .
Meditech



QR Code Phishing Posters/flyers with QR links to fake mobile logins

Vishing (Phone Call “This is IT—your credentials have expired.

Spoofing) What’s your login?”
. Reuse of breached passwords from unrelated
Credential Stuffing
platforms
. Delivered via email or USB, records user input
Keylogging Malware
into EHR systems
. . . Steals session tokens from shared computers or
Session Hijacking

outdated browsers

0 Anatomy of a Credential Harvesting Attack

1. 0 Email Spoof
o “Your Epic session has timed out. Log in again to avoid record loss.”
2. [0 Phishing Link
o Leads to domain like ehr-updateportal.com
3. 0% Credential Entry
o Username + password harvested immediately
4. 0 Attacker Login
o Uses credentials to explore real EHR system
5. 0 Exfiltration or Monetization
o Exports PHI, injects billing fraud, or drops ransomware

A Behavioral Red Flags to Monitor

User Action Suspicious Indicator

Unusual time access from non-privileged

O After-hours login
user
@ Remote geolocation Logins from IPs outside hospital region

. . Indicates password guessing or credential
¢ Repeated login failures P & 8

stuffing
® Long idle sessions May indicate hijacked sessions
0 Sudden bulk record Unusual activity from billing staff or
exports clinicians

% Defensive Strategies

Layer Control

0 Multi-Factor

.. Enforce across all staff and device types
Authentication



® Geofencing & IP
filtering

l SIEM-based anomaly
detection

0 Phishing simulation
campaigns

0 Just-in-time training

@ Login CAPTCHA or
device binding

Q Audit logs with alerting

0 Regular credential
rotation

Limit access to approved physical
zones/networks

Flag deviations in login patterns, session
length

Test awareness using EHR-themed attacks

Post-click microtrainings for those who fail
drills

Prevents automated attacks and session
abuse

Enable fine-grained visibility and
compliance tracking

Especially for admin, billing, and IT roles

<{? HIPAA & Regulatory Requirements

Requirement

What It Means

0 Audit Controls

Must track access to PHI, including who, when, and

why
0% Access
. Limit user access based on job role (least privilege)
Control Policy
0 Breach Must notify patients, OCR, and media if PHI is

Notification Rule compromised

0 Security Rule Required safeguards include technical, physical, and
Compliance administrative controls

0 Psychological Manipulation in EHR Scams

Social Engineering Hook Impact

“You’ve been locked out.”

“Your records are incomplete.”

“We’re migrating to a new
platform.”

“This is the security team.”

Panic creates urgency

Triggers concern about patient
safety

Confusion enables manipulation

Authority bias leads to over-
compliance

0 Key Takeaways



Credential harvesting against EHRs is a human-first attack with
technical consequences

Targets include doctors, nurses, administrative staff, and billing teams
Defense requires layered authentication, smart monitoring, and
social engineering resistance

A single login compromise could breach HIPAA and impact patient
care



Financial Infrastructure Safeguards

10.1.1 SWIFT Network Protections: Transaction Verification
Dual-Control Systems

“In the world of high-value transfers, one human isn’t enough.”

0 What Is SWIFT? Why Protect It?

The SWIFT network (Society for Worldwide Interbank Financial
Telecommunication) is a global financial messaging system used by over
11,000 institutions to process trillions in daily transactions.

While SWIFT itself doesn’t move money, it facilitates bank-to-bank
communication (e.g., fund transfer requests). Attackers target:

e Credentials to initiate fraudulent SWIFT messages
¢ Lax internal approval workflows
¢ Insecure endpoints connected to SWIFT

0 What Are Dual-Control Systems?

Dual-control systems are security protocols that require two or more
authorized individuals to verify, approve, or release a sensitive
transaction—before it is submitted to SWIFT.

They act as a human firewall against:

Fraud

Insider threats

Credential misuse
Malware-injected SWIFT messages

If one user is compromised, the system won’t execute without
independent second-party validation.

% How Dual-Control Systems Work

Phase Description
0 Message Operator A enters SWIFT message (e.g., MT103) into
Drafting system

Operator A verifies and digitally signs with a secure



@ First Review token

v Second . . . .
Operator B independently reviews transaction details
Approval
0 Release to Only after dual consent, the system releases the
SWIFT message
Often paired with:

¢ Hardware tokens / smartcards
® Privileged session monitoring
® Transaction whitelisting

e Segregation of duties (SoD)

0 Why This Matters: Real-World Breach Examples

Case What Went Wrong
Bangladesh Bank Malware manipulated SWIFT interface; no
Heist (2016) second-layer checks
Ecuador Banco del $12M stolen via forged SWIFT messages using
Austro (2015) stolen credentials
Nepal Rastra Bank Internal lack of review allowed rogue SWIFT
(2017) transfers

7* SWIFT CSP (Customer Security Programme)
Requirements

To be SWIFT-compliant under its CSP, banks must implement:

SWIFT Control ID Description

2.4 - Logging and

L Detect suspicious SWIFT transactions
Monitoring

5.1 - Logical Access . )
Limit access to only authorized operators

Control
6.2 - Transaction Dual controls for payment creation,
Integrity modification, and release

6.3 - Operator Session

. Time/session-based access limits
Restrictions

0 Roles Involved in Dual-Control Enforcement

Role Responsibility




SWIFT Operator . .
Creates or edits transaction messages

(Initiator)
SWIFT Approver

. PP Validates and releases messages after review
(Reviewer)
Security Manages access policies and cryptographic tools
Administrator & P grap

Ensures system meets CSP, AML, and internal

Compliance Officer
P audit rules

Reviews logs for SoD violations and privilege

Auditor
abuse

0 Technology & Tools That Support Dual-
Control

Tool / Control Function
0 Role-Based Access Enforces strict segregation between initiators
Control (RBAC) and approvers
0 AI-Based Anomaly Flags transactions that deviate from norms
Detection (e.g., timing, amount)

0 Predefined Approval . . . .
Escalation required if transaction > X amount

Limits
0 Transaction Run “dry runs” to test fraud detection and
Simulation Tools approval workflows
Monitor login patterns, approvals, and
Q SIEM Integration g p PP

exception triggers

0 Key Takeaways

e Dual-control systems are non-optional safeguards in SWIFT
environments

e They help prevent fraud by introducing independent human
verification

e Compliance with SWIFT CSP, internal audit, and AML protocols relies
on dual-control enforcement

e Technical enforcement must be backed by training, rotation, and
audit visibility



AI-Augmented Social Engineering

11.1.1 Generative Phishing: GPT-Phish Campaign Case
Studies

“AI doesn’t just write essays—it writes convincing lies at scale.”

0 What Is GPT-Phish?

GPT-Phish refers to phishing campaigns enhanced or entirely generated
using large language models (LLMs) like GPT. These campaigns:

e Use highly personalized language
e Can auto-generate hundreds or thousands of unique phishing emails
e Mimic specific tone, syntax, industry jargon, or sender persona

Instead of crude scam emails, attackers now send linguistically perfect,
highly contextual messages at enterprise scale.

0 Case Study 1: HR Payroll Phishing via GPT
Clone

0 Target: Mid-sized HR department of a healthcare group
F Tactic:

® GPT-generated phishing emails mimicked internal HR communications
e Included precise references to benefits plans, open enrollment
deadlines, and employee first names

0 Key Indicators:

Feature Human-Like Detail
0 Tone “Just a reminder to select your 2024 health options.”
0 Context Referenced actual HR provider (e.g., Cigna, Aetna)

0 Malicious Link Fake portal styled as “Workday” login page

I~ Result 38% click rate, 12% credential submission

0 Case Study 2: Vendor Invoice Spear-Phishing



0 Target: Procurement officers in logistics firm

* Tactic:
® GPT-powered email mimicked a known vendor

® Included real invoice templates, shipment references, and a “payment
update form”

Q Phishing Hooks:

Element Customization Level

“Please find the attached shipping log and remittance

@ Vendor tone .
advice.

0 Attachment  Excel file with macro payload named

style “Q2_Balance_Review.xlsx”
Q Metadata
Used cloned email signature, logo, and reply-to header
spoofing
2 compromised finance logins, $118k wire transfer
b~ Outcome

blocked just in time

0 Case Study 3: CEO Executive Impersonation
via GPT

0 Target: Assistant to CEO at a fintech startup

* Tactic:

® Email mimicked CEO’s writing style using GPT prompts like:
“Write like a busy but polite startup executive asking for a document
review under time pressure.”

<7 Email Content:

“Hey — I need you to urgently go through the attached equity
package and send it to legal before noon.

Please don’t loop in anyone else for now — it’s a sensitive investor
matter.”

¢ Attachment: Malicious PDF - Remote Access Trojan (RAT)

0 Result:

e Assistant opened file on shared workstation
e RAT accessed investor presentation files + M&A planning docs



0 Why GPT-Phish Works So Well

Capability

Advantage to Attackers

0 Contextual
Fluency

0 Email
Personalization

® Rapid Scaling

0 Document
Generation

0 Multilingual
Delivery

GPT can match tone, subject, even slang used by
targets

Auto-injects names, project references, sender
traits

Thousands of variations generated in minutes

Al can also write fake invoices, HR forms, or press
releases

Fluent phishing in dozens of languages

0 Mitigation Techniques for AI-Generated

Phishing
Layer Defense Strategy
0 Linguistic NLP-based filters to flag unnatural variability
Anomaly Detection patterns
¢ Email Detect structure similarity across “unique” GPT
Fingerprinting Tools emails

0 Content-Aware
Filters

0 Role-Based Email
Hygiene Training

0 Phishing
Simulations (AI-
style)

0 Behavioral Threat
Models

Scan attachments and embedded URLs for
evasive payloads

Tailored for HR, Finance, Executive Assistants

Use Al to train against Al-based threats

Identify suspicious behavior post-click (e.g.,
strange logins, access spikes)

55 Regulatory & Ethical Implications

Concern Relevance
0 LLM Misuse Enterprises must set boundaries on how internal
Policies LLMs can be used

A Attribution

Difficulty Al-generated emails leave little forensic signature



Failure to recognize or mitigate known Al-based

B Liability Shift . .
threats may carry legal risk

0ss Content LLMs used in phishing may become part of future

Responsibility criminal and civil cases

0 Key Takeaways

® GPT-powered phishing is adaptive, hyper-personalized, and scalable

e Real-world campaigns have already bypassed legacy filters and fooled
professionals

® Defenses must include linguistic detection, human training, and AI-
informed policy shifts

e If Al is writing the phish, Al must help detect it



AI-Augmented Social Engineering

11.1.2 Personalized Lure Generation Engines

“It doesn’t just know your name—it knows what you care about.”

0 What Are Personalized Lure Generation Engines?

Personalized lure generation engines use Al, data mining, and
behavioral analytics to craft hyper-targeted phishing or social
engineering messages. These lures exploit:

e A target’s job role, relationships, online behavior
e Recent activities, preferences, or language use
e Public or breached data (LinkedIn, GitHub, past leaks, social media)

Unlike mass phishing, these engines generate individualized bait, making
attacks harder to detect and more likely to succeed.

0 How It Works: End-to-End Attack Pipeline

Stage Description
= Data Gathers open-source intel (OSINT), LinkedIn bios,
Harvesting conference talks, GitHub posts
lul
. Analyzes interests, tone, habits (e.g., uses Outlook, posts on
Behavioral ;
. Medium)
Profiling
0 AI Uses templates like: “Write a calendar invite from [CEO] to

Prompting [target] referencing [event] in a casual tone.”

0 Lure Produces custom phishing email, document, voice call
Generation script, or fake webpage

0 Payload  Delivered via email, chat apps, social DMs, or fake
Delivery scheduling links

0 Example Scenarios

0 Case Study 1: Tech Employee Job Scam

e Target: Senior engineer actively job hunting
¢ Input Data: GitHub profile, Medium blog, recent Twitter activity
® Lure:



o Email from “Meta Recruitment” about a remote Al role
o Custom PDF with fake NDA (embedded malware)
o Included compliments on a specific open-source repo

0 Case Study 2: CFO Invoice Fraud

e Target: CFO at a B2B SaaS$ firm
¢ Input Data: Quarterly investor call transcript, LinkedIn, Form D filing
® Lure:
o Email from known vendor rep, referencing invoice + a recent
earnings milestone
o GPT-generated Excel sheet + embedded macro payload
o Used same sign-off and wording as prior vendor threads (from past
breach data)

0 Case Study 3: Executive Assistant Quishing

e Target: Executive assistant at a luxury goods brand
e Input Data: Instagram stories, past travel photos, office blog posts
® Lure:
o Printed QR flyer for “exclusive luxury retreat” left on desk
© QRled to fake travel portal phishing page
o Page mimicked company’s booking system and captured credentials

0* Why These Engines Are Dangerous

Strength Attack Benefit

0 Contextual

Increases trust and emotional engagement
Relevance

# Language

L Matches known writing styles (CEO, HR, vendor)
Imitation

Can auto-generate lures for hundreds of

@ Scalability via Al .
employees simultaneously

0 Multi-Channel Works across email, SMS, Slack, WhatsApp, social
Output media

$5 Bypasses Generic  No boilerplate phrasing, each lure is linguistically
Detection unique

0 Defensive Strategies

Layer Protection Method




Q Linguistic NLP tools to spot synthetic but non-human phrasing
Fingerprinting

0 Zero Trust Evaluate message context, not just source and
Email Gateways sender

0 Context-Aware  Teach staff to spot ultra-specific, emotionally
Phishing Training crafted lures

0 Public Exposure

.. .p Limit detailed role/job/project data in public bios
Minimization
0 Digital Exhaust Track where employee details are being scraped or

Monitoring sold

0 Deception Honeypot social profiles or dummy emails to lure
Decoys attacker activity

$ Just-In-Time Prompt staff when their name/project is trending
Alerts on attacker forums or OSINT aggregators

0 Toolkits & Techniques Used by Attackers

Tool /| Method Purpose

® Maltego, SpiderFoot, Recon- )
OSINT automation on targets

ng
0 ChatGPT, LLM APIs, Custom .
. Natural-language lure creation

Prompt Chains
0 Fake Invoice/Offer Auto-generate PDFs, job letters, or
Generators invites

. , Map out professional connections for
0 Social Graph Mapping

BEC-style targeting

Inject phishing into shared meeting

0 Calendar API Exploits .
1nvites

5 Ethical and Legal Ramifications

Concern Relevance

05z Deep Profiling of

May violate data privacy or surveillance laws
Targets

Enterprise LLM misuse may fall under insider

0 AI Weaponization
threat governance

! Data Compliance Use of scraped or breached info could trigger
Breaches GDPR/CCPA fines
&5 Attribution Generative attacks are harder to link to origin

Barriers or pattern




0 Key Takeaways

® Personalized lures powered by Al are highly effective, scalable, and
evasive

e Attackers combine OSINT, LLMs, and payload automation to mimic
trust relationships

e Defenses must shift from static rules to dynamic, context-aware
analysis

e Awareness training must emphasize personalization tactics, not just
“bad grammar” red flags



Emerging Threat Vectors

11.2.1 Quantum Computing Risks: Post-Quantum
Cryptography (PQC) Migration

“Quantum computers won’t break the internet overnight—but they will if we
wait too long.”

& What Is the Quantum Threat?

Quantum computers—especially large-scale, fault-tolerant ones—pose a
unique threat to current digital security. They can break widely used
encryption systems by exploiting their immense parallel processing
power.

Traditional
Quantum Threat Example
Crypto
RSA (e.g., . o
9 048(-; f’[ ) Broken by Shor’s Algorithm—factorization
E Ellipti
SG (i e Also broken by Shor’s
Curve)
AES Safe (but vulnerable to Grover’s Algorithm which halves
its effective key length)
& Why It Matters

Quantum computers could:

e Decrypt encrypted backups stolen today (“Harvest Now, Decrypt
Later”)

e Compromise TLS/SSL, breaking website, VPN, and email privacy

e Forge digital signatures (used in software, contracts, certificates)

¢ Undermine cryptocurrency security, blockchain, and smart contracts

0 What Is Post-Quantum Cryptography (PQC)?

PQC refers to encryption and digital signature algorithms designed to
resist quantum attacks. Unlike current public-key systems, PQC relies on
problems believed to be hard even for quantum computers (e.g., lattice-
based, code-based, hash-based schemes).




0 PQC Migration Timeline

Phase Milestone
X 2016- . .
2022 NIST launched a global competition for PQ-safe algorithms
v 2022—  Finalists selected (e.g., CRYSTALS-Kyber, Dilithium,
2024 FALCON)
0 2024-  Testing & integration with real-world systems (TLS, VPN,
2025 email, blockchain)
0 2025-  Mass adoption and transition phase (especially government &
2030 finance)

M Standards Bodies & Recommendations

Organization Role

NIST (USA)

Leads PQC standardization; recommends Kyber for
encryption and Dilithium for signatures

NSA Mandated transition for national security systems
Advises migration timelines and sector-specific
ENISA (EU) . .
implementations
ISO/IEC Working on cryptographic protocol updates
IETF Integrating PQC into TLS, SSH, DNSSEC, S/MIME

0 Common Post-Quantum Algorithms

Function Recommended PQC Algorithm (as of 2025)

8 Key Exchange CRYSTALS-Kyber (lattice-based)
# Digital R

. CRYSTALS-Dilithium, FALCON, SPHINCS+
Signatures
0 Hybrid TLS Kyber + traditional ECDHE (for smoother transition)
0 File Hybrid AES + PQ wrapper (AES for speed, PQC for key
Encryption wrapping)

0 Migration Challenges

Challenge Risk / Issue

0 Backward PQC not yet supported in legacy
compatibility devices/software



& Resource
overhead

0 Algorithm trust
maturity

% Deployment
complexity

0 Long-term secrecy
risk

PQC operations are often slower or larger in
size

PQC algorithms are newer and less battle-tested

Requires updating protocols, certificates,
firmware

Data encrypted today could be vulnerable in
10-15 years

¥ Best Practices for PQC Readiness

Action

Purpose

0 Crypto Inventory
Audit

¥ Hybrid Crypto
Implementation

0 Pilot Deployments

& Vendor PQC
Readiness Assessment

0 Agile Key Rotation
Policies

0 Quantum Risk
Modeling

Identify where vulnerable algorithms
(RSA/ECC) are used

Use both classical + PQ crypto during
transition phase

Test PQC in VPN, email, and certificate
infrastructure

Ensure software and hardware vendors offer
PQ-safe options

Prepare for future-proof cryptographic
agility

Quantify data-at-rest exposure timelines

0 Use Cases at Risk

Sector

Quantum Risk Scenario

& Finance

0 Communications
0 Healthcare
0 Web

Smart contracts, token signing, payment gateway
certs

End-to-end encryption in email, VoIP, chat apps

Patient data stored in encrypted archives

TLS certificates for websites, CDNs, VPNs

Infrastructure

¢ Defense/Gov

Classified data with 20-50 year secrecy

requirements

0 Key Takeaways



Quantum computers may not be ready yet—but the crypto migration
needs to begin now

PQC algorithms like Kyber and Dilithium will replace RSA/ECC in
secure systems

The transition must be phased, using hybrid models and crypto
agility

Sectors with long-term data confidentiality (e.g., gov, finance,
healthcare) should act first

The threat is real, silent, and time-sensitive: data stolen today may be
decrypted tomorrow



Quantum Computing Risks

11.2.2 Q-Day Preparedness Checklists

“Q-Day” = the day quantum computers can break today’s cryptography.

£ What Is Q-Day?

Q-Day refers to the point in time when quantum computers become
powerful enough to break widely used public-key cryptography (e.g.,
RSA, ECC). While estimates vary (2030-2045), data being stolen today can
be decrypted then, so preparation must begin now.

v Executive-Level Q-Day Preparedness
Checklist

Focus Area Action Item
0 Strategic Ensure C-suite understands what Q-Day is and its
Awareness business impact
ll Risk Include quantum threats in enterprise cyber risk
Assessment models

0 Data Longevit
. gevity Identify data that must stay secure for 10-30 years
Mapping

. Include post-quantum risk in cyber governance
0 Board Reporting

updates
0 Industry Track NIST, NSA, ISO, and sector-specific PQC
Monitoring guidance

0 Technical Cryptography Audit Checklist

System/Protocol .
Action Item
Area
Q Crypto Identify all uses of RSA, ECC, DH, DSA, etc. across
Inventory your systems
@ Certificate Map where TLS certificates and digital signatures
Infrastructure are used (web, email, code)
0 Encrypted Locate long-term encrypted backups, files,

Archives databases



0 VPN & Comms

© Financial
Transactions

0 IoT Devices

Audit encryption in VPNs, VoIP, and messaging apps
Check cryptography in payment gateways,
blockchain wallets

Note hardcoded keys or legacy crypto that may be
unpatchable

0 PQC Transition Preparation Checklist

Category

Action Item

0 Crypto Agility

0 Pilot PQC
Algorithms

¢ Hybrid
Deployment

0 Key Rotation
Planning

8 Third-Party
Crypto Reviews

0 Staff Training

Ensure systems can switch algorithms without
reengineering entire platforms

Test NIST finalists (Kyber, Dilithium, FALCON) in lab
environments

Implement dual classical + post-quantum
algorithms (e.g., hybrid TLS)

Prepare for large-scale key rollover events

Evaluate vendor readiness and crypto lifecycle
support

Upskill teams on PQC standards and crypto hygiene

8D Vendor & Supply Chain Checklist

Dependency Area Action Item

@ Critical Ask suppliers: “What’s your Q-Day migration
Vendors roadmap?”

0 PKI/CA Confirm if your certificate authorities will offer PQC
Providers certs

0 Cloud & SaaS Demand transparency on PQC support for cloud
Platforms storage, mail, collaboration tools

0 Contracts &
SLAs

t Risk of
Inherited
Insecurity

Add clauses that require PQC readiness and crypto
agility

Assess if vendors store or transmit your long-term
sensitive data

0 Compliance & Policy Checklist

Regulation Area



Action Item

& Government Monitor compliance with NSA, NIST, GDPR, HIPAA,

Regulations or sector-specific guidelines

0 Data Mark datasets that require >10-year confidentiality
Classification as PQ-priority

$ Security Update encryption, key management, and data
Policies retention policies

4 Incident
i Prepare for future “Q-Day-leveraged” data breach

Response .
escalations
Playbooks
0 Awareness Train staff on emerging threats like “harvest-now,
Campaigns decrypt-later”

0 Red Team/Blue Team Simulation Checklist

Security Practice . .
Simulation Element

Area
Attempt data exfiltration simulating HNDL (Harvest
0 Red Team
Now, Decrypt Later)
0 Blue Team Simulate PQC key rotation drills
@ Patch Test firmware updates for crypto-switching in
Simulation IoT/embedded systems

Train detection systems to identify future post-

0 Log Analysi
08 Analysis quantum payloads

X Deception Deploy honeypots with “quantum-bait” to watch
Infrastructure future adversary interest

0 Key Takeaways

e (Q-Day is coming—uncertain when, but certain that

e If you store long-term sensitive data (finance, healthcare, legal, national
security), you must act now

e Inventory - Audit — Pilot - Transition - Monitor = your Q-Day
roadmap

® Post-quantum security is not just cryptographic—it’s strategic,
operational, and vendor-based



Incident Response Protocols

12.1.1 Triage Procedures: Compromised Account

Containment Ladders

“Respond fast. Contain smarter. Escalate wisely.”

0 What Is a Containment Ladder?

A Compromised Account Containment Ladder is a tiered, stepwise
response model used to isolate, control, and neutralize user account

compromises based on:

e Severity of the compromise
e Business role and privilege level
e Real-time threat behavior

This ladder approach ensures that containment is proportional,
automated where possible, and escalated quickly when needed.

R Containment Ladder Tiers

Tier Name

Trigger Conditions

Actions Taken

Suspicion (Soft

0
Signal)

1 Early
Containment

9 Moderate
Compromise

Unusual login
(geo/time anomaly),
flagged email
behavior, MFA fails

Confirmed login
from suspicious
IP/device, phishing
link click

Email forwarding
rule set, suspicious
OAuth app, internal
phish sent

- Silent monitoring
(SIEM alert)

- Increase MFA
challenge

- Log anomaly in
user risk profile
- Revoke active
session tokens

- Reset password
(force user login)
- Notify user and
helpdesk

- Block
email/calendar
access

- Isolate device (if
enrolled in EDR)

- Notify SOC and start

forensic snapshot



3

High-Risk Access

Lateral Movement
Detected

Privilege
Abuse/Exfiltration

Admin credentials,
finance systems,
vendor portals
affected

Credentials used on
multiple systems or
detected in attacker
tooling (C2)

Data
accessed/downloaded
from HR, Legal, or IP
systems

- Lock account and
escalate to IR lead

- Revoke federated
auth tokens (SSO,
0365, G-Suite)

- Log off all sessions
across SaaS, VPN,
endpoint

- Global password
reset + YubiKey
required

- Suspend AD
account / domain
trust temporarily

- Block associated IP
addresses and create
I0Cs

- Trigger breach
notification playbook
- Perform legal
review + DLP logging
- Full digital forensics
and incident closure

0 Containment Decision Flow

cssCopyEdit[ SIEM Alert / User Report ]
0
[ Initial Risk Score ]
1
[ Tier Assignment (0-5) 1]
1
[ Ladder Activation - Automated + Manual Steps ]
1

[ Escalation to IR Team or Legal (if needed) ]

%€ Tools Commonly Involved at Each Tier

Tier
Tool Examples
Level
0-1 Azure Risky Sign-In Reports, Okta Behavior Detection,

Proofpoint TAP
CrowdStrike / SentinelOne (EDR), M365 Purview (audit logs),



2-3 Google Admin SDK

Splunk SOAR, EnCase Forensics, Varonis, FTK Imager, Tanium,
or XDR platforms

0 Why Use a Ladder Model?

Benefit Description
0 Repeatable Teams can respond consistently without reinventing
Playbooks steps each time

55 Proportional Prevents overreacting to minor issues or
Response underreacting to major ones

s Automation-  Enables step-wise integration into SOAR (Security
Friendly Orchestration tools)

i~ Improved Each tier yields clearer KPIs for tracking containment
Metrics & RCA  speed and effectiveness

0 Example: Real-World Application

0 Scenario: Employee clicks credential phishing email, logs
in from Nigeria

e Tier Triggered: Tier 2
e Actions Taken:
o 0365 access revoked
o MFA reset
o Login sessions purged
o User notified & re-onboarded after credential hygiene training

0 Key Takeaways

¢ A containment ladder lets teams respond faster and smarter to
account takeovers

e Tiered responses balance security, user friction, and investigation
depth

e Integration with SOAR/XDR makes this process scalable and semi-
automated

o As threats escalate (e.g., BEC, exfiltration), the ladder ensures proper
legal and forensic escalation



Advanced Adversary Tactics

12.2.1 Threat Actor Communication Protocols

“The way attackers talk reveals how far they’ve already infiltrated.”

0 What Are Threat Actor Communication Protocols?

These refer to structured communication methods and behavioral
patterns used by threat actors—especially ransomware groups, APTs, and
cyber extortionists—when interacting with victims, between themselves, or
with intermediaries.

They can involve:

Ransomware negotiations
Phishing follow-up emails

Social engineering back-and-forth
Internal C2 (command-and-control) messaging
Dark web market communications
Al-assisted deception scripting

Understanding these protocols improves attribution, containment, and
negotiation response.

0 Common Communication Channels Used

Channel
Use Case Common Tools/Examples
Type
0 L. .
Ransomware negotiation, C2 TOX, Jabber, Signal,
Encrypted :
comms Element (Matrix)
Chat
0 Web Ransomware victim portals, Custom .onion sites or
Portals data leak sites pastebin clones
0 Email BEC, phishing reply chains, ProtonMail, Yandex,
extortion warnings Tutanota, fastmail
Dark
ieb Access broker sales, data Exploit, RAMP, XSS,
auctions BreachForums clones
Forums
0 Auto-replies, payment Telegram bots, Discord

Bots/Scripts

instructions, scam support

fake support agents




0 Typical Protocol Structures

0 1. Pretexting (Initial Social Engineering)

“Hi, 'm James from compliance—your credentials were flagged for
review. Please reset them using the secure link below.”

e Often scripted, using natural language or GPT-generated
e Timed to exploit work hours, holidays, or high-stress periods

& 2. Ransomware Negotiation Phases

Phase Communication Behavior

0 Initial Hook Friendly tone (“We’re willing to cooperate...”)

High ransom with discount promises (“30% if paid in

0 Price Setting 4817)

0 Proof of
Screenshots of stolen data, test decryption of 1 file
Breach
@: Escalation Threat of public leak or reaching media/regulators
X Deadline . . .
Timer countdowns, psychological stress tactics
Pressure

0%, 3. BEC Thread Hijacks

Attackers hijack real email threads (invoice, HR discussions)
Insert fake follow-up messages in matched tone:

“Sorry for the delay—please use the attached updated bank details.”

Often delay replies to mimic human response times
May use business hours, typos, and regional greetings to blend in

*« 4. Internal Threat Actor Comms (TTP Intelligence)

Captured from breaches of ransomware groups or law enforcement ops:

Communication
Purpose
Content
, “User XYZ handles negotiation, User ABC handles
Task delegation logs
exfil”

Exploitation “Use Follina for lateral movement, then Cobalt
instructions Strike”

“Domain access confirmed, syncing files to

Progress updates
& P host1...”



Financial splits

“50/50 after Monero clears, send wallet ID”

0 Behavioral Patterns to Track

Signal

What It Suggests

@ Formal vs. casual tone Organized group vs. lone actor

@ Deliberate delay or
timing

0 Repetition across
incidents

0 Message reuse

0 Localization cues

Human operator, timezone mimicry

Templated message = same threat actor

Language reuse may tie to ransomware
families

Grammar, slang, currency, cultural hints

0 Forensic Techniques to Analyze Comms

Method

Purpose

0 NLP + stylometry

¢ Email header
analysis

0%, Portal scraping

0 LLM prompt
fingerprinting

@ Message metadata

Detect reused phrasing or tone patterns across
incidents

Reveal routing paths, fake reply-tos, and hidden
C2 domains

Track .onion ransomware portals, parse past
messages

Analyze if GPT-like tools were used to generate
lures

Timestamps, file hashes, attachment behavior

¥ Response & Mitigation Practices

Situation

Response Action

0 Ransom demand
received

0 Email thread
hijack

0 Bot-based comms

% Leak site threat

Use burner email for legal-controlled reply, engage
IR & legal

Notify all parties, review SPF/DKIM/DMARC, revoke
credentials

Block bot domains, log interaction paths for
reverse-engineering

Monitor data exposure, start breach notification
timelines



0 Al-generated Employ linguistic anomaly detection tools (NLP Al
comms red-teaming)

55 Legal & Ethical Considerations

Concern Risk Level Guidance
Negotiating with A Legal gray  Follow jurisdictional laws + legal
actors zone counsel
Messaging back A Traceable  Should only be done under IR
(baiting) risk supervision

, ! Sanction ,
Paying ransom risk Consult OFAC lists and legal teams
Threat actor A Ethics Avoid unless part of controlled
impersonation issue deception ops

0 Key Takeaways

e Threat actor communication is often scripted, stylized, and
psychologically engineered

e Monitoring and analyzing this communication provides valuable intel
for attribution and containment

e Defenders must recognize protocol patterns, not just technical
indicators

e Tools like linguistic forensics, NLP analysis, and metadata
correlation are critical

e Legal and ethical lines must be clearly defined in communication
responses



Forensic Investigation

12.2.1 Browser Artifact Analysis (IndexedDB, Cache)

“Your browser remembers more than you think.”

Q What Is Browser Artifact Analysis?

Browser artifact analysis involves extracting and interpreting locally
stored web data from browsers to reconstruct user activity, uncover
malicious scripts, detect exfiltration, or track phishing events. Key forensic
sources include:

IndexedDB: A client-side database for storing structured data
Browser Cache: Temporary files, scripts, media, and pages
Cookies, LocalStorage, SessionStorage

History & Downloads

0 Why IndexedDB and Cache Matter in
Forensics

Artifact

What It Reveals
Source

App-specific databases—used by modern apps like Gmail,
IndexedDB ChatGPT, Outlook Web

Cached JS, HTML, CSS, media files—shows accessed

& Cache .
content & timestamps
® . s
. Help correlate attacker interaction timeframes
Timestamps
0 Offline IndexedDB may retain data even after logout or
Data connection loss

0 Payload Cache/IndexedDB may contain phishing pages,
Trace credentials, crypto wallet data, tokens

0 Where These Artifacts Live

Cache Path
Browser IndexedDB Path Example
Example
C:\Users\ ...\Cache\ or

Chrome



(Windows) [User]\AppData\Local\Google\Chrome\User Service

Data\Default\IndexedDB Worker\CacheSta
...\Profiles\
Firefox [Random] .default\storage\default\ ...\cache2\entr

(leveldb format)

Edge Follows Chrome paths (Chromium-based) = Same as Chrome

% Forensic Tools to Extract & Analyze

Tool/Method Use Case

Q Browser History

. Visualize IndexedDB and Cache activity
Examiner

Extract & timestamp Chrome cache
contents

Open LevelDB/IndexedDB databases
(manual method)

0 ChromeCacheView

0 DB Browser for SQLite

Full disk forensics + browser artifact

0 Autopsy/Sleuth Kit
utopsy/Sleu ! modules

0 Python (Shutil, LevelDB

Custom script parsing for IndexedDB
parsers)

ll Sample IndexedDB Use Cases in Threat Intel

& Case 1: Webmail Token Harvesting

e Threat actor accesses corporate Gmail
e IndexedDB contains:
o OAuth session token
o Email draft cache (exfiltrated content)
o Timestamps of login, drafts, and JS file origin

0 Case 2: Fake Crypto Wallet DApp

e Malicious web app stores private keys in browser IndexedDB
e Forensics reveal:

o IndexedDB entry for wallet ID and recovery phrase

o Cache contains fake UI that mimics MetaMask

o Timestamps match phishing email timeline

# Case 3: QR Phishing Artifact



® QR code leads user to fake web app
e Browser cache reveals:
o Cached version of malicious landing page
o ServiceWorker cache shows offline persistence
o IndexedDB retains user email, input fields, device fingerprint

0 Investigation Workflow

1. 0 Identify Target Browser(s)
Review system logs or user reports for used browsers.
2. 0Isolate Browser Profile Directory
Securely copy user’s browser data directories (Chrome, Firefox, etc.)
3. Q Extract IndexedDB
Use LevelDB viewer, SQLite browsers, or specialized tools.
4. @ Analyze Cache + Service Worker Data
Look for malicious JS, phishing HTML, injected payloads.
5. O Correlate Artifacts with Timeline
Link to login attempts, phishing emails, lateral movement, or session
hijacking.
6. O Preserve for Legal/IR
Export copies of IndexedDB/Cache with hashes for evidentiary chain-of-
custody.

¥ Detection & Defense

Defensive Technique Description
0 Auto-Clearing Enforce browser hygiene on logout
Sensitive Storage (IndexedDB, LocalStorage)
0 Browser Hardening Disable persistent storage for sensitive web
GPOs apps
Q XDR/SIEM Integration Alert on abnormal IndexedDB/storage access
0 Behavioral Web Detect unauthorized DApp clones or
Scanning malicious cached JS

Educate on dangers of QR-based or browser-

End-User Traini
® End-User Training based phishing

0 Key Takeaways

¢ IndexedDB and browser cache are goldmines of forensic insight in
phishing, session hijack, or web-based exfiltration

* Many modern apps (email, crypto, chat) store sensitive session data
locally in these areas



e Forensic workflows should include browser-level investigation
alongside network and memory analysis

e Automated tooling + timeline correlation is critical for threat
reconstruction



Mobile Device Forensics

12.3.1 Mobile Device SMS Acquisition Techniques

“Text messages may be short—but forensics makes them speak volumes.”

0 Why SMS Matters in Forensics

SMS data can provide:

2FA codes intercepted in account takeovers
Phishing or smishing messages with malicious links
Ransomware negotiations or extortion messages
Communication trails in insider threat cases
Time-anchored evidence (e.g., confirmation of breach, lure delivery)

Q Types of SMS Artifacts Recovered

Data Type Description
< Received .
Inbound messages from threat actors or services
Messages

& Sent Messages

0 Timestamps
® Sender IDs

0 Embedded
Links

Outbound messages possibly used in scams or

responses

Key for event reconstruction

Numbers, spoofed names, or shortcode origin

Useful for tracing phishing URLs or command

Servers

0 Acquisition Methods Overview

Root Access

Technique Description
q P Required

@ Logical Extracts SMS database via ADB backup % No
Acquisition or API access (partial)
0 Physical Full binary image of flash memory (e.g., ¢ Yes
Acquisition chip-off, JTAG)
O File S Full includi M

ile System u .access to user data including SMS v Often
Dump SQLite DB
0 Cloud-Based Downloads synced SMS from iCloud, X No (with



Sync Google, Samsung Cloud creds)

% Tools for SMS Extraction

Supported
Tool/Platform PP . Key Features
Devices

Cellebrite 108, Physical & logical acquisition, SQLite parsin
UFED Android 2/ . = ’ 5 .
Magnet ios, o . :

g ! , Timeline view, decoded message threading
AXIOM Android
Oxygen .

. 108, .

Forensic . SMS + app chat extraction, advanced search

. Android
Suite
ADB/Android Android Manual SMS DB pull from
Backup only data/data/com.android.providers.telephon
ElcomSoft Android

Pulls SMS from Google Takeout or synced
Cloud (Google i
Gmail

Explorer Sync)
iTunes
Backup + i0S only Extracts SMS from iTunes .plist files

iBackupBot

0 Typical SMS Database File Paths

0 Android (pre-Android 10)

kotlinCopyEdit/data/data/com.android.providers.telephony/databases/mr

0ios
swiftCopyEdit/private/var/mobile/Library/SMS/sms.db

0 Format: SQLite database
0 Tables: message, chat, handle, attachment

55 Legal Considerations

Area Note

0 Required to access messages stored locally or in
Warrant/Consent cloud



~ Cloud-Based May require subpoena to Apple, Google, or carrier

SMS

0 Multi-user Ensure relevance and separation of personal/work
Devices data

® Data SMS data may auto-delete (e.g., 30 days on
Retention Android/Google Voice)

0 Example Use Cases

1. SIM Swap Investigation

e Extracted SMS contained:
o MFA codes from bank
o Initial confirmation SMS from telco
o Device ID mismatch logs
v Helped link attacker SIM takeover timeline

2. Phishing Link in SMS

e Victim received malicious QR code link via SMS
e Message timestamp matched lateral movement on network
e Extracted link led to lookalike login portal

¢ Chain of custody preserved through logical acquisition

3. Insider Threat Leak

e Employee used SMS to send internal secrets

e C(Cellebrite extraction recovered deleted messages

e Metadata (time, GPS, carrier ID) confirmed intent
v Used as evidence in HR + legal action

0 Key Takeaways

e SMS forensics is essential in modern cybercrime—especially
smishing, 2FA compromise, and insider risk

e Tools vary by OS, access level, and legal authority

¢ Always hash and verify extracted SQLite databases

e Combine with timeline reconstruction for maximum evidentiary
value

e [Logical + cloud-based extraction can be powerful even without root or
jailbreak



Phishing Simulation Science

7.2.1 Difficulty Scoring Systems (Vishing vs. Smishing)

“Not all phishing is equal—some attacks are engineered to be irresistible.”

0 What Are Difficulty Scoring Systems in Phishing
Simulations?

Difficulty scoring systems assess how deceptive, persuasive, or
technically complex a phishing simulation is, allowing security teams to:

e Track user susceptibility at varying threat levels

e Gradually increase training intensity

e Benchmark employee resilience to smishing, vishing, and email
phishing

Like levels in a game, phishing simulations can be easy or extremely
sophisticated.

0 Why Score Difficulty?

e To calibrate training by user role, past performance, and risk exposure

e To measure improvement with increasingly realistic scenarios

e To analyze which types of social engineering tactics are most
effective on your team

e To design adaptive campaigns that challenge but don’t overwhelm

0 Phishing Simulation Types Compared

Type Channel Characteristics

Short, urgent, uses fake delivery alerts, OTP

Smishing SMS/Texting
requests

. Voice/Phone Uses live human or Al voice to impersonate
Vishing

Call authority
Email Email Most common, often includes links, fake
Phishing domains, and logos

Each channel presents different detection cues and psychological
manipulation tactics—so scoring needs to be channel-specific.




0 Difficulty Scoring Criteria (General)

Metric Description

. Does it use convincing grammar, tone, and
Language Realism

phrasing?
Authority Does it impersonate a boss, CEO, or government
Exploitation body?
Urgency/Panic
SR/ Is there a time limit (“within 24 hours”)?
Level
Technical Are there spoofed links/domains, QR codes, or
Deception voice clones?
Content .
.. Is the message tailored to the user or department?
Customization
MFA/Verification . . .
Does the simulation request credentials or codes?
Bypass

Is there a callback number, follow-up email, or

Multi-Stage Tactics .
& redirect?

Each of these factors can be weighted and summed into a score (e.g., 1-10
scale) or level (Easy / Moderate / Hard / Advanced Persistent Threat).

l Vishing Difficulty Scale (Example)

Difficulty L.
Description Example
Level

0 Easy Robotic caller, obvious accent, “You’ve won a prize. Press 1
(1-3) generic request to claim.”
a0

Live agent uses common Fake IRS/Bank calling to
Moderate . . . .

scam scripts verify suspicious transaction
(4-6)

Spoofed caller ID, urgent L
0 Hard P . & “This is your CEO. I need a

tone, impersonates known .
(7-9) wire transfer now.”

party
o Al voice clone of real

: , Deepfake call from actual
Advanced executive, customized to .
CFO’s voice

(10) target

0 Smishing Difficulty Scale (Example)

Difficulty

Description Example
Level p p




0 Easy (1- Typos, generic greeting, bad

“Dear user, click

http://123456.ru to claim

)] link

reward.”
0
Moderate Shortened links, fake urgency, “Your Netflix has been
(4-6) pseudo-legit branding locked. Tap bit.ly/unlock”
0 Hard Mimics known service with “Amazon: Suspicious login.
(7-9) believable link + OTP request  Tap to verify now.”
[ ]
Advanced Real domain typo + urgent “Apple ID al.ert: Enter your
(10) fake 2FA step code to avoid lockout.”

0 Psychological Complexity Layer

Layer Adds to Difficulty By...
Ambiguity Making it hard to clearly judge if it’s legit
. . Impersonating someone with power (boss, bank,
Authority Bias
lawyer)

Fear Appeals “Your account will be closed today.”
Reciprocit

. P y “Claim your refund or discount now.”
Triggers
Social Proof “Over 1,200 employees have verified already.”

% Scoring Tools & Vendors

Tool/Platform Capability
KnowBe4
. Scores difficulty via machine learning + past user data
PhishML™
Cofense Allows user-reported ratings and feedback for
Reporter™ phishing difficulty
Proofpoint
Pre-built phishing templates with graded complexit

ThreatSim g § g & o Y/
Terranova

. Threat scenarios with tunable deception levels
Security
Custom Al Behavioral-based scoring with NLP + anomaly
scoring detection

0 Key Takeaways


http://123456.ru/

Difficulty scoring systems help quantify and personalize phishing
simulations

Different channels (vishing vs. smishing) require separate scoring
models

Scores are based on technical deception, psychological
manipulation, and target tailoring

A well-designed system gradually increases challenge, boosting
resistance to real-world threats



Financial Infrastructure Safeguards

10.2.1 Deepfake Vishing: Voice Cloning Detection Tools

“It sounded like your CEO—because it was a clone.”

© What Is Deepfake Vishing?

Deepfake vishing (voice phishing using Al-generated audio) is a rising
threat in which attackers use realistic voice clones to impersonate:

e Executives (e.g., CEOs, CFOs)
e Tinancial controllers
e Vendors or clients

These voice deepfakes are used to manipulate employees into:

e Authorizing fraudulent wire transfers
¢ Disclosing credentials
e Bypassing verification procedures

The realism of cloned voices makes traditional security questions or caller
recognition ineffective.

0 High-Profile Case Example

e 2020: UK-Based Energy Firm
Attackers used a deepfake of the CEO’s voice to demand a €220,000 wire
transfer. The employee complied, believing they were speaking with
their boss.
(Source: The Wall Street Journal)

% Voice Cloning Detection Tools & Methods

Category Detection Technique Example Tools / Features

Analyze spectral &

0 AI-Based } . i Pindrop, Respeecher Forensics,
. biometric voice
Forensics . Resemble Detect
anomalies
b~ Acoustic . . ; .
Sisnature Detects irregular pitch, Veritone MARVEL.ai,
& . cadence, digital artifacts = Deepware Scanner
Analysis

0 Voice Matches voice to Nuance Gatekeeper, ID R&D



Biometrics registered speaker profile Voice Biometrics
Verification

0 Real-Time
Flags suspicious behavior Pindrop Protect, Symbl.ai

Call . . ;
o during active calls anomaly detection

Monitoring
a

Inserts unexpected verbal Human-confirmed control
Challenge-
Response challenges to test real- phrases (e.g., “Say the 3rd

p time interaction word in your last email”)

Prompts

Q Metadata Measures response
& Latency  timing and IP/location
Analysis mismatch

SIEM logs + call pattern
analytics

0 Red Flags of Deepfake Vishing

Indicator Why It’s Suspicious

CEO calls late at night, during travel, or when

G U 1 call timi
nusual call timing unreachable

Speech feels too steady, lacks filler words or

0 Emotionless tone .
breathing

0 Call-only instructions Caller avoids video or callback requests

0 Urgent, irreversible “Send the funds within 10 minutes or we lose
requests the deal.”

X Bypassing normal Directing finance team to avoid normal dual-
workflow control or logging

42 How Voice Cloning Works in Attacks

1. % Audio Harvesting
o Attacker scrapes voice from YouTube interviews, earnings calls,
voicemails, or podcasts
2. 0 Model Training
o Trains a deep neural network using tools like ElevenLabs, iSpeech,
Descript Overdub
3. 0 Attack Deployment
o Places spoofed phone calls, sometimes blending real and Al-
generated audio
4. & Manipulation & Execution
o Pressures victim to send wire transfers or disclose credentials

0 Preventive Controls & Policy Enhancements



Layer

Action

v Voice Whitelisting

0 Predefined
Verification Codes
0 Human
Verification
Protocols

0 Call Logging &
Recording

0 Awareness
Training

Q Incident
Reporting Channels

Use known voice biometric profiles for high-
value request validation

Require one-time verbal codes before financial
actions

Mandatory video calls or callback confirmations

Record all finance-related calls for forensic
traceability

Teach staff how deepfake voices work and what
to watch for

Fast internal escalation routes for suspected
voice fraud

0 Testing Tools & Research Platforms

Tool

Purpose

Q, Resemble Detect

Q Pindrop Pulse

Q Deepware Scanner

Analyzes speech to detect Al-generated
elements

Compares acoustic fingerprints to
known voices

Scans audio for generative Al artifacts

Academic research tool for fake audio

0 MIT Lincoln Lab’s LAV-DF

0 CMU’s FakeCatcher (audio

adaptation)

detection

Real-time detection of synthetic
content

55 Regulatory & Legal Considerations

Regi
egion / Relevant Mandate

Standard
00 SEC & SOX CFO/CIOs liable for fraudulent financial reporting
00 GDPR + Al Voice deepfake use may violate data rights and
Act consent laws

0zs Criminal
Fraud Statutes

& FBI & OFAC

Wire fraud using Al voices = criminal offense across
jurisdictions

Ransom/deepfake use by sanctioned entities can

trigger national security reporting




0 Key Takeaways

o Deepfake vishing is no longer science fiction—it’s being used to steal
millions

e Tools like Resemble Detect, Pindrop, and voice biometrics systems
help fight back

¢ Human-in-the-loop policies (callback, codeword, dual-verification)
remain essential

e Defense must combine Al detection, behavioral training, and fraud-
resistant processes
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Happy Computer Users.

Then talk to us. Our company name is Remote Support LL.C
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We aim to do projects for our customers which have a return of
over 20 times the investment of resources into the project.

The results include :
High Measurable ROI Projects.
Delighted Customers.

Happy Users.
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How ?

It is simple. Just send us a message and we shall get back to you.

Contact Us
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We shall analyze your company and then develop a project feasibility study for the beneficial projects

which we identify and provide them to you for your approval. Once you are confident that the projects
shall deliver the results mentioned it them, then we shall execute the project in collaboration with your
company.

Ready to experience the benefits of remote IT support? Get in touch with us today to learn more about
our services and how we can help your business succeed.

Transform Your Business with Remote Support Solutions

Empower your business with reliable, efficient, and cost-effective remote support from Remote
Support Solutions. Reach out to us today and let us take care of your needs, so you can focus on what
you do best — running your business.
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About Us — Gen Alpha

) PRODUCTS 2

,

Feedback Form

Feedback Form 2 : What’s Holding You Back from Becoming a L.ong-Term Customer?
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How our products and services benefit you.

ﬁ Benefits of Managed ICT Services

What Are Managed ICT Services?

* Outsourcing IT infrastructure, support & monitoring
* Fixed monthly cost instead of unpredictable expenses
» 24/7 professional IT management

Key Benefits for Customers

* Lower operational costs

* 24/7 monitoring & faster support

* Access to expert IT teams

» Strong cybersecurity & compliance
* Focus on business growth
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S 1.Cost Savings & Predictable Expenses

* No need for a large internal IT team
* Fixed monthly pricing reduces surprise costs
* Optimized hardware & software usage

L
2. 24]7 Support & Faster Resolution

* Proactive monitoring & issue detection
* SLAs ensure quick response times
* Remote & on-site support availability

< 3. Access to Latest Technology & Expertise
» Enterprise-grade tools without huge costs
* Regular updates & patch management

» Strategic advice for digital transformation

-

4. Enhanced Cybersecurity & Compliance

» Strong endpoint protection & firewalls
* Regular backups & disaster recovery
* Compliance with industry regulations

/‘/ 5. Focus on Core Business Goals

* No more IT distractions for staff
* IT headaches handled by experts
* More time for strategy & growth
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Il 6. Scalability & Flexibility

* Easily scale resources as you grow
* Add new services without disruption
* Support for cloud & remote work

e\ .
Transformation Journey

Before After Managed ICT
Frequent downtime Minimal downtime with proactive monitoring
Unpredictable IT costs ~ Fixed monthly expenses
Old tech & weak security Latest tech & strong cybersecurity

Overloaded staff 24/7 expert support
Reactive IT fixes Strategic IT planning
5

v,
v Long-Term Impact

* Digital Transformation — Move to cloud & automation

* Business Agility — Faster response to market changes

* Higher Productivity — Less downtime for employees

* Competitive Edge — Advanced tools without big investments

@ Why Choose Managed ICT Services?

* Reliable support & predictable costs
* Access to cutting-edge solutions

» Stronger security & compliance

* Focus on growth, not IT problems
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Strategic Integration of Open-Source Ecosystem by Remote Support LL.C

Remote Support LL.C leverages a comprehensive suite of open-source tools—including OpenProject,
Dolibarr ERP, SuiteCRM, OrangeHRM, Nextcloud, WordPress, EGroupware, DokuWiki, Linux, LTSP,
OpenVPN, FreeFileSync, and Duplicati—integrated with existing commercial software to deliver a
unified, secure, and cost-efficient operational framework for clients under a single-vendor support
model. This curated ecosystem addresses core business functions (project management, CRM, ERP,
HR, infrastructure) while enabling seamless scalability and centralized support, offering distinct core
and added benefits:

Remote Support LLC: Unified Open-Source Ecosystem & Support

Integrated Tools:

OpenProject (PM), Dolibarr ERP (Finance/Operations), SuiteCRM (Sales), OrangeHRM (HR),
Nextcloud (Collaboration), WordPress (Web/Content), EGroupware (Productivity), DokuWiki
(Knowledge), Linux (OS), LTSP (Thin Clients), OpenVPN (Security), FreeFileSync (Sync), Duplicati
(Backup) and many more.

Remote Support LL.C: The Strategic Advantage of Unified Integration & Single-
Vendor Mastery

Transform Fragmented Tech Stacks into a Competitive Weapon
We replace disconnected tools and multi-vendor chaos with an integrated open-source ecosystem that
automates workflows and centralizes intelligence:

* Seamless Automation: SuiteCRM — OpenProject — Dolibarr sales-to-invoice flows cut
processing time by 50%; OrangeHRM — EGroupware — DokuWiki onboarding slashes time-
to-productivity.

* Unified Data Intelligence: EGroupware dashboards merge CRM/project/HR analytics for real-
time profit insights.

* Military-Grade Continuity: Duplicati encrypted backups + FreeFileSync replication + LTSP’s
<90-sec device failover ensure near-zero downtime.
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The Single-Vendor Difference: Your Command Center Advantage

24/7 SLA-Backed Ownership
One team manages all tools/integrations (Salesforce < SuiteCRM, QuickBooks < Dolibarr) with <15-
min critical response—resolving issues 60% faster than multi-vendor models.

Elastic Future-Proofing

* Scale OpenProject tiers/LTSP servers on demand (90% user adoption in 30 days).
» Extend hardware lifespan by 60% via LTSP thin clients + automated Linux patching.

Zero-Compromise Control
Self-hosted data ownership + anti-lock-in architecture + expert customization (e.g.,

WordPress < SuiteCRM syncs).

Quantifiable Client Impact

Metric Improvement Key Drivers
Operational Costs 30-60% 1| LTSP hardware savings + proprietary license elimination
Security Incidents 40% | OpenVPN zero-trust + Linux hardening
Deployment Speed 30% 1 OpenProject/DokuWiki automation
Onboarding Efficiency 50% 1 OrangeHRM + role-based DokuWiki training

Example: A logistics client avoided $500K in hardware refreshes by converting legacy devices to LTSP
thin clients, while custom SuiteCRM fields reduced order errors by 45%.
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Strategic Value: Beyond Cost Savings

Traditional Multi-Vendor Our Unified Model
X 10+ vendors; hidden fees One contract; transparent pricing
X Fragmented security policies Centralized encryption/audits
X Tool compatibility risks Pre-tested integrations
X Reactive firefighting Proactive hardening + backup audits
Core Advantages:

1. Risk Mitigation: Community-driven security + 99.99% backup reliability.
2. Innovation Acceleration: Access SuiteCRM Al features without re-licensing costs.
3. Sustainability: LTSP reduces e-waste; revenue funds Linux kernel development.

Why This Model Wins

“We don't just support your stack—we weaponize it.”

* Operational Synergy: Troubleshooting — maintenance — training as one
continuous cycle.

 Strategic Scalability: Elastic licensing + LTSP resource allocation grow with your
business.

* Client-Centric Agility: 90% staff fluency in <30 days via role-specific training.

Final Impact: Transform IT from a cost center into a growth accelerator—where workflow
automation, ironclad security, and business continuity become your default state.

Proven Outcome:

Manufacturing client reduced machine downtime by 25% and cut IT costs by 50% using OpenProject

(maintenance scheduling), Dolibarr (supply chain invoicing), and LTSP (shop-floor terminals)—all
managed under our 24/7 command center.
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The RS Advantage: 5 Pillars of Open-Source Transformation

How Our Integrated Stack Delivers Unmatched Business Value

1. Radical Cost Efficiency

- Eliminate licensing fees with Linux, OpenProject & DokuWiki (30-60% TCO reduction)
— 40% hardware savings via LTSP thin-client architecture — repurpose legacy devices

2. Fortified Security & Compliance

— 40% fewer breaches with AES-256 encryption (Nextcloud), zero-trust access (OpenVPN)
— Automated compliance for GDPR/HIPAA through Linux/SuiteCRM rapid patching

3. Intelligent Workflow Automation
— Seamlessly connect tools:

* Sales: SuiteCRM (leads) — OpenProject (execution) — Dolibarr (invoicing)
* HR: OrangeHRM (hiring) — EGroupware (collaboration) — DokuWiki (training)
— API-powered syncs like WordPress < SuiteCRM product catalogs

4. Ironclad Continuity
— Zero data loss with Duplicati’s encrypted hourly backups
— Near-instant recovery (<90 sec) via FreeFileSync replication + LTSP failover

5. Future-Proof Flexibility
— Mix-and-match modules (e.g., activate Dolibarr payroll/OrangeHRM workflows)
— Tailor without code: Customize WordPress sites, SuiteCRM pipelines & FreeFileSync rules

The Nervous System: Nextcloud
Your centralized command hub for:
» Unified Data: Files, calendars & communications across all tools

* Real-Time Visibility: Track project/customer/HR metrics in one dashboard
* Secure Collaboration: GDPR-compliant sharing with granular permissions
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Why This Synthesis Works:

* Preserves All Critical Details
Retains every tool, metric, and workflow example from both texts (e.g., DokuWiki training,
40% breach reduction).
* Amplifies Strategic Themes
Groups related concepts:
* Cost + Hardware — Radical Cost Efficiency
» Security + Compliance — Military-Grade Security
* Automation + Customization — Intelligent Workflow Automation
* Enhances Readability
Replaces fragmented bullets with clear pillars and visual workflow arrows ().
» Strengthens Technical Credibility
Specifies how tools interact (e.g., “LTSP instant failover,” “AES-256 encryption”).

Before/After Impact:

Original Optimized Version

e Disconnected cost/security

Cost + Security merged into client outcome pillars
examples

Tools contextualized by function (e.g., “Duplicati’s

¢ Redundant tool listings encrypted backups”)

e Generic “business

e o Nextcloud as central hub with concrete use cases
unification

Table of Contents




The Strategic Advantage of an Integrated Open-Source Ecosystem

Remote Support LL.C transforms fragmented workflows into a cohesive, auditable, and future-proof
infrastructure that delivers unparalleled business agility. Clients gain:

1. Liberation from Vendor Lock-in & Cost Uncertainty
— Avoid proprietary dependencies through open-source customization.
- Eliminate licensing surprises with transparent, scalable pricing.
2. Continuous Innovation & Future-Proofing
— Leverage community-driven updates (e.g., SuittCRM/Dolibarr) for cutting-edge features
without reinvestment.
— Scale fluidly—from adding LTSP terminals to integrating payroll APIs—within a unified
ecosystem.
3. Enterprise-Grade Risk Mitigation
— Centralized security: Encrypted backups (Duplicati), compliance guardrails (GDPR), and
community-audited code.
— Proactive vulnerability reduction through 24/7 monitoring and unified support.
4. Strategic Operational Control
— Customize workflows to evolve with business needs.
— Maintain full data ownership and auditability.

Result: This model turns open-source adoption into a competitive advantage—slashing TCO while
positioning clients for sustainable growth, all backed by one accountable partner.
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ICT Products and Services

Information and Communications Technology (ICT)
Products and Services

Software Development & IT Consulting

e ICT Strategic Consultancy & Troubleshooting Session
¢ Custom App & Web Development
e Port Windows Apps to Linux

* ICT Strategy & Digital Transformation
* DevOps & CI/CD: Docker, Kubernetes, Jenkins, GitHub Actions.

» Strategic ICT Consulting (English )

e Strategic ICT Consulting ( Urdu Memoni )
e Strategic ICT Consulting ( French
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&
IT Infrastructure & Support Services

* Remote Help Desk & Technical Support available to everyone globally
¢ One-Time ICT Support Service

* Server Software Basic Installation Rates
¢ Servers Hosting Rates from Remote Support LI.C

* Common VPS Server hosting market rates.
e High-Level ICT Expertise

* Managed ICT Services

* Support for Linux-Based Devices

* Disaster Recovery & Business Continuity
* Special Offer for SMEs

* Fractional CIO/CTOQO Services

* Special Offer for MROs in lowa

Eﬂ Data & Analytics Services

¢ Big Data & Data Warehousing

* Business Intelligence
* Al & Machine Learning
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/!l Enterprise Solutions

* SuiteCRM Guide (EN)
* SuiteCRM Guide (CN)
* SuiteCRM Demo Video
* Apache Ofbiz ERP and Supply Chain
* Salesforce, HubSpot, Zoho CRM Solutions
* ATRC ERP Video Ad
* Dolibarr ERP (FOSS)
* ERP for Retail (SuiteCRM/Dolibarr)
* ERP Resources (SAP, Oracle, Microsoft Dynamics)

¢ SuiteCRM Support & Hosting

* ERP Resources (SAP, Oracle, Microsoft Dynamics)

Document & Workflow Management

* Benefits of NextCloud

* Nextcloud Products and Services

* Nextcloud for SMEs

* Nextcloud pricing

*  Windmill Workflow Automation Services
* SharePoint, Confluence, Notion

é? Collaboration & Productivity Tools

¢ OnlyOffice SaaS & Hosted
e Zoho Support & Development
e Office365 SaaS Development & Support

* Shopify Dev & Training

* HubSpot CRM Training & Support

* Adobe Product Integration & Training
*  Workday Support

* ServiceNow Training & Deployment
* Salesforce Integration & Support
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Project Management & Communication

* Shopify Dev & Training

* OpenProject

* HubSpot CRM Training & Support

* Adobe Product Integration & Training
*  Workday Support

* ServiceNow Training & Deployment
* Salesforce Integration & Support

? Security & Compliance

» Cybersecurity Services

* SOC 2 Compliance Overview

* HIPAA-Compliant Server Features
e HITRUST-based HIPAA Servers

* Understanding Compliance Frameworks
* Security Camera Systems

Networking & Communication
¢ OpenVPN Deployment & Support
¢  Qur VPN Partners

* ISP Server as Link Aggregator
¢ Asterisk VoIP Setup

¢ Unified Communications

\g/&:, . . .
= Training & Educational Products
* ICT Training Products

* Training for MROs
¢ Support Offer for SMEs

-

Backup & Storage

» Backup Offer for ICT Depts (Video)

* Backup Pricing

* Data Management Services
* Disaster Recovery Planning
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Hardware & Cloud Services

* Multiboot Desktop Support
¢ Cloud Services

* Hardware Pricing & Procurement
e Hardware Trade-in Program

* Computer Repair Services
* Apple Devices support

Old products and services page with some items

i 10 e SOUR Ure BETTeR

Peace of mind in a tech-driven.world, =
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How Muftasoft ™ provides support for Libreoffice and
document management.

y |
2 MUuftasoirt

1. Integration Services

Muftasoft enables seamless integration of LibreOffice into existing IT environments and document
management systems:

* Document Management Integration:
* Connecting LibreOffice with popular document management platforms like Alfresco,
Dolibarr, or SharePoint.
* Ensuring compatibility with existing workflows and enabling smooth handling of
documents in various formats such as ODF, DOCX, and PDFs.
* Enabling advanced features like automated document versioning, metadata tagging, and
access control.
* Custom API Development:
* Creating APIs and plugins to link LibreOffice with other business tools like ERP, CRM,
or custom-built applications.
* Supporting workflow automation, such as converting documents, generating reports, or
processing templates automatically.
* Cloud Integration:
» Setting up LibreOffice Online or deploying the suite on private, public, or hybrid cloud
environments to facilitate real-time collaboration.
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2. Support Services

Muftasoft provides end-to-end technical support to ensure LibreOffice operates effectively in various
setups:

* Technical Assistance:

* Resolving compatibility issues, installation problems, and performance bottlenecks.

* Ensuring smooth migration from proprietary suites like Microsoft Office to LibreOffice.
* Maintenance and Upgrades:

* Regular updates and patches to ensure the latest features, security, and compatibility.

* Monitoring system performance and troubleshooting document-related errors.
* 24/7 Helpdesk:

* Dedicated support teams available via phone, email, or chat to resolve urgent issues.

3. Training Services

Muftasoft’s training programs empower users and administrators to leverage LibreOffice and integrated
document management systems effectively:

* End-User Training:
* Training for employees on using LibreOffice tools like Writer, Calc, Impress, and Draw.
* Educating users on handling advanced features like macros, templates, and mail merges.
* Administrator Training:
* Teaching IT teams to configure and manage LibreOffice settings across the organization.
* Training on integrating LibreOffice with backend systems and troubleshooting.
* Customized Learning Modules:
* Tailoring training programs to specific organizational needs, including industry-focused
workflows.
* E-Learning and Resources:
* Providing online courses, video tutorials, and step-by-step guides for remote training.
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4. Development Services

Muftasoft offers tailored development services to extend LibreOffice functionalities and meet specific
requirements:

* Custom Extensions and Plugins:
* Developing specialized add-ons to enhance LibreOffice's functionality, such as advanced
reporting, translation tools, or industry-specific templates.
* Workflow Automation:
* Building solutions that automate repetitive tasks, such as document generation, data
imports, and exports.
* User Interface Customization:
* Adjusting LibreOffice interfaces to align with organizational branding and user
preferences.
* Document Templates and Solutions:
* Designing custom templates for reports, presentations, invoices, and other documents.
* Developing scripts for automated document creation and processing.

5. Consulting Services

Muftasoft provides expert consulting to ensure successful LibreOffice adoption and integration:

* Needs Assessment:
* Evaluating the organization’s current IT infrastructure and document management
requirements.
* Strategic Planning:
* Developing a roadmap for migrating to LibreOffice and integrating it with existing
systems.
* Compliance and Security:
* Ensuring adherence to industry standards and regulations for document handling, data
security, and access control.

Conclusion

By offering integration, support, training, and development services, Muftasoft positions itself as
a comprehensive partner for organizations looking to adopt LibreOffice and enhance document
management processes. This enables clients to maximize productivity, reduce costs, and
streamline operations with tailored solutions.
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S.UPPO.RT ™

Super User-friendly Professional
People Offering Remote Troubleshooting

Remote Support LLC: ICT Solutions Tailored for Your
Business

WHY ?

An MSP can deliver more value at the same cost because it provides a wide range of
specialized expertise without the overhead of hiring multiple full-time in-house staff. MSPs
offer 24/7 support, proactive maintenance, scalability, and access to advanced technologies.
By pooling resources and serving multiple clients, MSPs can provide enterprise-level
solutions at lower prices compared to hiring individual IT professionals with limited
capabilities. Essentially, businesses get broader coverage, faster response times, and
ongoing updates with MSPs while maintaining budget control.

Using In-house, Hybrid, or MSP models instead of relying solely on ICT personnel with
limited experience offers several advantages:

1. Expertise Access: MSPs bring specialized knowledge across different IT domains,
filling gaps that limited in-house staff might not have.

2. Scalability: These models allow easy scaling without the need to hire and train
additional staff.

3. Cost Efficiency: Hybrid and MSP models often lower costs by providing broad
expertise without full-time salaries and training expenses.

4. Continuous Support: MSPs offer 24/7 support, ensuring your IT infrastructure is
always up and running.

These costs are paid for by companies and they could benefit by paying the same
amount to us and get services with more experienced support in a more cost effective
and efficient manner.
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Cost Breakdown for 5, 10, 20, and 50 Computers with In-House IT Staff
Only

For SMEs in Karachi without Managed Service Providers (MSPs) and relying solely on
in-house IT staff, the IT department costs will typically focus on staff salaries,
hardware, software, and ongoing support without any MSP involvement.

1. For 5 Computers (Small Office)

e Staffing: Typically, one IT person can handle the support for up to 10-15 computers in
a small office. The monthly salary of a junior IT support person is generally around
PKR 25,000 to 40,000.

e Hardware & Software: You may need basic licenses for operating systems and
productivity tools. Approx. PKR 5,000-10,000 for software, and occasional hardware
replacements (peripherals, computers, etc.) would average out to PKR 5,000/month.

e Cybersecurity: Basic security solutions (antivirus, firewall) will cost approximately PKR
3,000-5,000/month.

¢ Internet Services: An SME in Karachi can expect PKR 5,000-10,000/month for
decent internet speeds and bandwidth.

Total Monthly Cost: PKR 40,000-60,000

2. For 10 Computers (Small-Medium Office)

e Staffing: For 10 computers, you might need 1-2 IT staff members to handle support,
which could cost PKR 40,000-70,000/month.

e Hardware & Software: Licensing and hardware will scale up slightly to about PKR
10,000-15,000/month.

e Cybersecurity: With a larger setup, additional security measures like endpoint
protection may cost PKR 5,000-10,000/month.

¢ Internet Services: PKR 10,000-15,000/month for more bandwidth and reliability.

Total Monthly Cost: PKR 60,000-100,000
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3. For 20 Computers (Medium Office)

e Staffing: For a 20-computer setup, you may need 2 IT staff members, totaling around
PKR 50,000-100,000/month depending on the skillset and experience.

e Hardware & Software: Expect to pay PKR 15,000-30,000/month for software
licenses and routine equipment updates or replacements.

e Cybersecurity: Security tools, including firewalls, advanced antivirus, and intrusion
detection systems, may cost about PKR 10,000-20,000/month.

¢ Internet Services: A higher-grade internet plan will cost PKR 15,000-20,000/month to
ensure adequate speed and uptime.

Total Monthly Cost: PKR 90,000-170,000

4. For 50 Computers (Large Office)

e Staffing: At this scale, you would need around 3—4 IT staff members. Salaries for this
team would range from PKR 100,000-250,000/month, depending on their roles (junior
support, senior technician, system/network administrator).

e Hardware & Software: Software licensing and hardware replacement costs would
scale up to PKR 30,000-60,000/month.

e Cybersecurity: A large office will require more advanced cybersecurity tools,
potentially including a managed firewall, intrusion detection, and anti-malware solutions
costing about PKR 20,000-40,000/month.

¢ Internet Services: Expect internet services to cost PKR 20,000-40,000/month to
ensure sufficient bandwidth for multiple users.

Total Monthly Cost: PKR 170,000-400,000

These costs can vary depending on the type of ICT support (outsourced vs. in-house),
software licenses, and network requirements.
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How ?

Our ICT Support Models
1. In-House ICT Team

¢ Full control over ICT management

e Personalized, quick support

¢ Higher costs for salaries, training, and resources

¢ |deal for companies needing constant, on-site expertise
2. Hybrid ICT Model

e Combine in-house and MSP support

¢ Access specialized skills when needed

e Cost-effective flexibility

¢ Great for businesses seeking a balanced approach
3. Managed Service Provider (MSP)

e Comprehensive ICT support from experts

e Scalable, cost-efficient, 24/7 support

¢ Minimal overhead, no need for in-house staff

¢ Perfect for businesses focused on cost savings and efficiency

Advantages Comparison:

Option Control Flexibility Effﬁ:(i):rticy Expertise Availability
In-House High Low Low High
Hybrid Medium High Medium High
MSP Only Low High High High

Why Choose Remote Support LLC? We offer tailored, scalable ICT solutions for every
business size. Whether you need an in-house team, MSP support, or a hybrid model, we
provide the expertise and tools to ensure your ICT infrastructure is secure, reliable, and future-
proof.

Here is an example breakdown of ICT support costs for In-house, Hybrid, and MSP Only
models based on the number of in-house staff, computers, onsite visits, and hours of remote
support:
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Example costs

Here’s a breakdown of monthly IT department costs for a company in Karachi with 5, 10, 20,
and 50 computers, based on different IT service models. The costs consider various aspects
such as hardware, software, cybersecurity, networking, and support services. These
estimates also assume the use of managed services (MSP), hybrid models (in-house and
MSP collaboration), and in-house teams.

Here's a breakdown of estimated monthly IT support costs in Karachi for different models:

In-House IT Model

¢ Number of Computers: 5-50

e Costs:
e Salaries: Rs40,000-Rs80,000 per IT staff (1-2 personnel)
e Software/Tools: Rs5,000-Rs15,000/month
¢ Total: Rs45,000-Rs95,000/month (per staff)

Hybrid IT Model (In-house + MSP)

¢ Number of Computers: 5-50
e Costs:
¢ In-house Salaries: Rs40,000-Rs80,000 (1-2 personnel)
e MSP Remote Support: Rs15,000-Rs30,000/month (20-40 hours)
¢ Onsite Visits by MSP: Rs5,000-Rs10,000 per visit
¢ Total: Rs60,000-Rs120,000/month

MSP Only Model

¢ Number of Computers: 5-50

e Costs:
e MSP Remote Support: Rs25,000-Rs50,000/month (40-80 hours)
¢ Onsite Visits by MSP: Rs5,000-Rs10,000 per visit (2-4 visits/month)
e Total: Rs45,000-Rs90,000/month

These estimates include general salaries, software, support services, and MSP-based costs
for varying business sizes. Prices can fluctuate based on exact requirements, complexity of
the ICT environment, and level of service.
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Cost Breakdown Per Month (Estimates)

1. For 5 Computers (Small Office)

Hardware & Software: PKR 10,000-20,000 for licenses, equipment, and peripherals.
MSP (Remote Support): PKR 20,000—-35,000 (proactive monitoring, basic remote
support, regular software updates).

Cybersecurity: PKR 5,000—-10,000 (basic firewall, antivirus, malware protection).
Internet/Cloud Services: PKR 5,000-10,000 (cloud storage, hosting, and bandwidth).
Onsite Visits (if MSP is used): PKR 5,000—-10,000 per visit (2-4 visits/month).

Total Estimated Cost: PKR 45,000-75,000/month

2. For 10 Computers (Small-Medium Office)

Hardware & Software: PKR 20,000-35,000.

MSP (Remote Support): PKR 40,000-60,000 (more monitoring, network
management, software updates).

Cybersecurity: PKR 10,000-15,000 (advanced threat protection, firewall
management).

Internet/Cloud Services: PKR 10,000—-20,000.

Onsite Visits: PKR 10,000-15,000 (3-5 visits/month).

Total Estimated Cost: PKR 80,000-130,000/month
3. For 20 Computers (Medium Office)

Hardware & Software: PKR 30,000-50,000.

MSP (Remote Support): PKR 60,000—100,000 (more proactive measures, network
optimization, security patches).

Cybersecurity: PKR 15,000—-25,000 (enterprise-level threat detection and
management).

Internet/Cloud Services: PKR 15,000-30,000.

Onsite Visits: PKR 20,000-30,000 (5-8 visits/month).

Total Estimated Cost: PKR 120,000-235,000/month
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4. For 50 Computers (Large Office)

¢ Hardware & Software: PKR 50,000-100,000 (more advanced licenses, specialized
software).

e MSP (Remote Support): PKR 100,000-200,000 (24/7 monitoring, network
management, and comprehensive IT management).

e Cybersecurity: PKR 25,000-50,000 (advanced endpoint security, security operations
center).

¢ Internet/Cloud Services: PKR 20,000-50,000.

¢ Onsite Visits: PKR 40,000-70,000 (8—12 visits/month).

Total Estimated Cost: PKR 235,000—-470,000/month
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Costing Models

1. In-House IT Team:

e Staff Costs: Hiring IT professionals (1-2 people for small office, 3-5 for larger
setups) typically costs PKR 50,000-150,000/month per staff member.
¢ Training & Tools: Additional costs for ongoing training, tools, and certifications.
e Total Estimated Cost: Higher than MSPs due to salaries, benefits, and
infrastructure costs.
2. Hybrid Model (In-House + MSP):

¢ In-House Staff: Typically, 1-2 staff members for day-to-day management.
e MSP Support: Outsourcing the more complex support tasks (security, network
management).
¢ Total Estimated Cost: Usually around the same as or slightly higher than MSP-
only, but with more control over internal IT systems.
3. MSP-Only:

e The MSP model is cost-efficient for small and medium businesses due to its
scalability. It allows businesses to avoid the high upfront costs of hardware and
in-house staff while benefiting from enterprise-grade technology, security, and
24/7 support.

Key Advantages of Using MSP (over in-house-only staff):

¢ Scalability: MSPs allow businesses to scale their IT support without significant
infrastructure investment.

e Specialized Expertise: MSPs provide access to high-level expertise and advanced
tools that may be cost-prohibitive for in-house staff.

¢ Proactive Monitoring: MSPs often include 24/7 remote monitoring, reducing downtime
and preventing issues before they impact the business.

¢ Lower Initial Investment: Avoid hefty upfront costs by paying for managed services on
a subscription basis.

Conclusion:

For SMEs in Karachi, MSPs are often a more cost-effective and flexible solution compared to
hiring in-house IT teams. The MSP-only model can deliver high-end support at a lower overall
cost, while hybrid models provide a balance of control and support.
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More than three decades of study demonstrates that aligning culture
and strategy is critical to both organizational development and
leadership success.

Most business owners and managers understand that culture is important,
but do not have a firm understanding about how to effectively harness it in
productive and meaningful ways that drive business performance.

Our organizational
development consulting

‘e\ationship

services focus on helping
owners, CEOs, senior
leadership, management
and supervisor teams align

8

Q,}ro
&
9

their organizational culture
and strateqgy to drive
sustainable performance

ORGANIZATION
DEVELOPMENT

()]
S
results. i3]
QQ

We identify new and
unexplored areas for
organizational development. We believe in quantifying the learning
outcomes through on the job applicability for our client organizations. Our
competitive edge lies in our intellectual capital that consists of a highly
diversified and large pool of internationally qualified trainers and
consultants who have proven track records of successfully executing
industry projects coupled with emancipated corporate exposures and
experience.
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Support, Development, and Training to help solve your technical
business problems.

We offer training, consultancy and support which is beneficial in improving
profits and revenues by improving the systems which are used by our
clients.

We offer expert advice, independent consulting, professional services and
support for
projects related
to Information

Technology and

Communications and Organizational Development within and outside the
organization.
Our key objectives are promoting good ICT management, reducing the

causes of waste or resources, which lead to missed business opportunities,
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and helping to improve the delivery of services to the customers. We draw
on substantial international experience in designing, implementing and
monitoring these projects.

Product and service procurement consulting (specifications, configurations,
evaluations, installations, upgrades, and sales) is also provided.

We are here to help you. So send us your problem via email for a no
obligation assessment.

If we have the people and resources to help solve it or partially solve it, we
shall inform you.

We do not claim that we shall be able to solve every problem, but do claim
that we shall have a look to see what is feasible based on the best practices
and technology available at the time. Then provide a proposal of

possibilities.

We use our experience in developing and integrating systems engineering
to design, develop and provide useful, easy to use, secure, reliable, high
performing, integrated and seamless solutions.

Even future trends and designs are incorporated so that our clients can get
the most useful life and return on investment from the system being made

from them which they are investing in.
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Unlocking Your Digital Potential: Elevate Your Business with Expert

Consulting and Seamless Technology Implementation

At ATRC, we specialize in helping businesses navigate the ever-evolving
landscape of technology by providing strategic consulting and hands-on
implementation. With a proven track record of driving digital
transformation, we are your trusted partner for harnessing cutting-edge

solutions that drive growth, efficiency, and innovation.
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Our Value Proposition:

- Strateqic Insights: Our : :
] ? Strategic Insights

experienced consultants dive deep ..., CONSUMER COMPETITION
. . '_I_t ]
into your business to understand |("b:”

m
your unique goals and challenges. S ‘

We provide data-driven insights
STRATEGIC INSIGHT

that empower you to make

informed technology decisions that align with your strategic objectives.

- Custom Solutions: We don't believe in one-size-fits-all solutions. Our
experts collaborate with you to design tailored strategies and technology
roadmaps that address your specific needs, ensuring optimal results and

ROL

- Seamless Implementation: Putting theory into action is where we excel.
We take your vision and turn it into reality by executing seamless
technology implementations. From software integration to process

optimization, we guide you every step of the way.

- Future-Proofing: Technology evolves rapidly. We stay at the forefront of

industry trends and emerging technologies, ensuring that your business
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remains adaptable and competitive

in the face of change.

- Measurable Impact: Our success
is measured by your success. We're

committed to delivering tangible

results, whether it's improved
operational efficiency, enhanced customer experiences, or increased

revenue.

- Collaboration and
Empowerment: We're not just

consultants; we're

collaborators. We work side
by side with your team, sharing knowledge and building internal

capabilities so that your business can thrive independently.

Experience the ATRC Advantage:

Transform your business with a strategic partner that combines industry
expertise, technological acumen, and a passion for innovation. Let's embark
on a journey to unlock your digital potential and achieve new heights of

Success.
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If you are interested in getting help to improve your business with practical
solutions supported with real world feasibility studies, contact us today to
discuss how we can tailor our consulting and technology solutions to your

unique business needs.
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ACHIEVEMENTS

Projects Done

ICT Related Projects:

Artificial Intelligence for Banking: KYC, AML, and CFT.

Digital Currencies Exchange Development.

E-commerce with Warehouse Integration.

DevOps: Agile, PMP, SDLC, Kubernetes, Jenkins, Docker, AWS, EC2,
Appsody, and Kabanero.

Projects That Make Money:

Recession Management Business Strategy Development for a Service-
Based Client in the UAE.

Development of Small and Large Scale Economically Feasible Solar
and Wind Power Units for Sigma Energy.

Internet Business Feasibility Studies for Investors.

Supervising Research on Cost Competitive Solar Power Production.
Designed, Developed, and Implemented 5 Cities VoIP-Based Satellite
Network for Inter-cities and International Call Origination and
Termination.
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Projects That Made Totally New Technology:

Design, Development, Testing, and Production of the Fastest File and
Device Replication System to Allow Extremely Fast Replication of a
Virtual Machine for Disaster Recovery Purposes. This is 20 to 100
Times Faster Than Rsync, Which Was the Fastest Method Available for
Files.

Projects That Save Money:

Development of Digital Banking Security Systems Based on High
Security, Reliability, and Performance Experience Gained from the
Internet and Telecom Industries. June 2017 and Ongoing Research.
Researching Businesses for Alternative Energy in Bio-Diesel, Fusion,
and Wind Power.

Developed and Implemented Several ISPs' Customized Billing
Software and Bandwidth Management.

Outsourced IT Support Design and Implementation, LAN, and Printer
Sharing Configuration for Cogent, Dubai.

Design and Implementation of Solar Powered Agricultural Water
Pumping Solutions for Farms near Nawabshab, Sindh.

Projects That Save Time:

Development Faster Deployment of Servers by Evaluating Various
DevOps Technologies and Integrating the Best Open Source Software
Available. Jan 2019 and Ongoing Research.

Disaster Recovery of NAS Storage for a marketing company in Media
City in Dubai, UAE.

Remote Server Troubleshooting and Administration Services.
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e Installation and Development of Automated Scripts for Backups.
Linux-Based File and Print Server with Windows Client Integration.
Design and Implementation of a Business Continuity and Disaster
Recovery Plan for Data on the Linux-Based File Server and MS
Exchange Server. Anti-virus Installation, Monitoring, and Management
for the Entire Company. Relay Block List Removal for Company's MS
Exchange Mail Server for a Reinsurance Company in Dubai.

Projects That Build Relationships:

e Developed and Proposed the Idea of PSEB's Opensource Resource
Center (OSRQ).

e Organized the First Opensource Conference in Pakistan for IBM,
PSEB, TReMU, ATRC, PIMSAT, and Ministry of IT from Concept to
Finish.

Projects That Make Work Easier:

e IT Department Setup, Servers for Email, File Sharing, User
Management, Automated Backups, and Continuous Monitoring for an
Marine supplier based in UAE, Bahrain, and Saudi Arabia.

e Consultancy for Accounting and ERP Software for an Investment
company in Karachi, Pakistan.

e Development of Support Infrastructure for Open Source Collaboration
Software.

e Implementation and Support for a Network-Based Fax System for a
Client in the UAE.

e Implementation and Support for a Web-Based Invoicing System for a
Client in the UAE.

e Oracle, Open Source Migration, and E-commerce Infrastructure
Management Support for Companies Including: Airlines,
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Manufacturing companies, Financial institutions, Distribution, Retail
and Pharma companies in Pakistan and UAE.

e Implemented POS, Modified POS Software in Java and Netbeans to
Meet Restaurant's Requirements. Added Wireless Printing for a
multiple restaurants, Grocery stores, tailoring shops and Shisha joints
in Dubai.

e Converted a POS to wireless for a large seating area restaurant in
Karachi.

Projects That Expand the Business:

e Development of Appliance Servers: NAS, Mail, Proxy, LDAP, and
Backup.

e Developing and Maintaining Call Centers and VoIP Telecoms Networks
for Several Investors.

Projects That Retain Existing Customers:

e Security Implementation and Audit of Intensive E-commerce
Applications.

e Support for Open Source ERP/CRM/SCM/BI Systems for Organizations.

e Optimized and Secure Proxy Server Designs for Cybercafes.

e Security Policy and Implementation for ISPs.

e Linux and TCP/IP Training of System Administrators of Controller of
Naval Accounts (CNA) on AS/400.

e BCMSN, CCNA, CCNP Course for British Petroleum Network
Administrators.

Projects Which Attract New Customers:

e Supervising Feasibility Analysis of Elsbett Engine Redesign Costs.
e Support for Open Source ERP/CRM/SCM/BI Systems for Organizations.
e Development of E-commerce Courses as New Offerings.
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Open Source Migration Support and Training and Research for Large
Scale Multinational and Government Clients.

Provided Consultancy and Advice for Mobile Wallets and Payments
from Kiosks to Instanet Dubai.

ERP and CRM Installation and Startup Training for Aesthetic Interiors
in Al Ain,

SAMBA and Squid Proxy Server for electrical contractor and power
parts distribution company in Jebel Ali, UAE.

Projects That Solved Specific Problems:

Developed a MAC Address Based WIFI Server for Hotspots. Added
Extreme Proxy Facilities and Utilization of Higher Speed CPUs and
More Memory Than the Products Available in the Market. This Project
Is a Product Developed for ATRC.

Created a Software-Based System to Detect Stock Market
Manipulation for the Securities and Exchange Commission of Pakistan
(SECP).

Troubleshooting of VoIP Quality Issues on Linux for a Call Center in
Karachi.

E-commerce Security Consultancy for Stock Exchange Companies.
Designing and Configuration of HTTPS via Squid Based Reverse Proxy
Servers on Linux for Outlook Web Access.

Configuration Debugging for Micropoint's Cisco-Based IP Phones and
IVR Telephony System in Dubai.

Email Server Disaster Recovery for Retailer Group in Sharjah.

Diagnosed, Troubleshooted, and repaired a wheat quality checking
equipment LAB system used by exporters for a University in Pakistan.
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Projects That Made Companies More Competitive:

e Installed, Configured, and Continued Support for a Regulatory
Authority Linux-Based Servers for Mail Relay, Reverse Proxy,
Migration of MS Exchange to Kerio, Win AD Integrated SAMBA Server,
Cisco ASA Firewall Configuration. Dubai and Abu Dhabi Offices.
Complete Troubleshooting Support for MS Outlook-Based Clients
Connecting to Kerio Mail Server.

e Installed, Configured, and Continued Support for a CERT's Linux-Based
Servers for Relay Server as a Front End for Exchange with SMTP Two-
Way Relay, Reverse Proxy for Outlook Web Access, POP3 Relay Server,
Cisco ASA Firewall Settings. Dubai.

e Provision of Analysis, Selection, Deployment, and Maintenance
Services for ERP/CRM/SCM Systems for a pharma manufacturere in
Pakistan.

e Extremely Effective Implementation of a CRM System for a Client in
UAE.

e Security Design, Implementation, and Continuous Monitoring for
Organizations.

e Integration of MS Exchange Server with Linux-Based Mail Relays.

e Configuration of Windows and Apple-Based LANs and Internet
Connectivity for a satellite insurance company in Dubai.
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Trainings done

- Computer security

- Secure programming and coding
- Ethical Hacking (CEH)

- Entrepreneurship

- Project Management

- Maintenance and Reliability Best Practices: Lowering Life Cycle Cost of
Equipment

- Network Management and Security

- Marketing and Selling

- Operating systems

- Labor Union Management

- Software project management

- Software engineering

- Enterprise resource planning

- Economic evaluation of prospects and
producing properties in oil and gas

- Search engine optimization

- Social Media marketing

- Internet Marketing
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- Sales force automation

- Ecommerce

- Information and Communication Technology in Management
- Redhat RHCE/RHCT

- Linux professional institute (LPI)

- MS Office

- Staroffice/Openoffice/Libreoffice

- Web development

- Customer relationship management (CRM)

- Supply chain and logistics

- Final Semester Project

- LAMP Linux/Apache/Mysql/PHP
- PostgreSQL

- MS SQLServer

- Oracle

- Data communications

- Linux

- CCNA

- CCNP

- BCMSN

- Virtualization

- Cloud computing

- Funding for entrepreneurship
- Solaris

- Perl/CGI

- Introduction to Programming
- WAP Programming

- Unix

- Advanced Networking

- Computer Graphics

- Distributed operating systems
- Basic Reservoir Engineering for oil and gas.
- Basic oil and gas processing and production.
- Effective Record-keeping in Oil and Gas
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- Fundamentals of oil and gas
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Contact :

S.UPPORT™
Mr. Khawar Nehal Super User-friendly Professional
CEO

Applied Technology Research Center
Email : khawar@atrc.net.pk

Mobile :

+1 563 231 7041
+92 343 2702 932

http://remote-support.space

https://atrc.net.pk/dokuwiki/doku.php?id=atrc website:contact

http://atrc.net.pk/

Some of our clients.

http://atrc.net.pk/dokuwiki/lib/exe/fetch.php?media=atrc website:clients -

22 may 2023-1.pdf
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https://www.dolibarr.org/
https://www.dolibarr.org/

1. Dolibarr ERP Support Pricing

Dolibarr Cloud Starter

For personal usage or for very small businesses
Your Dolibarr ERP & CRM
PKR 3000 / month / user

Services provided:

ATRC support 24/7 Email English, Voice English and Urdu

Dolibarr ERP & CRM (all official modules - examples)

Access from everywhere, any browser, any OS

Availability 24/7

4 Gb (around 80,000 common invoices, 1€ per extra GB)

2,000 API calls per month

Email sending is unlimited if you usethe SMTP of your email provider, otherwise 500
emails/day with default setup

8. Support for migration

9. Technical support (by Email in English or French)

Nk wWN =

10. Functional support (via community forums)

11. Upgrade of version included (on can be requested from the customer dashboard)

12. Daily backup (30 rolling days)

13. Datacenter in France

14. Immediate availability. You decide when you want to cancel (no commitment). Your
data can be retreived. No entry or exit fees

15. Remote SSH, SFTP, rsync and database access

16. Updating or Adding extensions or sourcecode is possible (you can deploy them yourself)
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Dolibarr Enhanced

For larger companies
Your Dolibarr ERP & CRM with extended support
PKR 9000 / month + PKR 3600 / month / user

Services provided:

ATRC support 24/7 Email English, Voice English and Urdu

Dolibarr ERP & CRM (all official modules - examples)

Access from everywhere, any browser, any OS

Availabilty 24/7

20 GB (around 400,000 common invoices, 1€ per extra GB)

5,000 API calls per month

Email sending is unlimited if you use the SMTP of your email provider, otherwise 500
emails/day with default setup

Support for migration

Technical support (by priority email in English or French)

Functional support (by email in English or French)

Upgrade of version included (can be requested from the customer dashboard)

Daily backup (30 rolling days)

Datacenter in France

Immediate availability. You decide when you want to cancel (no commitment). Your data can be
retreived. No entry or exit fees

Remote SSH, SFTP, rsync and database access

Updating or Adding extensions or sourcecode is possible (you can deploy yourself or request
us to deploy)
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2. Support Rates for Enterprise Softwares from MuftaSoft ™
Hosted on customer premises, in other data centers, multiple locations, or in our data centers.

General Cost Free (If the Rs 600K per year| Rs 1M per year
software is Rs 50K per Rs 83K per
completely month month
FOSS/OSI
compliant)

Number of 0 5 per month 10 per month
incidents
Additional 0 Rs 25,000 per Rs 17K per
Incidents incident incident
Avalilability Working Hours None 9:00 - 17:00 9:00-17:00
Monday to Monday to
Thursday and Thursday and
Saturday Saturday
9:00 —12:00 and | 9:00 — 12:00 and
14:00 — 17:00 on | 14:00 — 17:00 on
Friday Friday
Response times High Priority Best Effort Less than 4 Less than 4
Hours Hours
Medium Priority Best Effort Less than 12 Less than 12
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Hours Hours
Low Priority Best Effort Next business Less than 12
day Hours
Support Discussion Included Included Included
Channels Forum
In App Chat Not included Included Included
Email Support Not included Included Included
Phone Support Not included Not Included Included
Upgrades Priority Bug Fixes| Not included Included Included
Major Releases Not included Included Included
Minor Releases Not included Included Included
Hot Fix Releases| Not included Not included Included
Small Not included Not included Included
Customizations
Service Description Price / Cost / Rate
Installation One-time installation fee. This Rs 125K per server

assumes that you have an
account with a hosting
provider and just need help
installing the software.

Basic Installation
Custom Domain
Configure Application
Configure Email
Configure Backups
Configure Monitoring
Configure HTTPS

Details are software
dependent.
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Upgrade

One-time upgrade fee. This
assumes that you have a
working application
installation based on an
official release.

e [atest Releases
e Hotfixes

Details are software
dependent.

Rs 42K per server

Support Incident /
Troubleshooting

If you've encountered a
problem with your self-hosted
server you can request
support from us.

e Screen share Session
e Review Server Logs

Details are software
dependent.

Rs 25K per server

Implementation &
Configuration

Includes costs involved in
configuring the software as
well as implementing your
organization's workflows. This
can usually be done in-house
but may require external
resources in cases where
technical expertise is not
available. This should also
include the cost of data
backup / restoring processes
and contingency plans if the
software becomes
unavailable due to
power/Internet outages and
hardware failures.

Rs 83K per server
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Online Training

The cost to train employees to
use the software, which may
include training materials like
documentation, tutorials,
videos, etc. This will likely be
an on-going cost as you'll
have to train new employees
and update training materials
as the software evolves. On-
premise training is also
available.

Rs 100K per session
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Data Migration

If your organization is using
another software system
(even if it's just Excel) to
manage your supply chain
data you'll probably want to
move that data to the new
software. In either case, you
will need to export (e.g.
download as CSV), transform
(e.g. re-format the data to be
imported), clean (e.g. remove
duplicate and obsolete data)
and most importantly test your
data before you can start
using the new system. This
process can range from
manual data-entry to
automated data importing
using APIs and other data
migration tools.

Data migrations usually
include the following data:

Users

Roles

Facilities

Internal Locations
Products

Stock Levels
Current Inventory
Stock History

Details are software
dependent.

Rs 42K per data item.
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Data Synchronization

If you plan to host a server in
the cloud as well as on-
premise, then you'll likely
want to configure data
replication between your
servers.

e Database Replication
e 1 Cloud Server
e 1 On-Premise Server

Details are software
dependent.

Rs 2M per environment

NOTE: This does not include
on-going maintenance and
support.

Custom Report

If you need a custom report or
dashboard KPI we can
usually turn these around
fairly quickly unless we need
to build a new data structure.

Details are software
dependent.

Rs 82K per report
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Custom Development

Hopefully the enterprise
softwares do everything you
need. But in some cases you
may need to hire a developer
to build new features or
Improve existing ones. You
can purchase Custom
Development in chunks of
time based on our Estimated
Hours. Once the purchase
has been made, we will
allocate a project manager
and developer and begin the
requirements gathering
process.

Estimated Hours

e Bug Fix (5 Hours)

e Improvement (10 - 25
Hours)

e New Feature (25 - 50
Hours)

e |ntegration (100+
Hours)

Rs 20K per hour
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Integration At some point your Starts at Rs. 2M
organization may want to
integrate with an external
system i.e. accounting
software or an old enterprise
resource planning (ERP)
system. Integration costs
depend on how complicated it
will be to communicate
between the two systems.
Today, most software utilize
REST APIs to facilitate
communication between
systems while older systems
use EDI (electronic data
interchange) or XML.
Integration costs should also
include updates to standard
operating procedures (SOPSs)
which may require re-training.

Discounts

If you would like to purchase larger increments in order to develop multiple customization at
one time, we'd be happy to discuss discounted rates. Contact our Support Team, provide
them with details about your requirements and we'll get back to you with a quote.

Non-Profits

If you are a non-profit or small business and feel like you cannot afford these rates, please let
us know. We can reach out to some of our partners for cheaper quotes. Provide details to our
Support Team and we'll refer you to one of our partners.
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3. Business Comprehension
¢ ™ : ERP & SCM Services
) ﬁ Welcome to Business
Comprehension ™, your trusted
partner for comprehensive ERP
and SCM services. Our cutting-edge solutions empower businesses to streamline operations, enhance
productivity, and optimize supply chain management.
Enterprise Resource Planning (ERP)
1. Integrated Modules
¢ Finance and Accounting
Human Resources
Sales and Marketing
Inventory Management
Project Management
2. Real-time Analytics
Leverage data-driven insights for informed decision-making and business intelligence.
3. Customization
Tailor our ERP system to meet the unique needs of your business.
4. Scalability
Grow your business with confidence, as our ERP system scales seamlessly.
Supply Chain Management (SCM)
1. End-to-End Visibility
Monitor and control every aspect of your supply chain in real time.
2. Inventory Optimization
Reduce costs and improve efficiency with optimized inventory management.
3. Supplier Collaboration
Strengthen relationships and enhance collaboration with suppliers.
4. Order Fulfillment
Streamline order processing and enhance customer satisfaction.
Why Choose Business Comprehension ™ Solutions?
¢ Proven Expertise: With years of experience, we have successfully implemented ERP and SCM
solutions for diverse industries.
¢ Customer-Centric Approach: Our solutions are tailored to meet the unique needs of each
client, ensuring maximum value.
e 24/7 Support: Our dedicated support team is available around the clock to address your queries
and concerns.
¢ Future-Ready Technology: Stay ahead in the digital landscape with our innovative and future-
ready technologies.
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Get Started Today!
Transform your business with Business Comprehension ™ services. Contact us today for a consultation
and take the first step toward achieving operational excellence.

Phone: +92 343 270 2932
Email: erp@atrc.net.pk
Website: http://atrc.net.pk/

Business Comprehension ™ and Dubai Computer Services ™ is a part of ATRC.

ATRC
X oo
O X

S
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https://atrc.net.pk/

Get your ERP on premise, hybrid or completely in the
cloud NOW. Money back guarantees and service level
agreements (SLA) available.

Features :

Sales and CRM, Human Resources Management,

Products, Stock, Inventory and Warehouse management,

Marketing, Productivity, Finance and billing, Integration and Development,
Content Management Services, Website, Point of Sale, and many more addon
features.

We provide servers for Enterprise Resource Planning ( ERP ),
Customer Resource Management ( CRM ),
Supply Chain Management ( SCM ),
Project Management ( PM )
Collaboration between teams
Special servers for SMEs.
An SME is an organizations with less than 1000 employees.
and many more.

These servers allow you to take your organization to new levels of productivity,

efficiency, performance and profits.

Contact: +92 343 270 2932
servers@atrc.net.pk http://atrc.net.pk
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Implementation, Consultancy, and Development Services for Dolibarr.

Installation/Setup

User training / Development training

Help and support

Custom development

Dolibarr web hosting (SaaS or cloud hosting)

y |
By : R MUItasoit

S -l g,

Karachi Computer Services
Contact :

http://atrc.net.pk

+92 343 270 2932

info@atrc.net.pk
Features
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CRM & Sales...

Prospects / Opportunities Proposals Sale Orders
Customers

it ie .4 B

Contracts / Help Desk /
Subscriptions Tickets

Human Reationship Management (HR)

Employees Expense Reports Leave Requests Timesheets
. (.. ¢=
P B i =
Recruitment Membership
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CMS, Website, E-=Commerce, POS

CMS / Website E-Commerce Point Of Sale

S i &

Product & Stock

Products, Services Stocks Purchase, Shipments
Approvisionning
LY

<5 - B j]
Manufacturing

&
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Finance & Billing

Billing & Payments Bank Double entry
reconciliation accounting

5] It &=

Productivity

Projects, Tasks Interventions Agenda

") 2 &

Marketing

Emailing Surveys

@ v

Integration, Development

API Connectivity with Import, Export Module Builder for
external tools developers

e LY = L
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Prospects and Customers

Track your prospects and customers, and reuse them in other modules.

Create your prospects or customers

17. Just enter the name of the third party and the type of third party (prospect and/or
customer) to create it in your database. A unique customer reference code will be automatically
generated according to your numbering rule.

18. Record any other data (email, address, language, tags, ...) for a more complete and
accurate management of your third party database. If the predefined fields do not suit you, you
can easily create all the attributes you need as custom fields with the datatype of your choice
(string, amount, date, combo list, checkbox, ...)

19. Attach any notes or files to your prospect/customer sheet.

20. If you have plenty of sales representatives in your team, then you can assign them to
dedicated prospects or customers, so that you can get statistics per sales representative (Sales,
Margins, Events etc.).

. . .
21. Merge third parties to remove duplicate records.
" ad o bl B= g o = - &
Home  Third parties Products/Services Commercial Financial Bank/Cash Projects ~ HRM Tools  Pointofsale Documents Agenda
ﬁ\ gyﬂ ig B8 Thira party Card Prospect/Customer  Projects )  Related items  Bank accounts Margins Notifications Notes  Linked files
ompany
Events/Agenda
Company Corp 1 Backtolist < >
Third Péﬂv A @ 21 Green Hill street, Los Angeles, 75500, United States open @
New third party 2 R, 444123456
: & o cone s ~
List = companycorp1@example.com . hitp:/fcompanycorp1.com
List of prospects [S] corpi L.
New prospect
List of customers
Prospect / Customer Prospect / Customer Customers i vip
New customer = tags/categories L e
Supplier No
List of suppliers Legal form
. Customer code CuU1510-0017
New supplier Capital 10,000.00 €
Bar code ;
Contacts/Addresses Language by default English (United States)
Prof Id AB1234567
New contact/address Currency Euros
§ VAT is used Yes
List Parent company IE]
Prospects Use second tax No
Sales
Customers VAT number USABS123 Check representatives [# & commerson Charle1
Suppliers Third party type Startup
Other
Staff 1-5
Custo./Prosp. categories
New tag/category
Contacts tags/categories Send email Modify Merge Delete
New tag/category
Suppliers tags/categories Linked files
New tag/category Doc template . || Engtish (unitea st... |+
Generate
Bookmarks -
¥ The foundation /- FG9800 manualgianann paf 661250 Bytes 05122017 11:12aM W
7 Online documentation
W Official portal

b bt i $m e bbbk b L s A

Create alternative contacts/addresses

If you want, you can create one or several alternative addresses for each of your prospects or
customers (one record/address for the director, another one for his or her assistant, another one for the
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delivery or legal service representative etc.). Assign such contacts to any business document
(commercial proposals, orders, etc.) so that the correct name will be automatically filled in on any
documents which are generated automatically by the system (such as PDF documents).

Contacts/addresses for this third party Create contact/address j
Name~ Position Address / Phone / Email Status
Enabled ¥ Q
@ United States
-: ¢ Einstein Genius R, 333444555 Enabled @ & B}
* genius@example.com

E; Laurent Smith Director @ 45 Big road, Seattle, 897, United States Enabled @ © E|

Set status and potential of your prospects

If you want, you can set a contact status and a potential to your prospect. You can define the different
prospect potentials/levels according to your business needs.

No need to spend time in modifying the Prospect status after a conversation is completed. Just modify
the status in one click from the list view without even opening the prospect sheet.

For more advanced prospecting management, you can also use the lead management module.

Company~ Customer code City Zip Code Third party type  Phone Potential Prospect status Status =
From
v Prospect v None ' i Never contacted ¥ Open ¥ Q B
Medium ¥
CL'S"%JMTEEE CU1702-0004 Prospect & To be contacted - D D &3 & ®
PROSpECT | CU17020003 Prospect Low & Contactin process - »* Pata® @

Create and convert your Quotes, Commercial proposals, Sale Orders, Interventions, Invoices, ...

Create rich documents using a WYSIWYG editor while reusing data such as predefined products and
prices according to the modules/features that you have enabled, like Quotes or Commercial
proposals, Sales Orders, Interventions, Invoices, etc. Manage documents from dedicated menus or
directly from the third party sheet. Your prospects can be converted into customers
automatically when a Quote or Commercial proposal is accepted.

Follow-up your prospects, and your customers

List and filter your database based on any attribute, tag or status.
Send emails to your contacts directly from the application, using predefined email templates.
Reuse your prospect or customer database to send mass emails with the Mass emailing module

Export your database with the Export module to reuse your qualified records with other external
tools.
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https://www.dolibarr.org/57-documentation/features/215-billing-invoicing
https://www.dolibarr.org/57-documentation/features/230-interventions
https://www.dolibarr.org/57-documentation/features/223-orders
https://www.dolibarr.org/57-documentation/features/256-proposals
https://www.dolibarr.org/57-documentation/features/256-proposals
https://www.dolibarr.org/presentation-opportunities.php

Find all the events related to your prospects and customers, such as proposal creation, invoice
validation, and many other events using the events recorded automatically as per the settings
configured in the module Agenda

s »
Home  Third parties  Products/Services Commercial £ sh Projects HRM Tools Point of sale  Documents Agenda
/\ gyBIg 2 Third party Card Prospect/Customer  Projects )  Related items  Bank accounts Margins Notifications Notes  Linked files B
ompany
Evenis/Agenda
ch v
Company Corp 1 Backtolist < >
Third party @ @ 21 Green Hil street, Los Angeles, 75500, United States cpen @
Mew third party 2 ., 144123456
i & Comm e com 1 .
List . companycorpl@example.com o' hitp//companycorp1.com
List of prospects S} corpi L .
New prospect
List of customers Created by L Albert Einstein
N 1
ew customer Creation date 07/10/2010 06:35 PM PHP Time (server) / 07/10/2010 04:35 PM Client time (user)
List of suppliers - .
New supplier Modified by L Alice Adminson
Latest modification date 05/12/2017 11:06 AM PHP Time (server) / 05/12/2017 09:06 AM Client time (user)
Contacts/Addresses
Mew contact/address
List
Create event
Prospects
Customers
Suppliers Events about this third party
Other Ref.  Label Date Type Owner Status
Custo./Prosp. categories
v Q
New tag/category
Contacts tags/categories © 327 Email sent by MyBigCompany To Einstein 05/12/2017 01:53 PM  Automatically inserted events A Alice Adminson
New tag/category - ) )
© 318 Proposal PR1702-0029 validated 02/16/2017 01:46 AM  Automatically inserted events il PR1702-0029 A Albert Einstein
Suppliers tags/categories P
New tag/category 282 Order COT001-0023 validated 02/16/2017 12:05 AM  Automatically inserted events i coroo1-0023 A Alice Adminson
© 270 Order CO7001-0011 validated 02/16/2017 12:05 AM  Automatically inserted events i coroot-0011 A Alice Adminson
Dolibar2.0.2 © 268 Order CO7001-0008 validated 02/16/2017 12:05 AM  Automatically inserted events 4 coroot-0000 & Alice Adminson
© 16 Sociéte Mon client ajoutée dans Dolibarr 07/10/2010 06:35 PM  Other AL Albert Einstein
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Opportunities

4. Create and follow all your leads/commercial opportunities

Create your Lead/Opportunity

Create your lead or opportunity.

Include predefined products to save you time, or enter full content manually. Attach any external
document.

If predefined fields do not match your needs, add your own custom fields of any type (string, amount,
date, checkbox, combo list, ...) to the form.

" a P | - | B= B= o] e O - = ¥ Alice
Home Agenda | Third parties Producls | Services = Commercial | Billing / Payment | Accountancy =Bank/Cash Projects HRM Tools Documents | Point of sale -0
/ﬁ\ ggg\lgany B Project Project Project contacts @)~ Overview Notes Linked files @B Tasks @B Gantt @ EvenisiAgenda
Search - PJ1607-0001 Back to list >
e

Projects = PROJALICE1 open @

New project Third party : £ NLTechno (The OpenSource company)

List

Statistics Visibility Project contacts Description The Alice project number 1

Tasks/activities Opportunity status Qualification Tags/categories

New task Opportunity probability 20 %

List

Statistics Opportunity amount 8,000 €

Start date - End date 07/30/2016 12:00 AM - ?

Time spent

Tags/categories Budget 5,000€

New tag/category Priority 3

Linked files Latest 10 linked events Create event See all
Doc template beluga + English (United St... Generate Ref. By Type Event Dates
i 5] PJ1807-0001.pdf 15406 Bytes tono0170125P B ©  {) %, Phone Call ha Bose 01/31/2017 08:52

240  Alice Adminson  call PM
[} : \. Phone Phone call with Mr 07/01/2016 10:00
237  Charle Commercy call Vaalen AM

Use your opportunities for a 360 degree view

Create your quotes as well as commercial proposals and send them by Email from within the
application. Enter events or setup reminders in the agenda. Link any data (events, quotes, orders, ...)
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to your opportunities, so that you can easily find all information from the past with respect to the
opportunity.

Define an amount and a probability for winning your opportunities, so that you can have an idea of
what will be your expected turnover (opportunity amount averaged with the probability)

- E ] a3 - f B B ™ N ol 2 - = ¥ Alice
Home Agenda | Third parties Products | Services | Commercial Billing / Payment Accountancy Bank/Cash Projecis HRM Tools Documents | Point of sale -0 =
n o
A8 mysig Fmm Frojects Area All projects v | Refresh
Company -
This view presents all projects (your user permissions grant you permission to view everything).
Projects Statistics - Opportunities amount of open projects by status Open projects by third parties Nb of projects
New project i i
B Prospection Others, not linked to a third party 2
List
’ Ml Qualification %2 Company Corp 1 1
Statistics B Proposal
Tags/categories Il Negociation FdIndian SAS 1
New tag/category Paniing £2 NLTechno 3
M Won
Ml Lost {2 Prospector Viaalen 1
Opportunities total amount (Won/Lost excluded) 12,000.00 €
Opportunities weighted amount (Won/Lost excluded) 2,680.00 €

Projects Draft Opportunity Opportunity
[ 1] Third party amount status Stz
& PROJ2 £3 Company Corp

2

Change the status of your opportunities into "Won" or "Lost". If the lead is won, you can also reuse the
project to create new tasks to begin and track the project execution.

Follow your open opportunities

List and display all your open or closed opportunities. Choose which information you want to see on
your lists. Filter and sort them based on any criteria.
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P

Home Agenda | Third parties = Prodi

IT] Projects (5) 25 ¥

This view presents all projects (your user permissions grant you permission to view everything).

Project tags/categories: +  Projects with this user as contact: v
Projects
New project Third parties with sales representative: v
List
Statistics ~-Only opport ¥ v QK

v v
Tasks/activities
- Opp. Opp. =

New task Ref. Label Third party Start date End date Opp. status amouni  probab,  Budget Priority Status = ||
List

[ PJ1607-0001 PROJALICET [ NLTechno 07/30/2016 Qualification 8,000.00 20% 5,000.00 3 Open . ]
Statistics

PJ1607-0002 PROJALICEZ [ NLTechno 07/30/2016 Won 7,000.00 100% 1 Closed -
Time spent

PJ1607-0003 PROJALICE2 [E NLTechno 07/30/2016 Won 3,550.00 100% 5 Closed ]
Tags/categories

: x ji E ificati 5 =]
Neawltagientbgary PJ1607-0004 Project Top X 8 Prospector...  07/31/2016 Qualification 4,000.00 27% open@® C

PROJ2 Project Two  [F2 Company C... 07/09/2010 Megotiation 60% Draft 7]

O Total 22,550.00 5,000.00

Analyze your performance

Use the predefined statistics pages to get useful information about your company or about the
performance of your sales representatives.

al 2

Home | Agenda Third parties Prod es Commercial Biling / Payment | Accountancy Documents | Point of sale

amm Statistics on projectsileads

atistics By monthiyear

MyBig
Company

Projects
New project Fiiter Nb of created projects by month
5
List Third party W 2015
Statistics - 4
W 2016
Tasks/activities Yoo 2016 ~ 5
New task
g Refrash 2
List S
Statistics 1
Time spent o
Year Nb of projects Opp. amount Average Opp. amount Weighted Opp. amount Jan  Feb  Mar  Apr  May Jun  Jul  Aug  Sep Oct  Nov Dec
Tags/categories
2016 4 22,550.00 5,637.50 13,230.00 Opportunities amount of projects by status
New tag/category
2015 ) o o o
E 2014 0 0 0 0
Won (10,5
2013 ] [} o 0
47%] {12,000.00 €}
2012 0 0 0 0 53%
2011 0 [} o L)
2010 B 0 o 0

Amount of opportunities by month

30000
2015
25000 | 2015

2016
20000 L
15000

10000
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Like any other data, export your Opportunities with the Export module, so you can reuse them with
third-party tools, or connect your existing Data analysis tool directly to the open database for Big
Data analysis.
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Quotes and Proposals

5. Create and send professional-looking proposals to your prospects and customers instantly...

Create your Quote or Commercial Proposal

Create your quote from your prospect/customer sheet, or just in one click by reusing a previous
proposal.

Include predefined products to save time, or enter the full list of products and services manually.
If predefined fields do not match your needs, then add your own custom fields of any type (string,
amount, date, checkbox, combo list, ...) to the form.

" 5 al a R B= B= o] O o *» - = ¥ Alice
Home Agenda | Third parties Products | Services Commercial | Billing / Payment | Accountancy Bank/Cash = Projecis HRM Tools Documents = Point of sale =0
£B5. wyni )
ﬁ cgmgany 8 Commercial proposal Proposal card | Contacts/Addresses Notes  Linked files @  Log
Search v %= PR1702-0028 Backtonst °¢ 2

Ref. customer [ :

Commercial proposals
Third party : £ Indian SAS (Other proposals)

Draft (needs to be validated)
Mew proposal

Project (& :
List
Statistics Dlstouns This customer has no relative discount by default. This Ameount (net of tax) 400.00 €
T L customer has no discount credit available.
Amount tax 0.00€
New order Date [ May 01, 2016
Amount tax 2 000 €
List .
Validity ending date ~ [4 May 16, 2016
Statistics Amount tax 3 000 €
Payment terms [# 30 days of month-end
Suppliers orders 7 Amount (inc. tax) 400.00 €
N i Delivery date E]
List Availability delay 4 Margins Selling price Cost price  Margin Margin rate
after order’
Statistics ¢ ! Margin / Products 400.00 000  400.00
Shipping method E]
Contracts/Subscriptions. Margin / Services 0.00 0.00 0.00
New contract/subscription Source B}
i Total Margin 400.00 0.00  400.00
s Payment type [# Debit payment order
Services
Interventions e
argin al
Newiirveriion Description Sales tax U.P. (net) Qty Reduc. Cost price rate  (net)
— @ COMP-XPA4548 - Computer XP4523 0% 100.00 4 0.00 nia 400.00 ¥ W
Statistics
Not a predefined entry of type A

Supplier proposals
# Predefined products/services to sell m{
New price request

List ® Souce 33 | %~ | Format CAKECONTRIB (123456789088) - Cake making contribution - 0 € Net of tax - 1 Menth

COMP-XP4523 (123456789055) - Computer XP4523 - 100 € Net of tax - Stock:110

Statistics =
B I US A-T |2 COMP-XP4548 - Computer XP4523 - 100 € Net of tax

Process your commercial proposal
The PDF of your commercial proposal is automatically generated and updated.

Send your quote or a selection of quotes via Email, directly from within the application. Use your
predefined email templates so you don't even have to type any text.
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Depending on the modules/features you have enabled, you can also convert your commercial proposal
into an order (module order), a contract (module contract), intervention (module intervention), invoice
(module invoice), or a combination of these. If the module margin is enabled, you can also review the
margin of your proposals.

Modify the status of your proposals to "Refused" or "Signed". Your prospects are converted into
customers automatically, as soon as a commercial proposal is signed.

Follow the status of your commercial proposals

List and display all your quotes. Choose which information you want to see in your lists. Filter and sort
them based on any criteria.

" a ad & 1 Be B ol a = °» - = ¥ Alice

Home Agenda  Third parties = Products | Services Commercial Billing / Payment | Accountancy Bank/Cash | Projects HRM Tools Documents = Point of sale =0 &

ﬁ\n,mg R List of commercial proposals (30) 25 v 1 2 ¥

Company
Third parties with sales representative: +  Linked to a particular user contact: v
Searc v
Including product/service with tag: v
Commercial proposals
New proposal
! v o X
List v
Drafts
Open Ref. R omer  Third party Date Enddate  Amount ("E"ﬂg; Author Creation date Status =
Signed (needs billing) R ¥ Ref. —
1 PR1702-0030 A £2 Magic Food Store 11/12/2016 11/27/12016 608.00 X demo 02/16/2017 01 Ref "
Not signed (closed) ef. customer
. L | Third party
Billed £ PR1702-0028 A £2 Company Corp 1 06/24/2016 07/09/2016 720.00 o 021672017 O .
aeinstein City
Statistics Zip Code
# PR1702-0028 ‘= £% Indian SAS 05/01/2016 05/16/2016 40000 % demo 02/16/2017 O P
Customer orders State/Province
# PR1702-0027 £% Indian SAS 07/23/2015 0B/07/2015 1,000.00 % demo 02/16/2017 0 Counfry
New order Third party type
List 1l PR1702-0026 £2 Magic Food Store 07/30/2015  08/14/2015 44000 & demo 02/16/2017 O ¥ Date P i
v
Statistics A PR702-0025 A 8 Swiss Touch 11272016 1172712016 30000 & ozrtera0t7 o) ¥ Enddate
aeinsiein ¥ Amount (net of tax)
Suppliers orders
1 PR1702-0024 A £ Indian SAS 04/03/2016 04/18/2016 710.00 % demo 02/16/2017 0 Amount tax
New arder Amount (inc. tax)
List & PR1702-0023 % Spanish Comp 07/09/2016  07/24/2016 1,018.00 aem.lstein 02/16/2017 D4Rt ey =
Statistics
# PR1702-0022 A £2 Generic customer 11/13/2016 11/28/2016 250.00 % demo 02/16/2017 01:46 AM Open @
Contracts/Subscriptions
New contract/subscription 1 Pr1702-0021 A ££ Dupont Alain 04/03/2016 04/18/2016 71500 4 demo 02/16/2017 01:46 AM open @
List 1 PR1702-0020 £ Patient Superlll 11/13/2016 11/28/2016 70.00 aem.lstein 02/16/2017 01:46 AM Draft
Services
E If l B
Interventions £ PR1702-0019 % Indian SAS 09/23/2015 10/08/2018 B89.00 aeinstein 02/16/2017 01:46 AM Open ([ ]
New intervention # PR1702-0018 A % Patient Superlll 11113/2016  11/28/2016 830.00 aem-'-stein 02/16/2017 01:46 AM open @
List
Statistics 1l PR1702-0017 A\ £ Dupont Alain 03/30/2015 04/14/2015 200.00 % demo 02/16/2017 01:46 AM Open @

Analyze your performance

Use the predefined yet dynamic statistics pages to get useful information about your company or
your sales representative's performance.
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Home Agenda  Third parties = Prodi rvices Commercial i Tools Documents = Point of sale

ﬁn MyBig a Commercial proposal's statistics

Company
Statistics By month/year

Commercial proposals

Filter Number by manth
New proposal
B
st Third party . 205
Drafts
W 206
Open Created by . 4
Signed (needs billing) 3
Mot signed (closed) Status b s
Billed
Year 2016 v 1
Statistics I
)
Customer orders Refresh Jan Feb Mar Apr May  Jun Jul Aug Sep Oct  Mov  Dec
New order
Amount by month (net of tax)
List
3000
liehey) Year Number of commercial proposals % Total amount % Average amount % 2500 I 2015
Suppliers orders W 2016
2016 17 89 8,159.00 110 47994 1 2000
New order -
i 2015 9 0 388800 0O 43200 o 1500
Statistics fooo
500
Contracts/Subscriptions
e 1] ..
New contract/subscription Jan Feb Mar Apr May Jun Ju Aug Sep Oct Mov Dec
List
Services Average amount
ke " 2000
nterventions . 2015
New intervention
1500 i
List
Statistics anon (=]

Export your proposals with the Export module to reuse them with external tools, or connect your
existing BI suite directly to the open database for Big Data analysis.
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Sale Orders

6. Manage your customer or supplier orders.
Manage your order workflow and product stock according to your rules.

Create your Order

Create your orders from your customer sheet, or in a single click by reusing a signed proposal or
contract to save time.

Include predefined products to save you time, or enter the list of products and services manually.
If predefined fields do not match your needs, add your own custom fields of any type (string, amount,
date, checkbox, combo list, ...) to the form.

¥ Alice
OS>
/ﬂ\\ MyBig |8 customer order oOrder card Cor Notes Linked files Log
Company
Search - CO7001-0027 Backtomst < >
Ref. customer [4 :
o 4 - Delivered .
Bookmarks b Third party : £8 NLTechno (The OpenSource company) (Other orders)
Project [ &
Ll My dashboard
DS This customer has no relative discount by default. This Amount (net of tax) 50.00 €
# setup customer still has credit notes for 12.00 Euros.
Amount tax 0.00€
CompanyiOrganisation £k Date 02/23/2015
Modules/Applications Planned date of Amount {ax2 000
. =
Menus delivery Amount tax 3 0.00 €
Displa:
= Shipping method |4 Catch Amount (inc. tax) 50.00 €
Translation
Payment terms Z Due Upon Receipt ) ) )
Default values - Margins Selling price Cost price Margin Margin rate
Widgets Payment type [
Margin / Products 50.00 0.00 50.00
Alerts
Security Curency EUR - Fuwos Margin / Services 0.00 0.00 0.00
Limits and acouracy Curmncy. corversian rate;. 1 Total Margin 50.00 0.00 5000
PDF Avallability delay E]
Emails o ’ -
annel one campaign
sMs = paigi
Dictionaries Incoterms =
Other setup
EE Admin tools uP ) Margin  Total Total (net
Description Sales tax U.P. (net) (currency) Qty Reduc. Cost price i (net) M"m"hll:

Process your Order
The PDF of your order is automatically generated and updated.

Send your order acknowledgement by Email directly from within the application. Use your
predefined email templates, so you don't even have to type any text.
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Depending on the modules/features you have enabled, you can also convert your order into a contract
(module contract), intervention (module intervention), invoice (module invoice) or a combination of
these. If the module margin is enabled, you can also review the margin on your orders.

If you decide to manage shipments, then you can close your orders automatically when all the

shipments are completed. Depending on your setup, if you need to manage stock, your stock may also
be automatically increased or decreased as applicable.

Follow the status of

your open Orders

List and display all your orders. Choose which information you want to see in your list views. Filter
and sort your lists based on any criteria.

® & a2 & R B B

Home Ageni Thid Produ Comr Billing Acce

[o IENFL - " B I ]

Bank/ Projei HRM Tools ECon Docur Memt Monit aaa

- e B B 3

Webs Filenm SellYt Point

A MyBig ﬁ List of orders (67) 25 v 1 3 )
Company
Third parties with sales representative: - Linked to a particular user contact: v
Search -
Including product/service with tag: -
Bookmarks -
v LI - §
Commercial proposals M M
New proposal
prop Refa Ref. order for Third party Order date Planned date Amount (net Status  Billed =
List customer of delivery of tax)
Statistics 4 co7oo1-0050 A A 100000019 3 Customer 1 Customer last  01/10/2018 01/10/2018 500.00 In process @ No
Customer orders 4 coroo1-o0as A A = 100000018 £2 Customer 1 Customer last ~ 01/10/2018 01/10/2018 500.00 In process @ No
MNew order P df
3 coroot-aoas A| & PrevevP r 73 Customer 1 Customer last  01/10/2018  01/10/2018 500.00 inprocess ® Mo
List Download pdf
Draft 4 co7001-0047 A A& 70000001 g2 Customer 1 Customer last  01/10/2018 01/10/2018 500.00 In process @ No
Validated
1 co7001-0046 A A 100000011 £2 Customer 1 Customer last  10/30/2016 10/30/2018 5,250.00 In process e No
In process
Delivered 4 coro01-0045 A A 100000015 £2 Prénom Nom 01/10/2018 01/10/2018 50.00 In process @ Yes
Canceled
4 CO7001-0044 100000013-1 £3 Prénom Nom 01/10/2018 01/10/2018 45.00 Canceled No
Statistics
4 CO7001-0043 = 100000013 £3 Prénom Nom 01/10/2018 01/10/2018 150.00 Canceled Mo
Suppliers orders
New order 4 coroot-0042 A A 1000000111 T3 Customer 1 Customer last ~ 11/23/2018 11/23/2016 3,465.00 Validated [ ] No
List 4 coroo1-o041 A A 100000005 £3 Customer 1 Customer last  06/08/2016 06/08/2016 210.00 In process L4 No
Statistics
1 CO7001-0040 100000006 £3 Customer 1 Customer last  05/27/2016 03/27/2016 230.00 Processed Yes
Contracts/Subscriptions

Analyze your sales or delivery performance
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Use predefined and dynamic statistics pages to get useful information about your sales

representative's

® & 4 &

Home Agem Third Produ C

omn  Billing

performance.

B T U R O |

# m

coi Bank/ Frojer HRM Tools ECon Docur Memt Monit asa

. (B

Webe  File n

ﬁua

i
Cgmgany
Search

Bookmarks

Commercial proposals
New proposal

List

Statistics

Customer orders
New order
List
Draft
Validated
In process
Delivered
Canceled

Statistics.

Suppliers orders
New order

List

R Order's statistics

- Slatistics By month/year
Filter Number of orders by month
Third party - 8 M 2016
. 2017
Crealed by v
Status v -
2
Year 2017
. | m
Refresh Jan  Feb Mar  Apr  May Jun  Jul  Aug  Sep Oct Nov Dec
Amount of orders by month (net of tax)
Year  Number of orders %  Total amount %  Average amount % 6000 | 2016
2017
2018 9 -95 2,050.00 -60 41000 -1
4000
2017 1 -61 5,082.00 -66 462.00 -13
2016 28 833 14,920.00 12874 53286 1290 2000
2015 3 0 115.00 0 38.33 0 | rj_ |_|
0 | e I
Jan  Feb Mar Apr  Mav Jun  Jul  Aug  Sep Oct Nov Dec

Export your orders with the Export module to reuse them with third-party tools, or connect your

existing BI suite directly to the open database for Big Data analysis.
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Contracts and Subscriptions

7. Manage customer/supplier contracts and subscriptions.
Generate recurring invoices of subscriptions automatically.

Create Contract with subscribed services

Create your contract from your prospect/customer sheet, or just in one click by reusing a proposal or an
order.

Include predefined products/services to save your time, or enter the full list of products and services
manually.

If predefined fields do not match your needs, add your own custom fields of any type (string, amount,
date, checkbox, combo list, ...) to the form.

A PDF of your contract is automatically generated and updated.

® & 4 & R B2 Be SOS R B OF M OE e e 6 =

Home  Agenda  Thirdp... Product... Comme... Billing/... Accoun... BankiC... Projects HRM Toals. ECom... Docum... Members Monitori... aaa Websites ~ Filema... SellYou... Fointof..

ﬁ 'Cdgralgany 4 contract Contract card Contacts/Addresses ( Info instance Backup Restore/Upgrade Users Notes Linked files Log
Search - CT1712-0004 Backtolist € >
o
Ref. customer |4 : abc
s 3 - 2 Services: 0 2 . 0 . 0
Bookmarks ¥ Ref. supplier [&:
Third party : {8 SweetCustomer

Commercial proposals Fojoct I
New proposal
i Discount This customer has no relative discount by default. This customer has no discount credit available.
Statistics Date |4 12/05/2017 06:54 PM
Customer orders =

Service #1 Sales tax U.P. (net) ~Qty Reduc.
New order {currency)
List £) DOLICLOUD-...K-Dolibarr - Instance Dolibarr ERP & CRM 0% 0.00 0.00 1 E] [ ]
Statistics Planned start date: 12/30/2017 - Planned end date: 12/30/2018

Status of service: . Running, not expired @
SUPPLICTRCICES Real start date: 12/05/2017
hlew;oraer Service #2 Sales tax UP. (net) UP oty Reduc
List {currency)

< i 20% 108.00 0.00 1
St £ Additional users ER |

Planned start date: 12/30/2017 - Planned end date: 12/30/2018
Contracts/Subscriptions status of service: @ Running, not expired ®

New contract/subscription Real start date: 12/05/2017

List

Services Send by EMail Modify Create Order Close all contract lines

Services not active

Running services
Change the status of your services ("Running", "Disabled") and update the end date at any time. Attach
notes or files to your contract.

Convert your customer contract into one-time invoices or recurring invoices
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You can convert your contract into one or several invoices. If your contract is supposed to track a
recurring service, then convert it into a recurring template invoice: Define the frequency, amount,
date of the first invoice and/or a maximum number of invoices to generate. Your template invoice will
be pre-filled with the data of your contract services, and the invoices will be generated automatically.

A 08 A R AL SRR R MRE e @ S

Home Ageni Thid Prodt Comn Biling Accol Bank/ Projsi HRM Tools ECon Docur Memt Monit asa Webs Filem SelYt Foint

ﬁ MyBig @l Tempiate invoice Invoice card
Company
- - . Backtolist <
Search v Template invoice for CT1712-0004 3
e - g Third party : 8 SweetCustomer Active .
st bl Project [4
Customer invoices e %
Author Alice Adminson A Recurrence
New invoice
List Amount {net of tax) 40.50 € Frequency |4 Every 12 months
List of templates Amount tax 0.00€ Date for next invoice generation |4 1243002017
(= it
S Amount (inc. tax) 40.50 € Max nb of invoice generation Ej
Reporting
Statistics Payment terms (4 Due Upon Receipt Status of generated invoices |4 Draft (needs to be validated)
P it Strij
Supplier invoices Symentpe i stipe
Nb of invoice generation already done 0
New invoice Note (public) 4

Date of latest generation

kit Note (private) £}
Payments
Bank Account Number |4
Reporiing =
Statistics Doc template 4

Billable orders

Total
Description Sales tax U.P. (net) Qty Reduc.
Donations (net)
1 DOLICLOUD-PACK-Dolibarr - Instance Dolibarr ERP & CRM 0% 45.00 1 10.00% 4050 4 W
Special expenses
Socialfiscal taxes Not a predefined entry of type .

A link is maintained between your template invoice and your contract so that any invoices generated
will also be linked to the contract.

You can change, at any time, the content of your contract or the content of your template invoice and
the way you will bill your customer without having to break this link.

Follow and manage your contracts and services

Check which service is expired or is about to be expired. Renew your contract/service before the end
date or close them if required.
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File ma. .. You... Pointof..

ﬁ\mymg ﬁ List of running services (5) 52 .
Company

Including product/service with tag: -
Search b

Contract Service Third party Real start date Planned end date Status =
Bookmarks g

M M Running LI - §
= =

Commercial proposals

d ‘ .
New proposal = :

prop: CONTRACT1 & CAKECONTRIB - Cake making cont... #% Spanish Comp Nov 14, 2017 Draft

List
Statistics d CONTRAT1 ] CAKECONTRIB - Cake making cont... E2 Teclib Jul 10, 2010 Feb 13, 2017 A Expired .

d cTi712- £ DOLICLOUD-PACK-Dolibarr - Instance g ;
Customer orders 0004 Dolibar... SiealClishamar Dec 05, 2017 Dec 30, 2017 A Expired L4
e e dcTi712 ]

el =z e g F
List Goaa @ additional users i — Dec 05, 2017 Dec 30, 2018 Not expired @
Stitctes d cT1712 £ DOLICLOUD-PACK-Dolib Instal

g - - -Dolibarr - Instance :

0005 Dolibar... ga Dedad 2017 Not expired @
Suppliers orders
New order
List
Statistics
Contracts/Subscriptions

New contract/subscription
List
Services

Services not active

Running services

Export your Contracts and Services along with their status with the Export module to reuse them with
third-party tools, or connect your BI suite directly to the open database for Big Data analysis.
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Help Desk | Tickets

8. Manage a help desk / follow issues.

A portal for your partner or customers to report tickets or issues
Text soon available...

Follow and answer tickets

Text soon available...

Create tickets automatically from emails

Use the module Email Collector to scan input mailboxes and create tickets automatically.
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Employees and Users

9. Manage your users, user groups, and permissions

Create your employee/user accounts

Create user accounts for your employees (internal users) and/or for your customers, suppliers, or
partners (external users). Creating an account for your employees will allow them to access data in
Dolibarr and to interact with all the application features such as Third parties, Business documents, and
other applicable modules according to the access control permissions that have been defined.

Creating a user only requires saving a name, a login name, and a password. Many other options and
data can be set, such as job position, gender, notes, attaching external files, status etc. You can also

set a user color so that you can identify user events easily on the agenda module.
* a m wl & 3 Be 8= & = » E| » - L]

Accueil  Agenda Adnerents  Tiers  Produits | Services Commercial Faciuration | Paiement Banques | Caisses Comptabilit¢ Leads | Projects  GRH Outils  Ticket Documents Websites DoliCloud Point de Vente

/'?} MymIg i A utilisateu Fiche utilisateur ~ Permissions Interface utilisateur  Import calendriers externes  Notifications  Configuration Google Note defrals  HR et banque Note
Fichiers joints Suivi
Rechercher

Marque-pages - Retourliste € >
Alice Adminson
|l Mon tableau de bord testidrd@dolicloud.com Actif .

# Configuration

Societa/Organisation Identifiant admin Couleur de I'utilisateur
Modules/Applications Motdepasse ~  TTT™T Tags/catégories
Menus . . . .
Administrateur oui & Derniére connexion 26/10/2018 14:35
Affichage
N Type Interne Connexion précédente  26/10/2018 13:25
Valeurs/Filtres/Tri par défaut Genre Femme Environnement Toutes les entités
Wiagets salarie oui aaa
Alertes
oo Responsable hiérarchique & Zack Zeceo Lien tiers / contact Cet utilisateur mest ni un prospect, ni un client, ni un fournisseur
Limites et précision Posteffonction Admin Technical Lien adhérent Utiisateur non lié & un adhérent
PDF
Tarif horaire moyen 50,00 € sSignature Alice - 123
Emails __USER_LASTNAME
sus Tarif journalier moyen " MYCOMPANY NAME
Dictionnaires. sSalaire
Divers

Heures de travail (par

_ semaine)
£ outils d'administration

Date d'embauche
& utilisateurs & Groupes
End date of Employment
Date de naissance

Compte comptable

ENVOYER EMAIL MODIFIER

Define the hierarchy of your employees/users

Set the hierarchy of your employees, so that when filling in leave requests, expense reports, and in
other respective modules, the supervisor of the employee will be notified to validate the request.
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\\ﬁ List of users (Hierarchical view) List view

Hierarchical view O unde expand | 3 Expand all Status

v QX

- fi Laurent Destailleur (Idestailleur)
=4 Zack Zeceo (zzeceo)
=] Alice Adminson ¥ (admin)

22, Charle Commercy (ccommercy)

-2, Bob Bookkeeper 2 (bbookkeeper)
- David Doe (demo)

=-4 Sam Scientol (sscientol)
-3 Pierre Curie (pcurie)

& Marie Curie (mcurie)

- [@ Albert Einstein (aeinstein)

EEEEEEXEEEEN

Define an hourly rate for each of your employees

Define an hourly rate for each employee, so that if they use the timesheet feature, their time spent will
be converted into a value in your currency. If you use the module Project, you will be able to see the
cost applicable for the time spent by your employees as part of the profitability of your projects.
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Set an user e-mail and a nice corporate email signature

Saving an e-mail address on the user's card will allow the user to send emails from within Dolibarr.
Their signature will be displayed in each email sent from Dolibarr.

Set permissions for your users or groups

You can prevent users from having access to certain Dolibarr features and confidential data by defining
appropriate user permissions on the user card's 'permissions' tab.

If you have a lot of users, then you must consider creating user groups, define permissions on those
user groups, and assign users to those groups.

Personalize the display for each user

Each user can personalize the environment, including language, theme, entry page, and also the
dashboard.

Leave requests, expenses reports, and timesheets

Depending on which applications and enabled and which permissions have been assigned, users will
have the ability to create leave requests, expense reports, and timesheets. L.eave requests and expense
reports will have to be approved by the user's supervisor, who will be notified via email when a leave
request or expense report is submitted by the user.
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Expense Reports

10. Let your employees record their expense reports. Approve and follow their payment.

Expenses reports feature offers a workflow to let your employees make their expense report. The
manager will receive alerts to refuse or approve the expense report. You can also follow if it has been
paid or not.

Expense report requests

Let your employees fill in their expenses reports. A permission system tell who can and can't record

such requests.

Join any files (proof of purchase, receipts, bills, ...) to the expense report.
t a al o B Be E o = - L ]

Home Agenda Third Parties Producis | Services Commercial Biling | Payment Bank | Cash Projects  HRM Tools  Members Pointofsale Websites Incidentticket Documents SellYourSaas

/"0\“- MyBig A Expensereport | Card  Linked files Notes Log
Company

S Backtolist <

ADMIN-ER00002-150101

Bookmarks - Dratt
Leaves
New User {) Alice Adminson Amount (net of tax) 58.33€
List Pericd From 01/01/2015 to 01/03/2015 Amount tax 1.67€
Balancs of |

alance ofleaves Validation date 01/22/2016 07:06 PM Amount (inc. tax) 60.00 €
Monthly statement

User responsible for
., P £ Alice Adminson A Payments Date Type Bank account Amount
approval

e w1 02/16/2017 Check 5.00
New w2 02/16/2017 Check B LuxBAC 1.00
List

orart Already paid: 5.00

Validated Amount claimed: 60.00

Approved

Remaining unpaid:
Paid 'g unp 54.00
Canceled
Line . UP. (inc Amount (netof  Amount (inc
Refused
. Date Project Type Description Sales tax = aty 3 =
Statistics
1 01/01/2015 & PROJ Lunch 20% 10.00 1 833 1000 & M@
Time spent
2 01/08/2015 B PJ1607-0003 Transportation  Taxi o Paris 0% 50.00 1 50.00 000 &
Date Project Type Description Sales tax ue (";'; aty
. 806 (C+8-12) v 1 Add
y
MODIFY VALIDATE AND SUBMIT FOR APPROVAL CLONE DELETE

Finbad filae

Define the type of expense reports in the dictionaries, so you will be able to have accurate statistics. If
you use the module Accounting, each type of expense may be dispatched into a different accounting
account.

Link expense reports to your lead/projects and retrieve them in the project overview.

Validate and send e-mail for approval
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Validate your expense report for approval. An E-mail is generated automatically and sent to the
employee supervisor.

Approve the expense report

As a manager, find all the expense reports waiting for your approval, and validate or refuse them.

#* a l I3 1 s da < ® m = - E » [
Accueil Agenda Tiers Produits | Services Commercial Facturation | Paiement Banques | Caisses  Projets GRH Outils Adnérents  Point vente Websites Ticket Documents  SellYourSaas
/d\ MyBig Liste des notes de frais (3) 25 v NOUVELLE NOTE DE FRAIS @
Dl company
v v valige v QX
Rechercher -
N Ref. Utiisateur Date début~ Date fin Date validation ~Date approbation Montant HT ~ Montant TVA  Montant TTC Etat =
Marque-pages -
i ER1808-0002 = Alex Boston 02/02/2017 02/02/2017 24/08/2018 50,00 0,00 50,00 valide @
Congés
2 ER1808-0001 1 = 4 Alice Adminson 01/02/2015 28/02/2015 24/08/2018 141,67 28,33 170,00 Valiae @
Nouveau
Liste 2] ADMIN-ER00002-150101 ] *= ’ Alice Adminson 01/01/2015 03/01/2015 24/08/2018 16/02/2017 58,33 167 60.00 Valide [ ]

Solde des congés Total 250,00 30,00 280,00
Etat mensuel

Voir historique modi.

Notes de frais

Nouveau

Liste
Brouillon
Valide

Approuve
Paye
Annulé

Refuse the expense report or approve it. And let your employee know why an request was refused.

Pay the expense report

Follow which expense report was payed or not.

Export data

Use the export wizard to export all the data required by your bookkeeper or by any payroll
providers.
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Leaves

11. Allows your employees to make leave requests.
Once the leave request is approved, the system automatically decreases the leave balance.

Define different types of leaves/holidays

According to your country and its laws, define all the types of leaves and define how the leave requests
are managed.

Q=
Code Label Manage a counter Notice period New by month Country Status
LEAVE_OTHER  Other leave (] 0 0.00000 () & o
LEAVE_PAID Paid vacation 1 7 0.00000 () v o
LEAVE_SICK Sick leave (] 0 0.00000 () s o
LEAVE_PAID_FR  Paid vacation 1 30 208334 FR - France (@)) s o
LEAVE RTT FR  RTT 1 7 0.83000 FR - France 0 s o

Create a leave request

Give your employees the permission to create their own leave requests.
M & B & 3 BB B S R E P = @ S S

Hom Ager Mem Thirc Prod Com Billin Banl Accc Leac HRM Tool: Ticke Doci Web Doli¢ Poin  Poin

ﬁ\ MyBig A | cave card Linked files

Company
Creei - Back tolist £
A HL1810-0002
Bookmarks v Awalting approval
Employees
User 6 Alice Adminson Requested by e) Alice Adminson
New employee
Lt Type Sick leave will be approved by ) Alice Adminson
Start date (First day of vacation) 10/25/2018 Moming Creation date 10/25/2018 11:59 AM
Leave
New End date (Last day of vacation) 10/25/2018 Afternoon
List Number of days of vacation 5
Draft consumed
Awaiting approval Description
Approved
Cancoted APPROVE REFUSE CANCEL
Refused

Balance of leave
Monthly statement

View change logs

Expenses reports

MNew

List

Approve or refuse each leave request
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As a supervisor, you will receive an e-mail which contains a direct link to the leave request record
of your subordinate. You can use the link to navigate into the system and accept or reject the leave
request. The employee will get a notification informing him or her about the status of the leave request.

Analyze and update the balance of leave/holidays

The application will update automatically (or not), the balance for each type of leave/holidays.

List and filter leave requests

List and filter all leave requests according to their status, date, employee, or any other property.
Export your data into text files.

Get a monthly statement of leave requests.

As a Human Resources manager, edit the balance of each user, for each type of holiday or leave, at
any time.

Track leave requests and remaining leave/holidays

As an employee, consult the status of all your leave requests and your balance of remaining

leave/holidays.
®* a ®m 4 & B3 B B B & S R H # = @ = =

Home Agenda Memb... Third... Produ.. Com... Biling... Bank|... Accou... Leads.. HRM  Tools  Tickst Docu... Websi.. DoliGL.. Point... Point..

ﬁ glg.alga"y L use User card Permissions User display setup Import external calendars GlickToDial Notifications SKin editor Google setup Expense report

HR and Bank Note Linked files Log
Search

i X Backtolist € 3
Alice Adminson
Employees ! testldrd@dolicloud.com Enabled @

New employee

List
Leave balance is 15 days.
Leave - Paid vacation: 15
New
List MAKE A LEAVE REQUEST

Balance of leave
Monthly statement

View change logs

Alice Adminson (All entities) + - v v X

Expenses reports M M M
blaw Ref. Creationdate  Employee Approbator Type c“"SUD“?ey: Start date End date Status
List
Sl ;"‘m:‘“m"’ 101252018 @ Alice Adminsan @ Alice Adminson Sick leave Tdays  TREAEOLS 1902018 Refused

A HiL1s1o- 10/25/2018 10/25/2018 .

10/25/2018 Alice Adminson Alice Adminson Sick leave 1 days

pects [« [ y aekeic artie Awaiting approval @

;;;“503’ 03/20/2018 €@ Alice Adminson @ Alice Adminson Sick leave 1days: (TXEEOL oo Approved

Al 158 03/20/2018 (G Alice Adminson @ Alice Adminson Sick leave 0.5 days mf‘a”ﬂ?'g ouazEo1d Canceled

A 157 03/20/2018 € Alice Adminson @ Alice Adminson Sick leave 4 days U?"‘_‘”Z_u'? 03’ 1_9’ 2‘_’_“3 Approved

i 155 03/20/2018 @ Alice Adminson @ Alice Adminson Sick leave 2 days 0?{2?/2“015 ofucln‘t.zom Approved

# 154 02/09/2018 (G Alice Adminson @ Alice Adminson Other leave 1days D%QD?QHD!B O2E01D Approved
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Timesheets

12. Enter the time spent on user-friendly timesheets. See the impact on the project's profit.

Fill your timesheet using the interface that suits your needs.

Several solutions are available to enter your timesheets, from a weekly grid, to a daily grid and
monthly grid...

® & W A & 3 B2 @ B RE # = &8 8 =

Hom Ager Mem Thirt Prod Com Billin Bank Accc Le HRN Tt Doct Web Doli¢ Poin  Poin

/ﬁ\\ MyBig % Time spent Input per week Input per day

Company

This view is limited to projects or tasks you are a contact for. Only open projects are visible (projects in draft or closed status are not visible).

Searct v Only tasks assigned to you are visible. Assign task to yourself if it is not visible and you need to enter time on it.
Bookmarks - < 2018, Week 43 » (Today)
~  Task executive v Assign task to me o Refresh
Leads | Projects
User Alice Adminson (All entities) ~ Project Third Party

New lead or project

List Q B

List open leads

List open projects Task Planned Declared Time spent STS: Mon Tue Wed Thu Fri Sat Sun
workicad  progress  (Everybody) 10/22118 10/23118 10/24/18 10/25M18 10/26/18 10/27/118 10/28/18
Statistics (Alice)
Tags/categories Total - Expected worked hours per week: 0 05:00 08:00 09:00 06:00 07:00 00:00 00:00 35:00
[EBEks/achivities = PROJ1 - T2 Company Corp 1 - Project One
New task !3
List [reiciuo00s 10:00 0% v 02:30
Analyze
Statistics ™
TK1810-0003 0500 25% v 03:00 01:00
Specification
Time spent
B TK1810-0002 - 0% ¥ 01:00 —— 500 6:00 6:00
Development
 Ti1810-0004 86:00 0% v 7:00
Tests
4 RMLL - Project management RMLL
o 02:00 03:00 06:00
- 0% 19:00  19:00
Heberger site RMLL M
Total - Expected worked hours per week: 0 05:00 08:00 09:00 06:00 07:00 00:00 00:00 35:00

Save

Input per week
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Home Agenda Memb... Third... Produ... Com... Biling... Bank|... Accou... Leads... HRM Tools  Ticket Docu.. Websi.. DoliCL.. Point... Point.

B8 wysi Time spen
u Cgmgany % Time spent Input per week Input per day

This view is limited to projects or tasks you are a contact for. Only open projects are visible (projects in draft or closed status are not visible).
Only tasks assigned to you are visible. Assign task to yourself if it is not visible and you need to enter time on it.

Search -

Bookmarks v £ Friday 10/26/2018 » (Today)
~  Task executive v Assign task to me B Refresh
Leads | Projects

New lead or project User  Alice Adminson (All entit... ~ Project Third Party

List Q =

List open leads

Planned Declared Time spent  Time spent
List open projects Task ortoes i Wbﬁﬂ 1 Npl‘:e) Start hour Duration Note
Statistics
Total 08:00
Tags/categories
& . _ Proj
Taskslactivities B PROJ1 - §  Company Corp 1 - Project One
New task % TK1810-0001 ’ o ; ; 1 ) " Reading
Analyze 10:00 0% v 03:30 01:00 00 v:00 + 01:00 + 3‘ - documentation
List A
Statistics
Meeti ithe
?ﬂffm?mm 05:00 5% v 03:00 01:00 00 v: 00 ¥ + 4 eeting marathon
Time spent pecification e A
H Tk1810-0002 - 0% v 01:00 —i 00 v:00 v +
Development Y
% TK1810-0004 88:00 0% v i~ 00 v:OO v +
Tests £
[4 RMLL - Project management RMLL
LB
- 0 % 19:00 19:00 00 v: 00 +
Heberger site RMLL ° M M M p
Total 08:00
Save

Input per day
or from the project , or from a specific task...

Enter the progress (optional) at the same time that you enter the time spent on a task.

See the impact of time spent on the project's profit

If an hourly rate has been defined for the user on his or her user record, then the time spent is
automatically converted into your currency and this is included into your project's profit overview.
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Home Agenda Memb... Third.. . Com.. Biling... Bank|... Accou.. Leads.. HRM  Tools  Ticket Docu.. Websi... DoliCL.. Point... Point..
/ﬁ\ lc’lgalgany B Project Project Project contacts £ Overview Tickets Notes Linked files Tasks Time spent g
Search - PROJ1 Backtolist £ >
= Project One & .
CORMAH - 3 : n
Bookmarks Third Party : & Company Corp 1 (alias) Pe!

Ll My Dashboard .
Visibility Project contacts Description

& Setup Lead status Tags/categories
Company/Organization

Lead probability
Modules/Applications

Mo Lead amount
Display Start date - End date  07/09/2010 - ?
Translation Budget
Default values/filtersisarting
Widgets
Alots From Elto [#] | Refresh
Security
Limits and accuracy Profit
PDF

Element Number Amount (net of tax) Amount (inc. tax)
Emails
SMsS Customers invoices 5 5800.00 801.65
Dictionaries

Expense reports 1 -8.33 -10.00
Other Setup
o Time spent on tasks 4 -693.50 -832.20
£ Admin Tools

Profit 19817 58.45
& Users & Groups
List of the commercial proposals related to the project Select element b Link to element | Create proposal @

Analyze and Export your timesheets

Use the Export module to export the timesheets of users and projects.
Review the predefined reports, or connect your data analysis tools directly to the database in order to
perform an accurate analysis of your projects.
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Recruitment

13. Define your job positions, publish them, track applications.

The module recruitment is designed to manage the recruitment of your new employees.

Define Job positions

Enter the information for your new job positions.

Publish your open job positions

A public page is available to publish all your job positions.

Manage the recruitment process

Record all applications, follow and update the status of each applications.

Record applications automatically with the Email Collector

You can setup the Email collector module to automatically create applicants and record all applications
for a job position.

All emails exchanged during process can also be collected and linked to the application.

Membership management

14. Manage the memberships of an association or a foundation.
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CMS - Websites

15. A CMS module to build your Website in few minutes.

Build your company's public website or private intranet quickly and reuse all the information
available in your ERP to make your website dynamic.

Create your website

Use existing website templates to save you precious time, so you can get your website ready in just a
few seconds.

Or, create a website and build the page content from scratch using the website editor. You don't need
any technical knowledge to use the website editor. However, if you are an experienced developer or
webmaster, then you can use the HTML and CSS embedded editor to build a fully custom website.

You can export, clone and import a full website in just a few clicks.

Use the container/page architecture to organize content

Organize pages or content into containers. Include any container/page into other containers/pages. For
example, you can have a top-level container to define the template of a website that includes a
container for your header, another one for your footer and another one for the main content. There is no
limit on the number of levels for embedded containers/content, so you have a more powerful and more
flexible CMS than any other traditional CMS like Joomla, Wordpress or Drupal, in which case the
position of the content is defined by a template.

Test your website with no need of any external web server

Dolibarr includes its own web server, so you can preview your website content without the need to
install a web server.

Include dynamic content on your website

Because the website is integrated into your ERP system, you can include any data coming from your
ERP system easily. All the objects required to read your data are available automatically and can be

accessed and manipulated using PHP code snippets that you can embed into your web pages/containers
whenever you need them.

Serve your website with your own server like Apache or Nginx
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Once your website is ready to be online, just create a virtual host in your favorite web server like
Apache, Nginx, or other server that points to the directory where your website pages are generated and
your website is running, including dynamic content provided by your ERP, even if your ERP is not

exposed to the Internet.
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eCommerce

16. Sell online with your own E-commerce platform or use the embedded E-commerce
CMS.

If you use an external eCommerce solution

If you have an online shop/eCommerce platform, you can synchronize it with Dolibarr ERP and CRM
by using external synchronisation modules. You may find external modules developed by third parties
on www.dolistore.com for most major Open Source E-Commerce solutions.

Most eCommerce solutions are fully or partially supported, such as Prestashop, Magento,
OsCommerce, Woocommerce, OpenCart, etc.

If you use the embedded eCommerce solution
In the future, Dolibarr will provide its own eCommerce module, so you won't need to install any

integration and synchronisation services between your ERP and your eCommerce platforms. The
integration will be readily available in the box. The tentative date of availability is: the end of 2022.
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Point Of Sale (POS)

17. Use TakePOS, the latest generation of Point Of Sale system, to record orders or
payments in your shop, bar, or restaurant

A touchscreen POS

Dolibarr provides a POS interface (Point Of Sale) for traditional shops as well as for Bars and
Restaurants. All the features you need to manage a Point Of Sale with one or several POS terminals is
provided by the module TakePOS.

@ Terminal 1-02/18/2021 & Currency M indianSAS  20:04 (&) Aice v

Products Réduc. Qe
D ©

History Free-text product

© Orange 0% 1

© Peach 0% b
@ Carrot 0% 1

© Chips 0% 1

Fruits Other Pies Vegetables Product P1

Manage Bars and Restaurants

Define your floors, rooms, and tables with a drag and drop interface. You can assign orders and
invoices to any given table on the floor.

Display a QRCode in your bar or restaurant, so your customers can access an interface for contactless,
self-order

This feature called "Auto Order" allows you to display a QR Code in your shop, bar, or restaurant so
that each customer, by scanning the QR code, can access a simple application and place the order
themselves.
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Automatic Stock update

You can set the application to automatically decrease your stock when an order is processed, so that
your stock is always up to date in real-time.

Make the cash fence of the day...

More documentation coming soon...
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Products and Services

18. Manage your product and service catalog, and your prices and margins

Manage your product and service catalog

Create and update your product or service catalog. You will be able to reuse the catalogs in all the other
features available in the application with one click (proposals/quotations, orders, invoices, and stocks).
Manage the sale or purchase status.

A lot of native data can be defined on the product and service cards such as sale prices, tax rate,
duration or dimension, cost price, accounts, accounting, stocks, notes or add your own
personalized custom fields.... Describe your products or services in any language of your choice. Any
data can be reused in other modules, thus saving you a lot of time.

Attach any files (Pictures, Photos, PDF notices, ...) to your products.

#t & W & 3

Es Bs & S R = ® P

Home  Agenda Third... Produ... Com... Billing... Bank/... Accou... Proje... HRM Tools Websi... Filem... Docu...

/ﬂ\‘\ ggr?\'&any @ Product card Card  Selling prices  Buying prices  Translation  Virtual product Statistics  Related items  Variants  Stock
Margins  Notes Linked files Events/Agenda
Search 4
Bookmarks > Backtolist € >
COMP-XP4523

Forsale @ Forpurchase @

olloooooal

00001

Ll My dashboard Computer XP4523

& Setup

Company/Organization Type Product Nature
Modules/Applications Barcode type EAN13 Weight 1.7 kg
Menus

Display
Translation
Default values
‘Widgets
Alerts
Security
Limits and accuracy
PDF

Emails

SMs
Dictionaries.

Other setup

Barcode value

Accounting code (sale)

000000000001

Accounting code (sale intra-community) -

Accounting code (sale export)
Accounting code (purchase)
Use lot/serial number
Description

Public URL

Default warehouse

Yes (lot/serial required)

A powerfull computer XP4523

¥ WAREHOUSEHOUSTON

Length x Width x
Height

Area
Volume

Customs / Commedity / USXPT65

HS code

QOrigin country United States
Ecotax

Tags/categories =

Clone Products and Services to create new ones in just a few clicks, or reuse the Variant feature to

generate variant products (similar products with a different color or size, for example)

Manage your selling and buying prices

Define your selling and/or buying prices, and keep a history of all your changes. Define your prices
per customer segment, per quantity, or per customer.
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Track the performance of your products or services
Filter your product catalog on any property of your choice.

Products (14) 20 v New product @)
Tags/categories: v

A For purchase v Q X

Best

Selling Physical Virtual Creation

Ref.~ Label e mgu;g WAP Srm o e Modif. date  Status (Sales)  Status (Purchases) =
so0 00

; . : Net of 07/10/2010  04/24/2018

2 APPLEPIE Apple Pie Netn;: tax  10:00 991 2 Grmen  meen For sale @ For purchase @
5.00

y - 11/26/2017  04/24/2018
@ APPLEPIE J1 A1 Apple Pie Ne:l:: 0.00 0 0 Z0PM 1227 PM For sale @ For purchase @

5.10
; . 11/26/2017  04/24/2018
@ APPLEPIE_J1_L1_A1 Apple Pie Nett:; 0.00 0 O aemen e For sale For purchase @

5.00
& APPLEPIE_J2_L2 A1 Apple Pie Net of 0.00 0 0 1”?;?&117 01“2*?;7’23&3 For sale For purchase @

5.00
g 07/09/2010 04/24/2018
) CAKECONTRIB Cake making contribution Nettﬂc: 0.00 887 872 " aanAM 1227 PM For sale @ For purchase @

100.00
D COMP-XP4523 Computer XP4523 Net of 0.00 A 100
tax

12/31/2008 04/24/2018

§1  02:00 AM 1297 PM For sale @ For purchase @

Ann nn

Predefined and dynamic statistical reports allow you to view graphs, charts, and tables showing you the
quantity and amount of products and services offered in proposals, orders and/or invoices.
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+ Statistics in number of products/services units / Statistics in number of referring entities

Number of units on proposals in past 12 months Number of units on supplier proposals in past 12 h
20 1.00
15 075
10 0.50
5 025
0 — — 0.00
Jun  Jul Aug Sep Oct Nov Dec Jan Feb Mar Apr May Jun Jul Aug Sep Oct MNov Dec Jan Feb Mar Apr May
Build on 05/09/2017 02:59 PM L) Build on 05/09/2017 02:59 PM Ly
Number of units on customer orders in past 12 months Number of units on supplier orders in past 12 months
4 1.00
3 075
2 0.50
1 025
0 ﬂ H H 0.00
Jun  Jul Aug Sep Oct Nov Dec Jan Feb Mar Apr May Jun Jul Aug Sep Oct Nov Dec Jan Feb Mar Apr May
Build on 05/09/2017 02:59 PM Ly Build on 05/09/2017 02:53 PM L
Number of units on customer invoices in past 12 months Number of units on supplier invoices in past 12 months

4

3

2

0 I

0
Jun  Jul Aug Sep Oct Nov Dec Jan Feb Mar Apr May Jun  Jul Aug Sep Oct Nov Dec Jan Feb Mar Apr May

Margins

If you use the purchase features, the margins module may help you to review financial data and
margins for each product or service.

And more...
Kit/Virtual products

Define virtual products with quantities of sub-products, so that when the stock of your virtual product
is modified, stocks of sub-products will also be modified automatically.

Variant products

If you want to sell variants of a product (for example, a dress can be pink or blue, size S or XL etc.),
use the variant editor to create your product variants quickly and easily.

Stock, lots, and serial management
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Choose the way Dolibarr will manage your stock automatically for you. Decide at a product level if
you need to follow serial or lot numbers, by using the Stock module and let the application calculate
your Weighted Average Price (WAP).
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Stock and Warehouse Management

19. Manage stock and warehouses (emplacement)
If you need to, you can add support for Lots or Serial numbers

Warehouses

Organize your warehouses and emplacements. Use them to store your products and define stock
movements. Track you stock based on product reference, warehouse, date, and/or lot/serial
number.

Get an updated visualization of your stock using Weighted Average Price calculation or Standard
calculation.

811 a ad da 8 E= Be e - » e =) e =1

Home Agenda Third... Produ... Com. Billing... Bank/... Accou. Proje... HRM Tools Websi... Filem... Docu... DoliCL..

b
Company

Search v WAREHOUSEPARIS Back folist: (%
L Short name location : Warehouse Paris
Open .

Card Stock movements Log

Bookmarks g
glieinats 9 75000 Paris, France

Products

Description Input stock value 10,100.00 €

New product

List Number of different 5 Latest movement 05/30/2015 05:23 PM (Full list)
products

Stocks

Stocks by lot/serial stoumbnet 2088

products
Lots/Serials

Variant attributes
Modify Delete
Statistics

Services
New service
List Producta Label Units Weighted average input Input stock Selling Unit Value for
price value Price sell

Statistics

i . - ¥ Stock Stock
Tags/categories @ PEARPIE Nice pear pie 985 0.00 0.00 0.00 0.00 Tt o
New tag/category 3 » Computer #* Stock Stock

@ COMP-XP4548 XP4523 7 0.00 0.00 100.00 700.00 T o
Warehouses

4 Computer #* Stock Stock
Now wareho e @ COMP-XP4523 XP4523 72 0.00 0.00 100.00 7.200.00 e fnte et

Stock Movements

Record your stock movement manually and/or configure your application to increase or decrease
your stock automatically (on invoice, on order, or on shipment validation...)

Retreive any stock movement in your log record

Table of Contents




List of stock movements (55) 20 v i 2 3 >

Ref. Date Product ref. Lot/Seriala ‘Warehouse Author Inv./Mov. code  Movement label  Origin Qty

Correction du

11/13/2017 03:17 L] % Personal stock Laurent stock pour le

m i
3 Pm CAKECONTRIB 89 Destailleur & Adminson ... ATIIINNNTAS Loy e
CAKECONTRIB
" Expédition
02/16/2017 04:112 & cOMP- L] - _
T M Xpana3 ss0gaa7766452 @ WAREHOUSEHOUSTON 4 Adminson .. SH1702-0002 1
supprimée
> Expédition &
11/24/12017 06:19 ) cOMP- 1] - _
31 ¥ WAREHOUSEHOUSTON 4 Adminsen .. SH1711-0004 SH1711- -1
PM XP4523 5509887766452 v e
- Expédition 9
12/01/2017 08:34 2 COMP- ] .
34 @ Ad . SH1712-0008 - 2
PM XPa523 5509887766452 WAREHOUSEHOUSTCN L Adminson ] SH1712
validée 0006
g Expédition B
12/01/2017 08:53  © COMP- 1] & _
38 PM s ss00as77E6452  © WAREHOUSEHOUSTON 4 Adminson .. SH1712-0008  SH1712- 1
validée 0008
Transfert de
3 stock du produit
N - L] -
25 112412017 06:02 - © COMP - % stock personnel hosting L Adminson ... 171124180235 COMP-XP4523 5

PM XP4523 5599557766452 dans un autre

entrendt

Automatic virtual stock and easy replenishment process
Take your stock workflow setup into consideration to always display the real stock or virtual stock (ie.

stock position once all your customer or supplier orders are shipped).
Use both your real stock and virtual stock to make your replenishment in just a few clicks.

Make mass stock change, inventory or transfer in one step

Use the stock transfer page to record in one transaction, several stock transfers.
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Home Agenda Third... Produ... Com... Biling... Bank/... Accou... Proje... HRM Tools Websi... Filem... Docu... DoliCl...

/ﬂ\‘\ MyBig Mass stock transfer
Company

Select a product, a quantity, a source warehouse and a target warehouse, then click "Select". Once this is done for all required movements, click onto "Record transfer”

Search -

Product ref. Lot/Serial Source warehouse Target warehouse Qty
Bookmarks 4

- - - Select

Products ) .

& APPLEPIE_J1_L1_A1 - Apple Pie 123456 & Personal stock Alex Theceo ¥ WAREHOUSEHOUSTON 5 1
New product
List @ APPLEPIE_J1_L1_A1 - Apple Pie 123457 W personal stock Alex Thecea @ WAREHOUSEHOUSTON 3 i
Stocks s = =

¢l APPLEPIE_J2Z L2 A1 - Apple Pie ¥ Personal stock Charly Commery T WAREHOUSEPARIS 4 ﬂ
Stocks by lot/serial
Lots/Serials @ COMP-XP4548 - Computer XP4523 @ Personal stock Charly Commery & WAREHOUSEPARIS 10 o
Variant attributes ; - =

@ COMP-XP4548 - Computer XP4523 % Personal stock Charly Commery T WAREHOUSEPARIS -3 ﬁ
Statistics
Services

Movement or inventory code 20180530171201
New service
ks Movement label Stock transfer 2018-05-30 17:12
Statistics
Tags/categories Record transfer
New tag/category
Warehouses

New warehouse

Define a desired quantity for each product so that the replenishment tool will be able to generate
supplier orders automatically to restore the stock. See the page Purchase/Approvisionning.

Lots and serial management

If you need to, you can use the Lot/Serial number management. Products defined to be managed by
Lots will require a lot number for tracking. You can also set properties to your lot like Sell-by date or
Eat-by-date.

Retreive details of stocks and movements for a particular lot at any time.
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Purchase And Supply

20. Manage your Purchase Order Workflows, Restock your Warehouses.

Purchase Orders

Create Purchase Orders, Approve, Receive and Bill your Purchase Orders .
Grant users and groups permissions on the workflows. Define the thresholds which will

automatically trigger email notifications when they are breached.
#® a «d A E SRR - e @

Hom Ager Thirt Prod Com Billin Bant Accc Projf HRNM Tool: Mem Web File: Incid Doci DoliC

/ﬁ\‘ MyBig 3 Purchase order | Ordercard | C Item p Notes  Linked files { Events/iAgenda
Company
Search = i3 PO1806-0001 Back to list  §
Ref. vendor
Bookmarks v Third party : 2 Book Keeping Company Approved
Project
Commercial proposals
New proposal Request author & Einstein Albert Amount (net of tax) 5,090.00 €
List Bicousts “You have no default relative discount from this supplier. Amount tax 509.00 €
it You have no discount credit available from this supplier.
Statisti
sties Amount tax 2 0.00€
Payment terms
Sihtnit Crriues Amount tax 3 0.00€
Payment type
N rd
oo Amount (inc. tax) 5,500.00 €
List Planned date of
Statistics delhary
Delivery delay in days
Purchase orders
Rt ones Incoterms
List
Draft
Description Supplier's product ref. Sales tax U.P. (net Reduc. Total (net
validated p ppl P! (net)  Qty (net)
Approved 1 @ APPLEPIE - Apple Pie 12.5% 0.00 1 0.00
A 2 @ coMP-XP4523 - Computer XP4523 10% 509.00 10 3,090.00
Partially received
All products received
Canceled SEND EMAIL DISAPPROVE MAKE ORDER CREATE INVOICE CLONE CANCEL ORDER ‘ ‘ DELETE ‘
Refused
Statistics
Linked files Events on order CREATE EVENT )
Contracts/Subscriptions
Doc te t - i i - Ref. B! Type Title Dates
New contract/subscription oc template  muscadet English (United St... Generate Y yp LDate.
Lot Concat POF fil © Order PO1806-0001 06/16/2018
onca e 0 A
Services 1725 Adminson AUS  roved 02:52 PM
Alice
PO1806-0001.pdf @ 13 Kb 06/16/2018 02:53 PM m =

Vendor proposals

- Aedar AA1@ne ARAs Aememare

Receive your Products

If you are tracking your stock, then use the stock dispatching wizards to receive products in your
warehouses.
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Hom Ager Thirc Prod Com Billin Banl Accc Proje HRNM Toolt Mem Web Filer Incid Doc  DoliC

/ﬂ\" ::dgvalgany 8 Purchase order Order card Contacts/Addresses Item receipts Notes Linked files {1 Events/Agenda
Search - - P0O1806-0001 Back tolist £
Ref. vendor
Bookmarks - Third party : §3 Book Keeping Company Ordered
Project :

Commercial proposals

New proposal Date June 16, 2018, 12:00 AM
List Method Fax
Statistis
stics Request author L Einstein Albert
Customer Orders
Mew order k Qty Qty Qty to
Ceeahiig ordered dispatched  dispatch D
List
i Lot/Serial
Statistics B Eat-by date Sell-by date
Purchase orders @
APPLEPIE-  This product does not use lot/serial number 1 1
New order Apple Pie
List
Draft 1 WAREHOUSEHOUSTON (Stock:-5) +
Validated z
@ COMP-XP4523 - Computer XP4523 15 9
Approved
Ordered FG789 ] B 2 WAREHOUSEPARIS (Stock:72) «
Partially received
Al products received AZB96 il ] 4 WAREHOUSEHOUSTON (Stock:24) +

The status of your stock is always kept up to date. Calculation of Weighted Average Price can be done
automatically.

Procurement Management

Use the wizard to provision and stock your warehouses based on defined optimal quantities. Take into

consideration, open customer orders and open purchase orders and automatically calculate the
correct quantity to buy. Generate your Purchase Orders automatically.
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Hom Ager Thirt Prod Com Bilin Bank Projg HRN T Mem Web File1 Incid Doct Doli(

ﬁ MyBig Replenishment

Company

Search - Status Replenishment orders

Bookmarks ¥ This is a list of all products with a stock lower than desired stock {or lower than alert value if checkbox "alert only" is checked). Using the checkbox, you can create

supplier orders to fill the difference.
Current selection mode: Virtual stock - Use physical stock

Products
New product Supplier - Filter
List
Stocks
Alerts
Stocks by lot/serial Draft [ Q B
only -/ =
Lots/Serials
i 5 Desired -

Variant attributes

| Ref~ Label optimal forgl';': V;E‘:; Ordered  To order Supplier's product ref.
Statistics stock
Services [ @ CcoMP-xP4523 Computer XP4523 200 150 Ass 151%| 100 -- No supplier price/gty defined for this product - ¥
New service
List [ @ comp-xP4548 Computer XP4523 200 150 A6 ol*| 208 -- No supplier price/qty defined for this product -- v
Statistics == ;

] DoliDroid, Android , & "

| ) 8 - x s o

@ poLIDROID app for Dolibarr 15 olx| 13 No supplier price/gty defined for this product - *
Tags/categories
New tag/category [J @ PINKDRESS Pink dress -46 olx| a8 NLTechno - aaa - 100 €/1 Unit v
Warehouses

Creale orders
MNew warehouse
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Shipments

21. Use the shipping module to track your picking list, orders and quantity to ship or
shipped

Create your shipments in one click from any order. Compare the quantity shipped with the quantity to
ship.

Define the planned date of delivery for each of your shipment so you can process them by priority or
follow late shipments. If you need more information on your shipment, you can setup application to
manage any other custom fields you need.

#t a a B 8 A B8 & S R = E # @
Home Agenda Third .. .. Com.. Billing... Bank|... Accou... Proje... HRM Tools Websi... Incide... Docu... DoliCl...
/f} MyBig B> Shipment  Shipmentcard — Contacts/iAddresses  Linked flles  Notes
Company
Shdrh - SH1712-0006 Backtolist € >
& Ref. customer
Bookmarks - Third party : £ Prospector Vaalen Validated .
Project :
Products
Ref. order 4 cO7001-0008 Shipping method Transporter
New product
List Creation date 12/01/2017 08:34 PM Tracking number
Stocks Planned date of Incoterms
Stocks by lot/serial delivery
Lots/Serials Waeight 3.4kg
Variant attributes
Width
Statistics
Height
Services
Depth
New service
List Volume
Statistics
Qty Qty in other Qty to : Calculated Calculated
Tags/categories AT ordered shipments ship e LotSerial weight wvolume
Ncvdiag/oaenony 1 @ PEARPIE - Nice pear pie 2 2 T WAREHOUSERARIS ~ NA Okg om?
Warehouses » @ CAKECONTRIE - Cake making 1 4 L] | otrSerial o 0
contribution WAREHQUSEHOUSTON  details
New warehouse
i < % L 3 L]
List 3 @ coMP-xP4523 Computer 4 2 L) Lot/Serial 3.4kg ome
XP4523 WAREHOUSEHOUSTON  details
Movements
Mass stock transfer
Replenishment SEND EMAIL CREATE INVOICE GENERATE DELIVERY RECEIPT CLOSE DELETE
Shipments
New shipment
e Linked files Events on shipment CREATE EVENT 0
List
Draft Doc template merou ~ English (United St... Ref. By Type Title Dates

When creating a new picking sheet, weight or volume of your items can be both calculated
automatically from predefined product data or manually defined.

Your stock is updated automatically when you make a new shipment. And record of your stock
movement are directly linked to the shipment.
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Easily track your shipment with a direct link to the transporter tracking tool that is automatically
filled.

Shipping method & UPS
Tracking number |4 201703ZZ_AByH
Incoterms E |

Generate the PDF of the shipment sheet and print it for your transporter or send it by email directly
from the application to any partner.

My Big Company Shipment sheet
Ref. shipment : SH1703-0003

Planned date of delivery : 03/11/2017

Customer code : CU1702-0005

Ref. order : CO1702-0003
Order date : 022772017

Sender: Reciplent:
My Big Company A CUSTOMER
Adresse
ZIP VILLE

Phone: 0123456789 - Fax: 0987654321
Email: contact@mybigcompany.com

Incoterm : -

Tracking number : 201T03ZZ_ABYH
Link to track your package
Shipping method: UPS : 20170377 ARYH

Description WeightVol. | Otyordered | Oty to ship
pdt1 - Product 1 2 2

If necessary, you can also manage / generate a delivery receipt.

Table of Contents




Manufacturing

22. Bills Of Materials and Materials Resources Planning

BOMs (Bills Of Materials)

Create your nomenclatures (BOMs) to define how to consume raw products or services to produce
manufactured products (Quantity to consume, efficiency, stock impact, ...).

D # B & © & L . & = +# 8 é B© 20 A~ ié,‘AI'mEv

Home Third-... MRP Produ... Proje... Com.. Billing... Banks... M ... Agenda Ticket Tools Websi... POS

BOM Notes Linked files Events

Bills of material
Back to list >
New bill of material

. & BOM1911-0001  Exstnae]

Manufacturing Orders

New Manufacturing Order Label BOM Far the Home Apple Pie Estimated duration
List
Product & APPLEPIE Warehouse for production
Quantity 1.00 Total cost 7.00
Description Unit cost 7.00
Description Qty Frozen Qty Stock change disabled Manufacturing efficiency Cost price
& POS-APPLE - Apple 4 1 0.00
& CAKECONTRIB - Cake making contribution b Yes | 0.00
& PEARPIE - Pear Pie I Yes ¥ 7.00
BACK TO DRAFT DISABLE CREATE MO CLONE DELETE
Linked files Latest 10 linked events See all o o
Create event
Doc template template_bom.odt =  English (United St... GENERATE Ref. By Type Title Date =
[ BOM1911-0001_bom.odt 28Kb  O7/07/202010:19PM B 659 @Alce Auto Nomenckaine (BOM) Diniecen
validée 10:19 PM

Manufacturing Orders
Reuse the predefined BOMs to generate your Manufacturing Orders.
Produce your Manufacturing Order in one or several steps.

If the stock of produced product is being increased and the stock of consumed product is being
decreased automatically, you can get a view of all such changes in your history.
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The application will calculate, in real time, the virtual stock taking into account all the open
Manufacturing Orders.

D L B & w0 213 L & o = =] = > e &

Home  Third-... MRP Produ... Prgje... Com Billing... Banks.. M Docu... Agenda  Ticket Tools Websi... POS

[=Y > BELERNR 2V f_,?.‘ Alice ~

Manufacturing Order Production Stock movements Notes Linked files Events

Bills of material kil @ B
ack to lis
New bill of material MO2001-0006
List = Third-party : il Calculation Power = o
Project PJ1607-0001 - PROJALICEL
Manufacturing Orders
New Manufacturing Order BOM & BOM1911-0001 Warehouse for production
List
Product & APPLEPIE Date start planned
Qty 1o produce 1.00 Date end planned
Label
CONSUME OR PRODUCE CONSUME AND PRODUCE ALL CLOSE CANCEL
Consumption Add new line to consume Production
Prodact Qy Qiyalready b ce Lot/Serial Product Qty Qty already produced Warehouse  Lot/Serial
consumed
& APPLEPIE 1 0
& POS-APPLE 4 vl
212‘3’2020 i 1 % WAREHOUSEH1
& CAKECONTRIB 1 0

Lots and Serial Management

If you need to, you can activate the Lot/Serial number management feature. Products defined to be
managed by Lots will require a lot number to be manufactured.

Follow your production by Lots and retreive details of stock movements for a particular lot at any
time, starting from the production process to the customer shipment.

Export your Manufacturing Orders with the Export module to reuse them with external tools, or
connect your existing BI suite directly to the open database for Big Data analysis.
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Billing and Payments

23. Manage the invoices and payments of your customers and suppliers

Create your Invoices

Create your invoices (common invoices, down payments, credit notes) from scratch or from your
customer sheet. Depending on the modules / features you have enabled, you can also generate your
invoice from your proposals (Proposal module), your orders (Order module), your contracts (Contract
module) and / or interventions (Intervention module). If the module Margin is enabled, margin can be
calculated from the best supplier, the cost price or the average weight price of your products. You will
get margin statistics per product, customer, date etc.

Include predefined products to save you time, or enter full content manually.

If predefined fields do not match your requirements, add your own fields of any type (string, amount,
date, checkbox, combo list etc.) to the invoice form.

Your invoices can also be generated automatically using the recurring template invoices.

The document of your invoice (PDF, ODT etc.) is automatically generated and updated.

™ 8 8 & R -2 B &L S R EPREe~e-—® F S

Home Agem Thid Prod. Comn Biling Accot Bank/ Proj HRM Tools ECom Docui Meml Monit ssa  Webs Filerm Selt Point

/& MyBig [# customer invoice Card | Contacts/Addresses  Directdebitorders  Notes  Linked files Log
u Company
Search - - FA1801-0067 Backtolist < )
Ref. customer [ :
N ; . _ Started @
Bookmarks r Third party : £ Indian SAS (Other invoices)
Project |4 : PJ1607-0001 - PROJALICE"
Customer invoices
N Hvoioa Type Standard invoice Amount (net of tax) 2,450.00 €
List Dissaurts This customer has no relative discount by default. This Amount tax 245.00 €
Draft customer has no discount credit available
Amount (inc. tax) 2,695.00 €
Not paid Invoice date 01/13/2018
Paid Bank
Payment terms |4 Due Upon Receipt Payments Date Type account Amount
Abandoned
Payment due on 4 0111372018 %= PAY1801- Direct debit payment [F]
List of templates =
P! 0040 01/13/2018 order LUXBAC 100000 W
Payments Payment type |4 Debit payment order = =
Reporting Already paid (without credit notes and down payments) 1,000.00
Bank account A .
Statistics = Billed : 2,685.00
Incoterms & A
Supplier invoices Remaining unpaid :  1,695.00
New invoice Margins Selling price Costprice  Margin Margin rate
List
Margin / Products 2,450.00 1,900.00 550.00 28.95%
Payments
Reporting Margin / Services 0.00 0.00 0.00
Statistics Total Margin 2,450.00 1,900.00 550.00 28.95%
Billable orders
ARy et e TR I AU — P Margin eV T
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Send your invoice and manage payments

Send your invoice via Email directly from the application. Use predefined email templates so that
the email content is automatically filled in.

Generate a Direct Debit SEPA file for automatic bank payments in batch and follow the integration
steps specific to your bank. Close your invoice by automatically changing it to the paid status once

the bank has processed your SEPA file.

Provide your customer a link to pay online using Paypal, Stripe, Paybox, PayZen, etc.
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A MyBig
M Company

Welcome on our online payment service
This screen allow you to make an online payment to MyBig Company.

This is information on payment to do :
Creditor MyBig Company
Third party Indian SAS

Payment invoice FA1801-0067
Download document

Amount 1,695.00 Euros
Payment code INV=FA1801-0067.CUS=1

Description

T Pay with Credit or Debit Card {Paybox)

B Pay with Credit or Debit Card (Stripe)

| Pay with Paypal (Credit Card or Paypal)

Reuse down payment into another invoice to reduce the amount to pay or reuse a credit note into

another invoice to reduce the remaining amount to pay.

Follow the status of your open Invoices

List and display all your orders. Choose which information you want to see in your lists. Filter and sort
based on any criteria.
With the batch feature, get reminded about all your unpaid invoices.
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gg Customers invoices (4)

— Select action — ¥ | Confirm 25 v
— Select action —
Thi q 5 o 2 5 . Send by EMail : 5 5 "
irdparties with sales representative: + | Linked to a particular user contact: PDF Merge ding productiservice with tag: v
Ref. Ref. customer  Invoice dates Due date Third party  City Zip Code Payment type Amount (net of tax) Status =
| — - {
v client v v
Late v
£ FA1702-0004 = 02/28/2017 03/01/2017  E3 CLIENT1 125.00 Not paid @ &
£ FA1701-0001 01/13/2017 01/14/2017 2 CLIENT 1 2500 Paid
£ FA1701-0005 = 011372017 01142017 & B8 CLIENT 1 50.00 Not paid [ ] T
£ FA1701-0002 01/13/2017 01142017 & 8 CLIENT 1 50.00 Not paid s v
Total 250.00

Analyze your billing performance

Use predefined statistic pages to get useful information about the performance of your sales

representatives.
- N

» E o M 8

d & 3 = B - — ]

Home Agen Third Produ saa Webs Filen

#a

Gomn  Biling Bank/ Projer HRM Tools EGom Docul Memt Monit

MyBig g! Customers invoices statistics

Company

Search v Statistics By month/year
Bookmarks v
Filter Nb of invoices by month
Customer invoices Third party - 8 W 2016
New invoice - m 2of7
List Created by - N
List of templates 4
Status A
Payments
2
Reporting
Year 2017 - | |
Statistics . I
Refresh Jan  Feb Mar  Apr  May Jun  Jul  Aug  Sep Oct Nov Dec
Supplier invoices
New invoice Amount of invoices by month (net of tax)
List
Payments Year Nb of invoices %  Total amount % Average amount % -| 2016
200 2017
Reporting 2018 12 45 385536 23 32128 125 -
Statistics
2017 22 29 3,136.64 136 142.57 82 1000
Billable orders 2016 17 55 132080 128 7823 48
of— — - =M ___ M\ i
Donations 2015 1 1000 582,96 5730 53.00 430 |
special 2014 a 0 0 Jan Feb Mar Apr  May Jun Jul  Aug Sep Oct Nov Dec
pecial expenses
2013 0 [} 0

Socialffiscal taxes

Average amount

Reuse your invoices with other modules

Export your invoices into the ledger of the accounting module to get your accountancy done
automatically in just a few clicks.

Export your Invoices and payments with the Export module to reuse them with external tools, or
connect your existing BI suite directly to the open database for Big Data analysis.
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Banking and Reconciliation

24. Perform reconciliation to detect any missing or typing errors in payment records

Make the reconciliation of your bank account from the same menu as your bank entries. Use filters to
mark several line items at once as reconciled.

® al ) L
Agenda Members Third Parties Products | Services C ial Biling | Payment Bank
/ﬁ\\ ':”&'.?\'fs'a o @ Account Card Bank entries Planned entries Monthly reporting Graphics Account statements Linked files
Search - LUXBAC Backtolist € ¥
L[] Luxemburg Bank Account
Bookmarks - 9 Liswarnbourg open @
Bank | Cash
New financial account Choose the bank statement related with the conciliation. Use a sortable numeric value: YYYYMM or YYYYMMDD: 201810 Eventually, specify a category in which to classify the records: v
List Then, check the lines present in the bank statement and click | Save statementonly | or | Reconcile = or  Cancel
List entries

List entries/category Last account statements : 201702 201706 201708 201802 201803 201804 201810

Internal transfer

Tags/Categories Bank entries (38) % v 1 2 3 > Page 173
Tags/Categories of transact
Oper. Date : From [Eito 5] Value date : From st =]  Tags/Categories of ransactions v
Checks deposits
M No v Q =
Bank accounts Balance Account
Ref. « Description Oper. Date Type Number  Third Pai Debit Credit Balance Reconciled =
Acgount for casn > P o A (before) statement
Luxemburg Bank Account
& @ 243 c"smmsr_, 10116/2023 — + Check 3 aaaaaa (aaa aaa) 8.00 = = 4 No S o
Reconcile payment;h
Swiss bank account R ] £8 Customer 1 "
S W 206 i 03/07/2018 — + Cash Customer last 400.00 - - No SA T
pays (Magento id 1)
Swiss bank account old
oo W 185 RE Payment S 04/25/2018 — + Check 40.00 - - 201804 No SA T
Cust
176 ipesigitee® 0411372018 — + Check £2 Generic customer 12.00 . . No &S AW
payment %= b
#3 Customer 1
@175 c""‘mmfr‘ 0313112018 — + Check it Customer last 5.00 - - No S AT
payment. N (Magento id 1)
Sales tax
—+ R R
@137 et 02/05/2016 Bank transfer 5.00 No SA T
Sales tax
7] 02/05/2018 — + Credit card 10.00 - - N
136 payment %= redit cal o S AT
@135 g e 0172512018 — + Credit card 8 Book keeping 1.00 B - No S AT

Get alerts when the number of records not reconciled becomes too high.

Maintain a history of your bank receipts and review them without having to leave the application.
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Home Agenda Members Third Parties Products |Services Commercial Biling|Payment Bank |Cash Leads | Projects Ticket  Documents Websites DoliCloud Point of sales
/&‘\ MyBig Account statement 201803 - Bank account & LUXBAC € Account statement 201803  »
DAl company

Oper. Date Value date Type Description Debit  Credit Balance

Initial balance : -56,959.39

Bookmarks

07/3012016 07/30/2016 — + (Initial balance) 0.00 -56,950.39 v
Bank | Cash

01/042018 01/04/2018 — + Credit card T SR R 4.00 -56,955.39 v
New financial account £2 Company Corp 1 - "= Payment
List i

01/05/2018 01/05/2018 — + Credit card (DDM“M‘P"WQ”) 1.00 -56,954.39 &

List eniries Lty

List entries/category 01/05/2018 01/05/2018 — + Check F;i‘:ge;:ayc";f”" i et 1.00 -56,953.39 Vs

Internal transfer § pany com s

fosiesbgornics 06/01/2018 06/01/2018 — + Bank transfer CuStTaE peyment 1.00 -56,952.39 V4

7% aaaaaa - " Payment
Tags/Categories of transact :
u RE Payment
Chiocks depoetis 06/06/2018 06/06/2018 — + Bank transfer A o 21,158.00 -78,110.39 V4
Cust t

Bank accounts 10/01/2018 10/01/2018 — + Credit card et o L 431.81 -77,678.58 v

£2 Generic customer - % Payment

Account for cash

Luxemburg Bank Account il i

Reconcile End balance : -77,678.58

Swiss bank account
Reconcile
Swiss bank account old

Reconcile

Double Entry Accounting

25. Use all your data to automatically generate your ledger

Dolibarr has a dedicated and independent feature to setup your accountancy and dispatch all the data
already recorded (products, sales, purchases, expense reports, salaries, ...) into your ledger tables. This
means that your accountancy can be done in just a few clicks, with little to no knowledge of accounting
and bookkeeping.

Setup your chart of accounts and your accounting number

Use a predefined chart of accounts or setup your own chart of accounts.

When you create a new customer, vendor, predefined product, bank account, vat rate, or type of
expense report, you can set up the accounting number during the creation. Instead, if the users have
no accounting knowledge, a bookkeeper can set them up in one step using dedicated setup pages. You
can also mix and match these two methods.
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Validate the accounting number before they are added into your Ledger

At the frequency of your choice, analyze all accounting records (sales, purchases, bank transactions,
expense reports) and use the wizard to track input errors. Fix records manually if particular changes are
required.

Add validated records into your Ledger.

Analyze your Ledger, balance, ...

Use predefined reports to analyze your accounting records. Track input errors, at the frequency of your
choice, analyze all accounting records (sales, purchases, bank transactions, expense reports) and use the
wizard to fix manually when particular changes are required.

Review and add validated records into your ledger.

Export your ledger in the format of your choice

Once your ledger is complete, you can export the full set of records or just a filtered date range of

records in a pre-defined accounting software format such as CSV, EBP, Cogil.og, CEGID, SAGE etc.
® & ® A4 & 3 % @A 8 & S R = E $ & @&

Home Agenda Memb... Third... Produ.. Com... Biling... Bank|... Accou... Proje.. HRM  Tools Websi... Ticket Docu... Training DoliCl...
/A\ MyBig Configuration of the module accounting expert
u Company
Search - Optans
Specify the prefix for the file name myprefix
Bookmarks x: pocity & b
LTI Model of export
Setup
General Select a model of export Classic export v

T 'Classic export
Account I
counting journals Export towards CEGID Expert Comptabilité

Chart of accounts models Export towards Sage Coala

Other options
Chart of accounts i Export towards Sage BOB 50
Export towards Sage Ciel Compta or Compta Evolution
Personalized groups Select the format for the file Export towards Quadratus QuadraCompta
Default accounts Export towards EBP
Bank accounts Column separator for export file Export towards Cngﬁlgg
Export towards Agiris
Vat accounts Export Configurable
Select the carriage return type oK -
Tax accounts
e oltoceouns Date format for export file %d%miY
Product accounts
Export Options Modify

Customer invoice binding
Vendor invoice binding

Expense report binding
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Mass Emailing

26. Create and send mass e-mailing campaigns without any external tool

Create your Emailing content with a friendly editor

Create emailing campaigns using an easy to use WYSIWYG editor or for advanced users, an HTML
editor. You can also attach files to your sent emails.

Personalize the e-mail template using variables that will be replaced with personalized values for each
recipient, like

¢ First name, Last name, Email of recipient, signature of emailing author.

¢ Invisible markers to track if email is read or not.

* An easy to use links to allow recipients to unsubscribe in one click to your mass emailing
campaigns.

¢ And more variables depending on other modules you activated...

EIrurs w
" The following constants will be replaced with the corresponding value.:
Bookmarks Status Validated n_ = JDng-amrd i porene
The foundation Number of distinct recipients 2 __EMAIL__ = Recipient EMail
Online documentation _ﬁ:;:&ff_ 1";;‘;;;:&
Official portal :MA(LTOEMAI_ = Recipient EMail (including htm! “mailto:" link)
DoliStore __OTHER1__ = Otheri
Facebook lﬁ E-mail __OTHER2__ =Other2 poles
acebook page __OTHER3__ = Other3d
Google+t page __OTHER4__ = Otherd
__OTHER5 _ = Other5
Twitter channel EMall tepic Buy my product __SIGNATURE__ = Signature sending user
__CHECK_READ _ = Track mail opening
No attached files
Dolibarr 5.0.0-rc2 Attached files __UNSUBSGRIBE__ = Unsubscribe link
Choisissez un fichier | Aucun fichier choisi Altach | _ SECUREKEYPAYPAL__ = SecureKeyPaypal
Default background color &
8 source 33 [ERE 2 Q by || Format - || Font ~||size -||B I U § x, x| A- T,

[0}
as
[

= FEE=Q

DoliClovd

i
5

UG
It
lih
1

Solutions for On-line businesses

£ | # T in

DoliCloud is the service to provide you a web hosting solution of Dolibarr ERP CRM in one click. Just enter your email to create your
instance and you are ready to work. Backup and full access is to data (SFTP, Mysqgl) are provided.

Test Dolibarr ERP CRM on Dolicloud —

DoliCloud team
Unsubscribe | View on web browser

Select your recipients from your existing data

Select the recipients of your emailing campaign among a list of predefined targets : You can select
among any customer, supplier, partner, employees or from an external source. The recipients
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selector gives the ability to choose mail addresses depending on a lot of criteria for an accurate
targeting.
Combine different sources if you need. The application will automatically discard duplicated emails.

Test your campaign in one click

Send your email to few test emails to validate your setup with a real email reader.

Send your emailing campaign

Send your email campaign from the web interface or from command line. Use your own or third
party external SMTP server.

Track sending status per recipient to know which email was sent or not, who has opened the email
and who has decided to unsubscribe.

‘(" Selected recipients (26) 25 r

12 =
E-mail Last name First name Other informations Source Date sending Status
v QX
abademail@aa.com Swiss customer supplier 2017-01-29 21:36:40 Sent
alan.smith@example.com Smith,Alan 2017-01-29 21:36:40 Read [ ]
alice.bigo@example.com 2017-01-29 21:36:40 Sent
bob.markus@example.com 2017-01-29 21:36:40 Sent
djay@example.com Djay Djay 2017-01-29 21:36:40 Sent
emailtest1@example.com Mame 1 Firstname 1 2017-01-29 21:36:40 Sent
emailtest2@example.com Name 2 Firstname 2 2017-01-29 21:36:40 Sent
emailtest3@example.com Mame 3 Firstname 3 2017-01-29 21:36:40 Sent
emailtestd@example.com Mame 4 Firstname 4 2017-01-29 21:36:40 Read .
emailtestS@example.com Name 3 Firstname 3 2017-01-29 21:36:40 Den't contact anymore @
herbert@example.com Ducanseen Herbert 2017-01-29 21:36:40 Sent
johndoe@example.com Do John 2017-01-29 21:36:40 Error &
kathy.bowl@example.com Bowl Kathy 2017-01-29 21:36:40 Read .
mycustomeri@example.com  Customer 1 2017-01-29 21:36:40 Sent
mycustomer2@example.com  Customer 2 Not sent
mycustomer3@example.com  Customer 3 Mot sent
mueictnmardmayamnla cam Cuostamar 4 Mnt cant

Duplicate your campaign to quickly restart it later
Once the e-mailing campaign is sent, the status is updated letting you know whether the e-mails have

been sent properly or not. If all the mails have not been sent, you can retry to send them later.
Or just duplicate your campaign, content and/or recipients to start a new campaign in few clicks.
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For further features...

If you prefer using the web interface (and not only the SMTP service) of a third party E-mailing service
(MailChimp, SendInBlue, SendGrid, ...), you can check if a connector is available for your version
on the Dolistore.
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Surveys and Polls

27. Ask your employees or partners their choice or opinion on any topic by running a
poll/survey.
Give your contacts online access to your polls.

You can create polls to determine the best date for a meeting, to take vote for an election, or any other
topic. Several options such as receiving email for each vote, writing comments, and making votes
public or private can be enabled.

Create the poll or survey and add the questions you want to ask

Choose the best type of poll that matches your needs (date poll to select different days/hours in a
calendar, or vote/standard poll to select with a list of yes/no or for/against). Define the title, a closing
date, and a description that will be displayed on the public or private poll page. Create as many
questions/answers as you need.

For each poll, choose among several options like :
¢ Receive an email for each vote.
¢ Allow voters to add comments in the poll.

¢ Allow voters to see (or not), other people's votes.
B HH l:.: H - H Sad

i Y p - PN - E “

Home Third parties  Products/Services Commercial Financial Bank/'Cash  Projects HRM Tools Members Pointof sale Agenda  Documents

Organize your meetings and polls easily. First seect type of poll_..

# Create poll
MyBi
ﬁ cgmngam'

| Dasnboarg Ce—mmie———
1
Setup G L T Fiess Siane Mexicain Chinos
e 1N
Admin toals . - . e .
e 0 = =
Users & Groups i | e — EEE 2
' o - -=_ . oo e Z-
L. e . A
Bookmarks 1 o o
! The foundation - e 1 s N a
! Online documeniation -
1 Officlal panal
! DaliStones
| Facsbook page
| Googlet page [
! Twilter channs s’ Create a standard poll
S
Dolibaer 4.0.0-bala

The module will give you an URL link to your survey to allow people to vote with any web browser...

Ask your employees, colleagues or partners to vote
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Send the created poll link by email or publish the poll link online on your website, so people can vote
and post comments. Get all of this done in just a few clicks.

AN MyBig
M Company
You are invited to vote for this poll

If you agree to vote in this poll, you have to give your name, choose the values that fit best for you and validate with
the plus button at the end of the line.

Best date for a Doli Brunch 7

Please choose date your prefer for the Doli Brunch ?

March
Tue 22 Wed 23 Thu 24
9h-10h  10R-11h  9h-10h 9h30-10h30 10h-11h

Martin Hugues OK -- oK OK Edit
[+ ] ] [+ [+ @

Comments of voters:
Laurent Destailleur: | may be late the 24th
You can add a comment into poll...

Mame: Add comment

You can also use the mass-emailing module of Dolibarr to inform your contacts about the availability
of your poll!

Read and download the poll results

In the end, you can administer your polls and surveys, read, download and analyze the results of your
polls and surveys from the back office.
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H e &

Thirc Prod MRP Proj

4 Poll Resuits [
@ Email templates
Back to list >

@ EMailings m4467s2mtk6khmxc

&

New emailing

List
. Type ¥ Type date Limit date 03/07/2023
o2 EXport Assistant
New Export Title Date of next brunch Author fdids
Description What is your prefered date for a brunch URL to communicate to get a direct access to https:/imyportal.com/surve [
=2 Import Assistant poll
EMail @ myemail@aaa.com
New Import

15 Resources EXPORT RESULT SPREADSHEET (.CSV)

New resource

List
You are allowed to change al es o sp Edit”. Y 1 e with u
11l Print barcode
| ]

# natterable logs TR T

January January Add
& poll

Thu1 Tue 3 Add

New poll
List

| ] Martial Bill - oK m
w4 OVH invoices import
| ] Marissa Campbell OK OK m
(+]

V4 OVH servers

] L
Total 2 2

Retrieve all your polls, closed or open. Find a summary of votes, details for each voter, and read
comments. Close or re-open a poll at any time.
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Opportunities, Projects and Tasks
28. Projects and tasks are useful to track leads, opportunities and timesheets.

Track how much revenue your projects are bringing back to your company, and their profit or
loss statistics.

Create Projects, Leads or Opportunities

Use the Dolibarr project module according to your needs. Track Leads, Opportunities, Internal,
Customer or Supplier Projects.

Add the predefined fields of your choice to make the data more managable, complete and as accurate
as you need it to be.

" o P | - R B= - o] | _ b - = ¥ Alice
Home Agenda Third parties | Products | Services Commercial | Billing / Payment | Accountancy Bank/Cash Projects HRM Tools Documents | Point of sale -0 >
ﬁ‘ 'Cdgglgany B Project Project | Project contacts @  Overview  Notes  Linkedfiles @B  Tasks @9 Gantt@®  EvenisiAgenda
Search v PJ1607-0001 Back to list >
E]
Projects PROJALICE1 Open @
New project Third party : 8 NLTechno (The OpenSource company)
List
Statistics Visibility Project contacts Description The Alice project number 1
Tasks/activities Opportunity status Qualification Tags/categories
New task Opportunity probability 20 %
List
Statistics Opportunity amount 8,000 €
Start date - End date 07/30/2016 12:00 AM - 7
Time spent
Tags/categories Budget S000.€
New tag/category Priority 3
Linked files Latest 10 linked events Create event See all
Doc template  beluga  ~ English (United St... ~ Generate Ref. By Type Event Date.
1 PJ1B07-0001.pdf 15406 Bytes 1onorzor7orzsrm B © ) R, Phone Cail the bass 01/31/2017 08:52
240  Alice Adminson  call PM
-
© - g Phone Phone call with Mr 07/01/2016 10:00
237 Charle Commercy call Vaalen AM

Define who can view or edit the project
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Make the project public or select the employees and/or partners who can participate in the project.
Users will be able to enter the time spent if you decide to use the timesheet feature.

Create tasks
If you need to track dedicated tasks, map them to your projects. You can define properties on your tasks
like planned workload and assign specific users.

You can also create sub-tasks and have a hierarchy of tasks.

Record the time spent on Projects/Tasks

If you decide to use Dolibarr projects to track the time spent, then allow each user to declare their
time on a daily basis with a dedicated interface, or on a weekly or monthly basis with a different
interface for the same.

Enter the estimated progress of your tasks/project during the same step in which the time spent is
entered, so that the progress is always captured and compared with the time spent.

If an hourly rate is set in your user card, then a cost for the time spent will also be automatically
calculated and reported.

More information is available in the following page: timesheet feature.

Follow your project or tasks

Follow your projects:

If you use opportunities, get the potential turnover of your leads instantly, weighed with the
probability, to get a calculated (propable) future turnover.

If you decide to use tasks, track their progress and compare the progress with what you had
initially planned. You can review the plan using the Gantt view.

Project overview
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Projects offer an overview tab displaying a lot of information about projects and linked elements in
Dolibarr such as proposals, invoices, orders, etc.
All these data allow you to determine profit and loss resulting from the project.
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Interventions

29. Create intervention records.
Convert your interventions into invoices in order to bill your customers.

Create intervention records to track interventions that are to be done or are already done. Attach
your intervention to a project if you want to have your intervention visible in the 360 degree view of
projects.

Use any predefined products or services to fill your intervention records quickly, or provide specific
descriptions.

1 R ad 1 oh H = = ad > a ”» w— SuperAdmin
Home  Memb... Third... Produ... Leads... Com... Billing... Bank|... Accou.. HRM  Docu.. Agenda Ticket Tools  Other  Websi... QS0
ﬁ gg:\'ganv B Intervention card Card Intervention contact Resources Notes Linked files Log
Search - FI1511-0003 Backtolist <
o] Third Party : £2 Teclib
Bookmarks - Project . validated @
Commercial proposals B
Description Total duration 10:00

New proposal
List Contract
Statistics
Customer Orders Description Date Duration
New order .
o Intervention on building windows 1 11/18/2015 09:00 AM 09:00

is
Statistics Intervention on building windows 2 01/22/2016 12:00 AM 01:00
Purchase orders
MNew order MODIFY SEND EMAIL CREATE PROPOSAL CREATE INVOICE OR CREDIT NOTE CLASSIFY "DONE" CLONE
List
Statistics DELETE
Contracts/Subscriptions
New contract/subscription
List Linked files Actions on intervention CREATE EVENT )
Services

Doc template  soleil French v | Generate Ref. By Type Title Date «
Interventions
R FI1511-0003.pdf & 18 Kb 10/31/2018 12:35 PM m
New intervention
List
ModelList Related Objects Link to...
Statistics
Type Ref. Date Amount (net) Status

Vendor probosals

Link your interventions with events on agenda, projects, orders, etc...

Convert your interventions into commercial proposals or invoices according to your desired
workflow.
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Agenda

30. An embedded Agenda, like any common calendar, enhanced with features dedicated
to your ERP and CRM system (links to your customers, employees, projects, invoices, ...)

Manually create events in the past or future

Record your events in the embedded agenda: Past events for tracking purpose, or Future events for
reminder purpose. Assign events to a customer/contact, project, and/or users.

Be - ]

Home Third parties Products/Services Commercial Financial Bank/Cash Projects HRM Tools Members Pointofsale Agenda Documents

A \ﬁ Create an event
i e

Company
Type v
Title Rendez-Vous with Mr X
Dashboard Event on all day(s)
Setup Start date 03/02/2016 | | 10 *| 00 7 new
Admin tools
End date a3 v T Naw
Users & Groups
Status / Percentage Not applicable ¥
Bookmarks Location
! The foundation
! Online documentation Event assigned to A S
| Official portal 1 Alice Adminson {Owner)
| DoliStore My availability: ¥ Busy
| Facebook page
1 '+
Google* page Task about company All v
! Twitter channel
Task about contact v
Dolibarr 4.0.0-beta
Project + | Create project
Priority
Description - 4
B [@ source 34 ] Q b5 || Format ~ || Font - || size -

B I US x x A-T | == = | E

It
lih
mn
1]

& F

i
fo}

If the module Resources is activated, you can also assign resources to your event, for example, to
track which room is occupied, which car is hired, or which video projector is reserved, when it was
reserved, and by whom.

Setup module to define the events which need to be recorded automatically
Using the setup of the Agenda module, you can decide to automatically record events related to any

business action that occurs in the application (For example, track your order, proposal, or invoice
status change, track creation, or deletion of new customers, ...)
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Dashboard
Setup
Company/Foundation
Modules

Menus

Display

Translation

Boxes

Alerts

Security

Limits and accuracy
PDF

E-mails

SMS

Dictionaries

Other setup

Admin tools

Users & Groups

Bookmarks
! The foundation
! Online documentation
! Official portal
! DoliStore
! Facebook page
! Googlet+ page

! Twitter channel

.2' Events and agenda module setup

[L] Agenda Miscellaneous Automatic filling Export calendar

Only elements from enabled modules are shown.

Events for which Dolibarr will create an action in agenda automatically
COMPANY_SENTBYMAIL
COMPANY_CREATE
PROPAL_CLOSE_SIGNED
PROPAL_CLASSIFY BILLED
PROPAL_CLOSE_REFUSED
PROPAL_VALIDATE
PROPAL_SENTBYMAIL
ORDER_VALIDATE
ORDER_CLOSE
ORDER_CLASSIFY_BILLED
ORDER_CANCEL
ORDER_SENTBYMAIL

BILL VALIDATE

BILL_PAYED

BILL CANCEL

BILL _SENTBYMAIL
BILL_UNVALIDATE

ORDER_SUPPLIER_VALIDATE

ORDER_SUPPLIER_APPROVE

View events in different agenda views

Members

Import external calendars

it of sale Agenda Documents

Define here events for which you want Dolibarr fo create automatically an event in agenda. If nothing is checked (by default), only manual actions will be included in agenda.

Mails sent from third party card
Third party created

Customer propal closed signed
Customer proposal set billed
Customer propal closed refused
Customer proposal validated
Commercial proposal sent by mail
Customer crder validated
Customer order classify delivered
Customer order classify billed
Customer crder canceled
Customer order sent by mail
Customer invoice validated
Customer invoice payed
Customer invoice canceled
Customer invoice sent by mail
Customer invoice unvalidated
Supplier order recorded

Supplier order approved

Complementary attributes

Back to modules list

All/None
72}

72}

View and search events using filters to view only the events you are interested in (by user, customer,
project, status, or type).
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Dashboard

Setup

Home | Third parties = Products/Services Commercial Financial Bank/Cash Projects HRM Tools Members Pointofsale Agenda = Documents
© rgenda Day view Week view Month view Per user view List view Google agenda
Events assigned to | Alice Adminson « | Or Group | L2
Type v
Status A Refresh
Third party Al y
Project =

Admin tools

Users & Groups

Bookmarks
! The foundation
! Online documentation
! Official portal
! DoliStore
| Facebook page
| Google+ page
=1 Twitter channel

Dolibarr 4.0.0-beta

¥ Internal calendar |/ Show birthday's contacts

< >
Click to refresh agenda database with last changes done on Google agenda since 02/25/2016 06:57 PM Jan 2016 (Today)

Monday Tuesday Wednesday Thursday Friday Saturday Sunday
28 + |29 =+ (30 selE + o1 + 02 + 03 +
04 + 05 + o8 + o7 + o8 + og + 10 +
1) + {12 + |13 + 14 i
18 =+|19 + 20 + 21 +
25 + 26 + 27 + 28 +

If required, you can include in the agenda view, any events that are recorded into an external
calendar (in read-only mode using the ical/ics import). Or, export your events into any external
calendar using the ical/ics export link.

You can use different rendering views to review your events (view by day, by week, by month, by
user, or the simple list). For example, the view "per month" or "per week" is interesting to show past
or upcoming events while the view "per user" is great to know which user is busy or free to find the
best time slot to create a new meeting request.
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A ©/genda Dayview  Weekview  Monthview | Peruserview | Listview  Google agenda
MyBig
Company
Events assigned to | Alice Adminson + | orGroup
Type
Status
Dashboard
Third party All v Refresh
Setup _
Project
Admin tools.
Visible time range |9 -8 H

Users & Groups

Visible days range % -7

Bookmarks
1 The foundation
7 Internal calendar < 2016, Week 02 > (Today)
1 Onling documentation
Click to refresh agenda database with last changes done on Google agenda since 02/25/2016 07:23 PM 0116/2016 5| Refresh
1 Official portal
X Monday Tuesday Wednesday Thursday Friday saturday Sunday
! DoliStore 011112016 011212016 01/13/2016 0111412016 01/15/2016 0111612016 011712016
1 Facebaok page 09 10 11 12 13 14 15 16 17 09 10 11 12 13 14 15 16 17 09 10 11 12 13 14 15 16 17 09 10 11 12 13 14 15 16 17 0% 10 11 12 13 14 15 16 17 09 10 11 12 13 14 15 16 17 09 10 11 12 13 14 15 16 17
1 Google+ page A Albert Einstein
Twitter channel 2 David Doe
Dolibarr 4.0.0-beta AFERETD
4 Bob Bookkeeper £
A Marie Curie
A Zack Zeceo
A Alice Adminson I
A Charle Commercy
A Sam Scientol
A Commerson Charle
A Laurent Destailleur

Legend:
W other

API, Triggers, and Hooks

31. Integrate your ERP with any other application using Dolibarr's APIs, Triggers, and
Hooks

REST APIs

Extract any data or insert, update, or delete records using our new REST APIs. Using standard HTTP
and JSON formats, the REST APIs are compatible with any programming language (PHP, Java, Ruby,
Python, C#, C++, JavaScript, JQuery, Basic, ...). Use the embedded API explorer tool to test APIs

or get generated URLS to use in your own code.
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Restler API Explorer 12be5d36ecab14216ee502517 IR L]

root

agendaevents
bankaccounts
categories

contacts
dictionnarycountries

dictionnarytowns

expensereports
invoices Show/Hide | List Operations = Expand Operations = Raw
/invoices List invoices
finvoices/{id} Get properties of a invoice object
a8 /invoices Create invoice object
/invoices/{id} Update invoice
plala @ /invoices/{id} Delete invoice

Response Class
string

Response Content Type

Parameters

Parameter Value Description Parameter Type Data Type
id 12345678 Invoice ID path integer
Try it out! Hide Response

Request URL

http://localhostgit:80/dolibarr_dev/htdocs/api/index.php/invoices/12345678

Triggers and Hooks
Execute your own code every time a business event such as Create, Update, or Delete is performed on

any object in Dolibarr ERP and CRM by adding your own trigger code. Adding a trigger is as easy as
adding a file with just few lines of code into the directory /core/triggers.
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/44
# (lass of triggers for demo module

*/
class InterfaceDemo extends DolibarrTriggers
21
public $family = ‘demo’;
public $picto = 'technic’;
public $description = "Triggers of this module are empty functions. They have no effect. They are ovided for tutorial "pose onl H
public sversion = self::VERSION_DOLIBARR;
Ja%
* Function called when a Dolibarrr business event is done.
# ALl functions "runTrigger" are triggered if file is inside directory htdocs/core/triggers or htdocs/module/code/triggers (and declared)
* @param string $action Event action code
# @param Object $object Object concerned. Some context information may also be provided into array property object-=context.
# @param User Suser Object user
* @param Translate $langs Object langs
* @param conf $conf Object conf
* @return int <@ if K0, 0 if no triggered ran, =8 if 0K
=/
public functien runTrigger(saction, $object, User $user, Translate $langs, Conf $conf)
= {
// Put here code you want to execute when a Dolibarr business events occurs.
// Data and type of action are stored into Sobject and Saction
if ($action == 'BILL MODIFY')
=]
// My own code using $object, $user, $langs, Sconf....
FT
r }
r }
-}

And more...

Dolibarr also provides plenty of other possibilities such as hooks, modules options, menu editor, low
level setup etc. to tune the Dolibarr application to cater to very specific needs. You can also hire any
PHP developer to develop or customize any behavior. Knowledge of the PHP language is the only
prerequisite required to develop a Dolibarr ERP and CRM addon.
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Connectivity and Interfaces

32. Connect your ERP and CRM application with most popular services

A lot of external services can be linked to your Dolibarr ERP CRM using the provided interface
modules or using external modules...

LDAP

Use your own LDAP server so your users will share same password. Or reuse data in your LDAP to
create users in application. Synchronize user data in the direction of your choice.

Online Payment Services

Use the Payment modules (for example, Paypal, Stripe, Paybox, ...) to offer your customer an
interface to pay their invoice online. You can also include payment links into your sent email
automatically. Dolibarr is also SCA ready (Strong Customer Authentication).

SMTP

Define the SMTP properties of your SMTP email hosting provider so your emails will be sent using
your own email provider platform. All emails you send also appears into your "Sent" repository of
your email box.

Google

Integrate Google services like Google Maps, Google Contacts, Google Calendar and more using
external modules.

eCommerce

Install external modules to synchronize your ERP with your eCommerce platform (like Prestashop,
Magento, WooCommerce, ...)

Computer Telephony Integration (CTT)

Use the generic clickToDial module to call your partners by a simple click on your application. Input
calling may also be trapped to open directly your customer card using external modules.
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One Time Password (OTP) or 2-Steps Authentication

Add features to support OTP or 2-Steps Authentication using systems like Google Authenticator.
Several addons are available on the Dolistore market place

RSS

Integrate external RSS inside your dashboard.
and more connectors...

Find a lot of external module on the Dolistore market place to integrate your favorite external services
into your CRM and ERP, like Emails, SMS, Banks interface, Legal document generation...
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Import and Export

33. Use the import or export wizard to help you to import or extract any data into or from
your application

The import wizard allows to import a lot of data from any external application from a CSV or Excel
file. Make your import in Insert or Update mode.
The export wizard allows you to export any data of application in a CSV or Excel file.

Export

Use the wizard to export any data in several steps:
® Choose the data to export among a list of predefined export profiles.
Define which field you want to export.
Define your filters and position of fields.
Save your export profile so you can remake the export later at any time in few clicks.
Build and download the exported file.

® a a 3

Ee B & S R e # 8

Home Agenda Third .. Com... Biling... Bank|... Accou... Proje... HRM Tools Websi... Incide... Docu... DoliCl...

New export Step 1 Step 2 Step 3 Step 4 Step 5

Module/Application Invoices

Search -

Dataset to export £ customer inveices and invoice's lines
Bookmarks -
Company Id, Company name, Address, Zip Code, City, Country code, Phone, Professional ID 1, Professional ID 2,

Professional ID 3, Professional ID 4, Customer accounting code, Vendor accounting code, Sales Tax/VAT ID,

Emails templates

EMailings

New emailing

List

Export assistant

New export

Import assistant

New import

Resources

New resource

List

Unalterable logs

Print bar code

Poll

Exported fields

Filtered fields

Inveice id. Invoice ref., Type, Invoice creation date, Invoice date, Due date, Total (net of tax), Total (inc. tax), Total
tax, Pending, Invoice paid, Invoice status, Note (private), Note (public), User id who created, User login who
created, User id who validated, User login who validated, Project ref., Id of line, Description of line, Unit price of line,
VAT Rate of line, Quantity for line, Amount net of tax for line, Amount of VAT for line, Amount with tax for line, Start
date, End date, Special code, Type of line (O=product, 1=service}), Product/service id, Product ref., Product label,
Accounting code (sale)

None

Now, select the file format in the combo box and click on "Generate” to build the export file

Available formats

csv

B Excel 2007

B Excel 95

TSV

Linked files

Library used Library version
Dolibarr 9.0.0-alpha
PhpExcel 18.0
PhpExcel 1.8.0
Dolibarr 9.0.0-alpha

Save your export profiles to be able to redo the same export later, in one click.

Module

Dataset to export

Products

@ Products

Choose fields you want to export, or select a predefined export profile| MyExportProfile v | Select
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Import

Use the import wizard to load or update data in your database.

Import from any CSV or Excel files. You can get a predefined empty source files, but any source file
can be used.

File to import must have one of following format

Csv Download example of empty source file j
B Excel 2007 Download example of empty source file =
Make a mapping between fields in your source file and Dolibarr fields, so you can import files with
any format, or reuse a previously saved import profiles to save your time if you need to make
frequently the same import / update.

Fields in source file Target fields in Dolibarr database (bold=mandatory)
Field 1 (Ref * (p.ref)) == Product Ref.
Field 2 (Label* {p.label)) => Product Label
Field 3 (Description (p.descripti...) =5 Product Description
Field 4 (Public URL (p.uri)) => Product Public URL
Field 5 (Accountancy code (sale) ...) => Product Accountancy code (sale)
Field 6 (Accountancy code (purcha...) => Product Accountancy cede (purchase)
Field 7 (Nofe (p.note}) => Product Note
Field 8 (Length (p.length)) == Product Length
Field 9 (Surface (p.surface}) == Product Area
Field 10 (Volume (p.volume)) => Product Volume
Field 11 (Weight (p.weight)) == Product Weight
Field 12 (Duration (p. duration}) =52 Product Duration
Field 13 (Customs code (p.customco...) =52 Product Customs code
Field 14 (Selling price (net of fa...) => Product Selling price (net of tax)
Field 15 (Selling price (inc. tax)...) => Product Selling price (inc. tax)
Field 16 (Sales tax (p.tva_tx)) => Product Sales tax

Run the simulator so you can know result of import with no data change. Once the simulation is
successful, you can run the real import.

Number of lines with no errors and no warnings: 90.

A Errors on 2 source record(s)
*Line 1

> Wrong value for field number 17 {value 'For sale* (p.tosell) does not match regex rule A[0]1]$)

> Wrong value for field number 18 (value 'For purchase” (p.tobuy) does not match regex rule ~[0[1]$)

> Wrong value for field number 19 {value Type* (p.fk_product_type) does not match regex rule A[0[1]$)

= Wrong value for field number 21 {value ‘Creation date (p.datec) does not match regex rule ~[0-9][0-9][0-9][0-9]-[0-9][0-9]-[0-9][0-9]5)
* Line 2

= Wrong value for field number 17 {value '0 or 1" does not match regex rule ~[0[1]$)

> Wrong value for field number 18 {value '0 or 1" does not match regex rule ~[0[1]$)

= Wrong value for field number 19 {value ‘0 for product/1 for service' does not match regex rule ~[0[1]$)

Check result of import simulation. If everything is ok, launch the definitive import
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Module Builder for Developers

34. A complete low-code and no-code studio to help developers build a full application
within few minutes.

The Module Builder tool is an embedded RAD (Rapid Application Development) tool with a code
generator and source file editor to allow developers and advanced users to build a complete application
including new objects, new permissions, new menus, news APIs, etc.

Create the Module that you want to manage

Use the module builder tool to initialize your module. A skeleton with working code will be generated.
Then, use all the tools provided to you to setup all the features that you need (menus, translations,
permissions hooks, triggers, widgets, automated tasks, ...)

= a P | & R Be Be " ah - O - = ¥ Alice

Home  Agenda Third parties Products | Services Commercial Billing / Payment Accountancy = Bank/Cash Projects ~ HRM Tools  Documents Point of sale &0

/\ ig ‘ o r
MyBi
ﬂ y! z Module Builde

This tools must be used by experienced users or developers. It gives you utilities to build or edit your own module (Documentation for alternative manual development is here).

earc A Path where modules are generated/edited (first alternative directory defined into conf/conf.php): /hoi git/dolibarr

My dashboard
3 Modules/Applications New | MonModule | SellYourSaas  Danger zone C

Setup
Admin tools This module was not activated yet. Go into Home-Setup-Modules/Applications to make it live or click here: "GFF
About Dolibarr
About Browser Description Specifications Languages Objects Menus Permissions Hooks Triggers Widgets Scheduled jobs Build package/documentation
About OS
About Web Server
About PHP New Eleves Packages Danger zone
About Database
Back [ File for PHP DAO CRUD class : mor class.php [4 Il PHP page for list of record : monmodulefeleves_list.php [4

ackup [ File for PHP API class : monmodulefclassiapl_eleves.class.php 4 Go to API explorer I PHP page to create/editiview a record : monmodule/eleves_card.pr
Restore [ File for PHP Unit Test class : php Test.php [4 [l PHP page for event tab : monmedule/eleves_agenda.php [4
Upgrade / Extend i FHP page for document tab : monmodule/eleves_document.php
P I PageForLib : monmodule/libleleves.lib.php 4 I PHP page for note tab : monmodulefeleves_note.php 4

urge [ PageForPicto : monmodulef/imglobject_eleves.png
Audit
Users session i Sql file : monmodule/sqlilix_eleves.sql 4 DropTablelfEmpty

[ Sql file for complementary attributes : monmedule/sql/lix_eleves_extrafields.sql |4

External resources I Sql file for keys : monmodule/sqlilix_eleves.key.sql [

Mass VAT change
Module Builder
Scheduled jobs Properties
Direct Printing jobs Used

. Isa for
Mass barcode init Property (Example) Label Type Array of key-val NNUCI'.IL Dalnlaab;se Position Cnabled Visible oo cure "searcl

alr
Users & Groups
rowid TechnicallD integer 1 X 1 1

Your module is ready to be activated immediately, and the new features will be available inside your
ERP system in just a few minutes.
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Define the new Objects that you want to manage

Enter the name of your module and the description of each object, field and permission that you want
to manage. The Module Builder will generate for you, the code to add the new menu entries, and the
create, view and edit screens to manage your objects. The Module Builder also generates the necessary
SQL files, APIs interfaces, etc.

The new menu entries, new tables, and new screens will appear instantly inside your application.

Activate and test your application, change source code on the fly

You can switch between your external IDE (like Eclipse or any PHP IDE) and the embedded IDE
available in Module Builder to review and/or modify the generated source code of your module without
losing any code.

If you have permission, you can edit the source code with the editor of your choice, even when your
application is online, and you can test the results immediately.

Build the package and generate documentation in one click

Use the package generator to build a zip file containing your module, ready to be distributed to any
other Dolibarr instance. The package is also ready to be distributed or sold, as a new addon, on
marketplaces like www.dolistore.com

Use the documentation generator to build a HTML or PDF documentation with all the technical
information and business rules, which you can share with your business users and IT partners.
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36. Solutions

Automation for businesses
Business critical systems
Data and Al solutions

ICT services for industries
Infrastructure services
Services to increase reliability
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Automation for businesses

Automation services for businesses encompass a range of solutions aimed at streamlining
processes, improving efficiency, reducing errors, and ultimately increasing productivity. Here
are some common automation services tailored for businesses:

22, Robotic Process Automation (RPA): RPA involves using software robots or

23.

24.

25.

26.

27.

"bots" to automate repetitive tasks and workflows typically performed by humans.
These bots can interact with applications, manipulate data, trigger responses, and
communicate with other systems to execute tasks efficiently.

Workflow Automation: Workflow

automation involves automating entire e e
business processes, including the routing oW

of tasks, approvals, and notifications. It .
ensures that tasks are completed in a ' u]
predefined sequence with minimal manual @
intervention, leading to faster turnaround
times and improved consistency.

Document Management L 9
Automation: Document management
automation solutions streamline the creation,
processing, storage, retrieval, and sharing of
documents within an organization. This
includes automated document classification,
indexing, version control, and archival
processes to improve accessibility and
compliance.

Data Entry and Processing
Automation: Automation services can be
employed to automate data entry tasks such as data extraction, validation, and
transformation. This reduces manual errors,
accelerates data processing times, and enhances
data accuracy and consistency.

Customer Relationship Management
(CRM) Automation: CRM automation tools
automate various aspects of customer relationship
management, including lead management, sales 'R
pipeline tracking, email marketing, and customer
support. These tools improve customer
engagement, enhance sales efficiency, and
enable personalized interactions.

Inventory and Supply Chain
Management Automation: Automation
services can optimize inventory management
and supply chain operations by automating
inventory tracking, replenishment, order

&I
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A
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processing, and shipment scheduling. This helps minimize stockouts, reduce carrying
costs, and improve order fulfillment efficiency.

28. Finance and Accounting Automation: Finance and accounting automation
solutions automate routine financial tasks such as invoice processing, expense
management, accounts payable/receivable reconciliation, and financial reporting. This
streamlines financial operations, enhances accuracy, and facilitates compliance with
regulations.

29. Human Resources (HR) Automation:
HR automation services automate various HR
processes, including employee onboarding,
payroll processing, leave management,
performance evaluations, and compliance
reporting. This improves HR efficiency,
reduces administrative overhead, and
enhances employee satisfaction.

30. IT Operations Automation: IT operations automation solutions automate
routine IT tasks such as system provisioning, configuration management, software
deployment, monitoring, and troubleshooting. This accelerates IT service delivery,
improves system reliability, and frees up IT staff to focus on strategic initiatives.

31. Compliance and Risk Management Automation: Automation services can
assist organizations in automating compliance monitoring, risk assessment, audit trails,
and regulatory reporting. This ensures adherence to industry standards and regulations
while reducing the risk of non-compliance.

These automation services can be tailored to meet the specific needs and workflows of
businesses across various industries, enabling them to operate more efficiently, reduce costs,
and remain competitive in today's rapidly evolving business landscape.
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Business critical systems

Run your Enterprise System on Linux for better
reliability and security.

Running an enterprise system on Linux offers several
advantages, particularly in terms of reliability. Here
are some reasons why:

Stability and Robustness: Linux is known for
its stability and robustness. It's designed to
handle heavy workloads and operate
continuously without crashing or experiencing
significant downtime. This reliability is crucial for
enterprise systems that need to be available
24/7.

Community Support: Linux has a large and
active community of developers and users who
contribute to its development and provide
support. This means that if issues arise, there are numerous resources avallable for
troubleshooting and resolving them quickly.

Security: Linux is inherently more secure than "m"x s'?'“!'_"“
some other operating systems due to its open- ey cvec ugﬁm/,lm
source nature. Security vulnerabilities are 5
typically identified and patched quickly by the ~ rednat sosri fedor
community, reducing the risk of system breaches " @
and data loss. . debian
Customization: Linux offers a high degree of

customization, allowing enterprises to tailor the

operating system to their specific needs. This

flexibility enables organizations to optimize M
performance and reliability for their particular use nlt%?é%
cases. M{L‘ st
Scalability: Linux can scale easily to accommodate “Z&H
growing enterprise needs. Whether an organization

is small or large, Linux can be deployed across a N

wide range of hardware configurations and can t oﬁ au '111 y
scale horizontally (adding more servers) or vertically Hli» '
(increasing resources on existing servers) as .m&& t
needed.

Cost-Effectiveness: Linux can reduce operating costs for enterprises if they have in
house trained system administrators and users.

Compatibility: Linux supports the most amount of hardware platforms and
architectures as compared to any other operating system in the world today, making it
the most suitable for deploying enterprise systems across diverse environments. This
compatibility ensures that organizations can leverage existing infrastructure
investments without worrying about vendor lock-in or limited options.
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¢ Reliable File System: Linux typically uses robust file systems like ZFS and ext4, which
are designed for reliability, data integrity, and performance. This ensures that data
stored on Linux-based enterprise systems is less prone to corruption or loss.
Overall, the combination of stability, security, flexibility, and cost-effectiveness makes Linux an
excellent choice for running enterprise systems where reliability is paramount.
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Data and Al solutions

Data and Al solutions offer businesses the ability to leverage their data assets to drive
insights, make informed decisions, automate processes, and enhance customer experiences.
Here are some common data and Al solutions for businesses:

e Data Analytics and Business
Intelligence (BI): These
solutions involve analyzing
structured and unstructured
data to uncover patterns, trends,
and insights that can inform
strategic decision-making. Business
Business Intelligence tools Intelligence
provide dashboards, reports,
and visualizations to help
stakeholders understand data
more easily.

e Machine Learning (ML) and Predictive Analytics: ML algorithms analyze historical
data to identify patterns and make predictions about future outcomes. Predictive
analytics models can forecast customer behavior, demand trends, equipment failures,
and other business metrics, enabling proactive decision-making and risk mitigation.

e Natural Language Processing

Data Strate;
Governance .Docungutation

(NLP) and Text Analytics: NLP bl sl Information Extraction
. . Doc A &
technologies analyze and interpret e

Doc 2 I—

human language data, including text e —
from customer feedback, social
media, emails, and documents. Text
analytics solutions extract insights, '-3"9“399
sentiment analysis, entity Processing
recognition, and topic modeling to
derive actionable insights from
unstructured text data.

e Computer Vision: Computer vision technologies analyze and interpret visual data from
images and videos. These solutions can be used for applications such as facial
recognition, object detection, quality inspection, and augmented reality, enabling
businesses to automate visual inspection tasks and enhance customer experiences.

¢ Recommendation Systems: Recommendation systems analyze customer
preferences and behaviors to deliver personalized product recommendations, content,
and marketing offers. These systems utilize collaborative filtering, content-based
filtering, and other algorithms to improve customer engagement and drive sales.

e Anomaly Detection: Anomaly detection algorithms identify unusual patterns or outliers
in data that may indicate fraud, cybersecurity threats, equipment malfunctions, or other
anomalies. These solutions enable businesses to detect and respond to abnormal
events in real-time, reducing risks and minimizing downtime.

Machine Translation N at ur al QuestionAnswering

Human: When was Apollo
space?
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e Optimization and Decision Support: Optimization algorithms optimize business
processes, resource allocation, scheduling, and logistics to maximize efficiency and
minimize costs. Decision support systems provide recommendations and insights to
assist human decision-makers in complex, data-driven scenarios.

e Chatbots and Virtual Assistants: Chatbots and virtual assistants use Al technologies
such as NLP and ML to interact with users via text or speech, answer questions,
provide assistance, and automate customer support tasks. These solutions enhance
customer service, improve response times, and reduce service costs.

e Data Governance and Compliance: Data governance solutions enforce policies,
standards, and regulations for data management, privacy, and security. These solutions
ensure data quality, integrity, and compliance with legal and regulatory requirements,
mitigating risks and protecting sensitive information.

¢ Data Integration and Management: Data integration and management platforms
consolidate, cleanse, and harmonize data from disparate sources to create a single
source of truth for analysis and decision-making. These platforms enable businesses to
manage their data lifecycle efficiently and ensure data consistency across the
organization.

These data and Al solutions empower businesses to unlock the full potential of their data
assets, drive innovation, and gain a competitive edge in today's data-driven economy. By
leveraging advanced analytics, machine learning, and automation technologies, businesses
can transform data into valuable insights and actionable intelligence that drive business
growth and success.
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Information and Communication Technology (ICT) services for various industries.
Information and Communication Technology (ICT) services play a crucial role in enabling
digital transformation and driving innovation across various industries. Here are some
common ICT services tailored for different sectors:
¢ Healthcare:
e Electronic Health Records (EHR) systems for efficient patient record
management.
¢ Telemedicine solutions for remote consultations and healthcare delivery.
e Health Information Exchange (HIE) platforms for secure data sharing among
healthcare providers.
¢ Medical imaging and diagnostic systems for enhanced patient care.
e Wearable health monitoring devices for remote patient monitoring and preventive
care.
¢ Finance and Banking:
e Core banking systems for transaction processing and customer account
management.
¢ Online banking and mobile banking applications for convenient customer access
to financial services.
¢ Fraud detection and prevention systems for safeguarding against financial fraud
and cyber threats.
¢ Risk management and compliance solutions for regulatory compliance and risk
mitigation.
e Data analytics and business intelligence solutions for customer insights and
personalized financial services.

¢ Manufacturing:

e Enterprise Resource Planning (ERP) systems for integrated production planning,
inventory management, and supply chain optimization.

¢ Industrial Internet of Things (lloT) solutions for real-time monitoring and
predictive maintenance of
machinery and equipment.

e Computer-Aided Design
(CAD) and Computer-Aided
Manufacturing (CAM)
software for product design
and manufacturing process
optimization.

e Digital twin technology for
virtual simulation and
optimization of manufacturing
processes.

e Supply chain management solutions for end-to-end visibility and traceability of
goods and materials.

¢ Retail and E-commerce:
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E-commerce platforms for online product catalog management, shopping cart
functionality, and payment processing.

Customer Relationship Management (CRM) systems for personalized marketing,
customer engagement, and loyalty programs.

Point-of-Sale (POS) systems for in-store transactions and inventory
management.

Omnichannel retail solutions for seamless shopping experiences across online
and offline channels.

Analytics and data-driven insights for demand forecasting, pricing optimization,
and inventory management.

e Education:

Learning Management Systems (LMS) for course delivery, content management,
and student engagement.
Virtual classrooms and online learning ]
platforms for remote education and ralt

distance learning. o

Student Information Systems (SIS) for = e

student enrollment, grading, and &q/w

academic records management. ¥ - =

Educational technology tools for interactive learning experiences, such as virtual
reality (VR) and gamification.

Analytics and assessment tools for tracking student performance and
personalized learning.

¢ Transportation and Logistics:

e Government and Public Sector:

Fleet management systems for vehicle tracking, route optimization, and
maintenance scheduling.
Transportation management
systems for freight forwarding, .
carrier selection, and shipment e
tracking.

Warehouse management
systems for inventory control,
order picking, and distribution. N
Logistics analytics for L
performance monitoring, cost
optimization, and supply chain
visibility.

Last-mile delivery solutions for efficient
and timely delivery of goods to :
customers.

MOBILE

E-government services for online
citizen engagement, digital identity
management, and public service
delivery.
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e Geographic Information Systems (GIS) for spatial data analysis, urban planning,
and disaster management.
e Public safety and emergency response systems for law enforcement, firefighting,
and emergency medical services.
e Tax administration and revenue management systems for tax collection,
compliance monitoring, and financial reporting.
e Open data initiatives for promoting transparency, accountability, and innovation
in government services.
These ICT services help industries digitize their operations, improve efficiency, enhance
customer experiences, and stay competitive in today's rapidly evolving business landscape.
By leveraging technology solutions tailored to their specific needs, organizations can drive
innovation, optimize processes, and achieve their business objectives.
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Infrastructure services

Infrastructure services encompass a wide range of offerings that provide the foundational IT

resources and capabilities necessary for organizations to operate their IT systems effectively.

These services support the hardware, software, networking, and storage components

required to run applications, store data, and facilitate communication within an organization.

Here are some common infrastructure services:
e Compute Services: Compute

. . . Cloud Service Models
services involve the provision --

of computing resources such Packages Softuare
. . plication
as servers, virtual machines Stack Server Storage 3G

Network

(VMs), and containers. This

includes services for 0S & Application Stack Application
- . . Server Storage Network Developers
provisioning, managing, and

scaling compute instances to

run applications and workloads.
e Storage Services: Storage gaiseileied
services offer scalable and i
reliable storage solutions for storing and managing data. This includes block storage,
object storage, and file storage services, as well as backup and disaster recovery
solutions to ensure data resilience and availability.
¢ Networking Services: Networking services

provide the infrastructure for connecting

; ErITIIIT)
devices, systems, and users within an NiC CARD . REPEATER
organization. This includes services such as 4 g8 8
virtual private networks (VPNs), load - ‘ _
balancing, content delivery networks (CDNs), o |
and domain name system (DNS) Ow B o |
management. ’

e Database Services: Database services offer = B
ROUTER ETHERNET SWITCH

managed database solutions for storing,
querying, and managing structured and unstructured data. This includes relational
databases, NoSQL databases, data warehouses, and database migration services.
¢ |dentity and Access Management (IAM): IAM services provide authentication,
authorization, and access control
mechanisms to ensure secure
access to IT resources. This
includes services for managing user
identities, roles, permissions, and ~ enegement rooi:
single sign-on (SSO) authentication. TN
¢ Monitoring and Logging @é gl _
Services: Monitoring and logging PR g- Mopitoring Tools
services offer tools and platforms =
for monitoring the performance,
availability, and security of IT infrastructure and applications. This includes real-time
monitoring, log aggregation, alerting, and troubleshooting capabilities.

a5
Identity I;ﬁ 1

o and 3
Access Management
Tools

Identity
Repositories

Security Policy Enforcement Tools
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¢ Reliability and Security Services: Security services provide authorized access to
data and prevent unauthorized access to IT systems and data. This includes services
such as updating software to prevent
bugs, implementing required
configurations and testing their validity
to allow authorized access while
preventing unwanted access. And user
training related to phishing and social
engineering.

e Backup and Disaster Recovery (DR):
Backup and DR services offer solutions
for data backup, replication, and
recovery to ensure business continuity
in the event of data loss or system
failure. This includes regular backups,
data replication across multiple
locations, and automated failover mechanisms.

¢ Cloud Migration and Hybrid Cloud Integration: Cloud migration and hybrid cloud
integration services help organizations migrate their IT infrastructure and workloads to
the cloud and integrate on-premises and cloud environments seamlessly. This includes
assessment, planning, migration, and optimization services.

e Automation and Orchestration: Automation and orchestration services enable
organizations to automate routine IT tasks and workflows, such as provisioning,
configuration management, and scaling. This includes infrastructure-as-code (l1aC)
tools, configuration management platforms, and workflow orchestration frameworks.

These infrastructure services are essential for building and managing modern IT
environments that are scalable, reliable, and secure. By leveraging these services,
organizations can optimize their IT operations, improve efficiency, and accelerate innovation to
meet the demands of today's digital economy.

Business
Continuity
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Services to increase reliability

Increasing the reliability of ICT (Information and
Communication Technology) services is crucial for e e
ensuring smooth operations, minimizing downtime, and 3
delivering a consistent user experience. Here are -, s
several services and strategies that organizations can
implement to enhance the reliability of their ICT
services:

Server

\  Simple

Network Failover

Redundancy and Failover Solutions: et @ O
Implement redundant components and failover &/
mechanisms to ensure continuous availability of
critical systems and services. This includes redundant power supplies, network
connections, and backup systems that can automatically take over in case of hardware
or software failures.

High Availability Architectures: Design and
implement high availability architectures that B
distribute workloads across multiple servers or
data centers to prevent single points of failure.
This may involve clustering, load balancing,
and geographic redundancy to maintain service
availability in the event of hardware or network
failures.

Monitoring and Alerting Services: Deploy
comprehensive monitoring and alerting
solutions to proactively monitor the health and
performance of ICT infrastructure and applications. This includes monitoring key
performance indicators (KPIs), system metrics, and application availability, and alerting
IT staff or automated systems of any abnormalities or issues.

Disaster Recovery Planning: Develop and maintain a robust disaster recovery plan
that outlines procedures for recovering from major disruptions or outages. This includes
regular backups, data replication, and HSASTER ECGVERYBLAN

contingency plans for restoring services inthe &

event of natural disasters, cyber attacks, or
other emergencies.

Patch Management Services: Implement a
rigorous patch management process to keep
operating systems, software, and firmware up
to date with the latest security patches and
updates. This helps mitigate security
vulnerabilities and reduce the risk of system
failures or breaches due to unpatched software.

Load Testing and Capacity Planning: Conduct load testing and capacity planning
exercises to identify potential bottlenecks and capacity limits in ICT infrastructure and
applications. This helps ensure that systems can handle peak loads and unexpected
spikes in demand without experiencing performance degradation or downtime.

B v

Disaster Recovery Plan
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¢ Incident Management and Response Services: Establish an incident management
and response framework to promptly
address and resolve ICT incidents and
service disruptions. This includes defining
escalation procedures, assigning
responsibilities, and coordinating
responses to restore services as quickly
as possible.

¢ Continuous Monitoring and
Improvement: Implement a culture of
continuous monitoring and improvement
to regularly assess the reliability and
performance of ICT services and identify
opportunities for optimization. This
involves conducting post-incident reviews,
performance tuning, and implementing
feedback loops to drive continuous improvement.

e Security and Compliance Services: Ensure that ICT services are secured against
threats and comply with relevant regulations and standards. This includes
implementing complete reliability measures, access controls, encryption, and regular
tests by administrators to confirm configurations are properly operatlonal and working
as expected to allow authorized access =" = ==~ "
and prevent denied access.

¢ Employee Training and Awareness
Programs: Educate employees about
the importance of reliability and best
practices for maintaining ICT services.
This includes providing training on
reliability and security awareness,
incident response procedures, and
proper use of ICT resources to minimize 4
human errors and mitigate risks.

By implementing these services and strategies, organizations can increase the reliability of
their ICT services, minimize downtime, and deliver a consistent and dependable user
experience to customers, employees, and stakeholders.
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Three reasons to Heavylbara
use Heavy Data BACKUP,
Backup products. \|\/« {|IX

Data recovery services are expensive and - DY
time consuming. Also they are not
guaranteed to get all of the data back.

If the media is totally lost due to misplacement, theft, fire, age related
failure or any other reason then the recovery chances are near zero.

If a business faces a significant data loss, then the chances of the
business being merged into another competitor business or closing
withing the next 1 year becomes very high.

Because if you do not take care of your customers, then someone else
will.

Contact : info@atrc.net.pk
Web : http://atrc.net.pk
Phone : +92 343 270 2932, +92 331 2036 422

AN o . o
- .'II]III;:QMIII' A .
, : : Network Attached St NAS
c Karachi Computer Services erwor SEORC SIS )

. Heavyloaial
- BACKUPY

mmmmmm

Page with links to a lot of resources.
https://atrc.net.pk/dokuwiki/doku.php?id=start

ATRC.NET.PK
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How Investing Time and Resources in Strategic ICT Helps
Your Business

in English, Urdu, Spanish, Chinese, French, Arabic, Bengali, Russian, Japanese, Indonesian, Malay

Peace

-

English

Investing in strategic ICT (Information and Communication Technology) enables businesses to achieve
sustainable growth, improve efficiency, and maintain a competitive edge. Here’s how it delivers value:
1. Aligns Technology with Business Goals

Strategic ICT ensures your technology investments are aligned with your business objectives. It enables
you to adopt tools and systems that directly contribute to your goals, such as increasing revenue,
improving customer satisfaction, or expanding into new markets.

2. Improves Operational Efficiency

Implementing ICT solutions streamlines workflows, automates routine tasks, and reduces manual
errors. This leads to enhanced productivity, faster turnaround times, and more efficient use of
resources.

3. Supports Informed Decision-Making

With advanced data analytics and reporting tools, strategic ICT helps businesses gather actionable
insights. Decision-makers can analyze trends, predict outcomes, and make data-driven choices that
minimize risks and capitalize on opportunities.
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4. Enhances Customer Experiences

ICT investments enable better customer engagement through personalized experiences, faster service
delivery, and seamless interactions. Tools like CRM systems and chatbots help build stronger
relationships and increase customer loyalty.

5. Facilitates Innovation and Scalability

Strategic ICT promotes innovation by adopting emerging technologies that transform business models.
Scalable solutions ensure that your systems grow with your business, enabling you to enter new
markets or handle increasing demand effortlessly.

6. Boosts Security and Compliance

Proactively addressing cybersecurity risks protects your business from data breaches and cyberattacks.
ICT solutions also help ensure compliance with industry regulations, safeguarding your reputation and
avoiding penalties.

7. Reduces Costs and Increases ROI

By eliminating inefficiencies, replacing outdated systems, and adopting cost-effective solutions, ICT
investments deliver better value for money. The long-term ROI often outweighs the initial investment.
8. Prepares for the Future

A strategic ICT approach ensures your business is ready to adapt to technological advancements.
Future-proofing your operations allows you to stay competitive in a rapidly changing landscape.
Conclusion

Investing time and resources in strategic ICT is more than a technological upgrade—it’s a business
transformation. It drives growth, improves efficiency, and positions your company for long-term
success, making it an essential aspect of modern business strategy.
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Spanish
Como la inversién de tiempo y recursos en TIC estratégicas ayuda a su empresa

La inversion en TIC estratégicas (tecnologias de la informacién y la comunicacion) permite a las
empresas lograr un crecimiento sostenible, mejorar la eficiencia y mantener una ventaja competitiva.
Asi es como aporta valor:

1. Alinea la tecnologia con los objetivos empresariales

Las TIC estratégicas garantizan que sus inversiones en tecnologia estén alineadas con sus objetivos
empresariales. Le permiten adoptar herramientas y sistemas que contribuyen directamente a sus
objetivos, como aumentar los ingresos, mejorar la satisfaccion del cliente o expandirse a nuevos
mercados.

2. Mejora la eficiencia operativa

La implementacion de soluciones de TIC agiliza los flujos de trabajo, automatiza las tareas rutinarias y
reduce los errores manuales. Esto conduce a una mayor productividad, tiempos de respuesta mas
rapidos y un uso mas eficiente de los recursos.

3. Apoya la toma de decisiones informada

Con herramientas avanzadas de analisis de datos y generacion de informes, las TIC estratégicas ayudan
a las empresas a recopilar informacion ttil. Los responsables de la toma de decisiones pueden analizar
tendencias, predecir resultados y tomar decisiones basadas en datos que minimicen los riesgos y
aprovechen las oportunidades.

4. Mejora las experiencias de los clientes

Las inversiones en TIC permiten una mejor interaccion con los clientes a través de experiencias
personalizadas, una entrega de servicios mas rapida e interacciones fluidas. Herramientas como los
sistemas CRM y los chatbots ayudan a construir relaciones mas solidas y aumentar la lealtad de los
clientes.

5. Facilita la innovacion y la escalabilidad
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Las TIC estratégicas promueven la innovacién mediante la adopcién de tecnologias emergentes que
transforman los modelos comerciales. Las soluciones escalables garantizan que sus sistemas crezcan
con su negocio, lo que le permite ingresar a nuevos mercados o manejar la creciente demanda sin
esfuerzo.

6. Aumenta la seguridad y el cuamplimiento

Abordar de manera proactiva los riesgos de ciberseguridad protege a su negocio de las violaciones de
datos y los ciberataques. Las soluciones de TIC también ayudan a garantizar el cumplimiento de las
regulaciones de la industria, salvaguardando su reputacion y evitando sanciones.

7. Reduce los costos y aumenta el ROI

Al eliminar ineficiencias, reemplazar sistemas obsoletos y adoptar soluciones rentables, las inversiones
en TIC brindan una mejor relacion calidad-precio. E1 ROI a largo plazo a menudo supera la inversion
inicial.

8. Prepara para el futuro

Un enfoque estratégico de TIC garantiza que su negocio esté listo para adaptarse a los avances
tecnoldgicos. La preparacion de sus operaciones para el futuro le permite seguir siendo competitivo en
un panorama que cambia rapidamente.

Conclusién

Invertir tiempo y recursos en TIC estratégicas es mas que una actualizacion tecnoldgica: es una
transformacion empresarial. Impulsa el crecimiento, mejora la eficiencia y posiciona a su empresa para
el éxito a largo plazo, lo que la convierte en un aspecto esencial de la estrategia empresarial moderna.
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French

Comment investir du temps et des ressources dans les TIC stratégiques peut aider votre entreprise

Investir dans les TIC stratégiques (technologies de I'information et de la communication) permet aux
entreprises d'atteindre une croissance durable, d'améliorer leur efficacité et de conserver un avantage
concurrentiel. Voici comment cela apporte de la valeur :

1. Aligner la technologie sur les objectifs de 1'entreprise

Les TIC stratégiques garantissent que vos investissements technologiques sont alignés sur vos objectifs
commerciaux. Elles vous permettent d'adopter des outils et des systemes qui contribuent directement a
vos objectifs, tels que I'augmentation des revenus, I'amélioration de la satisfaction client ou I'expansion
sur de nouveaux marchés.

2. Améliorer l'efficacité opérationnelle

La mise en ceuvre de solutions TIC rationalise les flux de travail, automatise les taches de routine et
réduit les erreurs manuelles. Cela conduit a une productivité accrue, a des délais d'exécution plus
rapides et a une utilisation plus efficace des ressources.

3. Favorise la prise de décision éclairée

Grace a des outils avancés d'analyse et de reporting des données, les TIC stratégiques aident les
entreprises a recueillir des informations exploitables. Les décideurs peuvent analyser les tendances,
prédire les résultats et faire des choix basés sur les données qui minimisent les risques et capitalisent
sur les opportunités.

4. Améliore l'expérience client

Les investissements dans les TIC permettent un meilleur engagement client grace a des expériences
personnalisées, une prestation de services plus rapide et des interactions fluides. Des outils tels que les
systemes CRM et les chatbots aident a établir des relations plus solides et a accroitre la fidélité des
clients.

5. Facilite I'innovation et 1'évolutivité
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Les TIC stratégiques favorisent I'innovation en adoptant des technologies émergentes qui transforment
les modéles commerciaux. Les solutions évolutives garantissent que vos systémes évoluent avec votre

entreprise, vous permettant ainsi de pénétrer de nouveaux marchés ou de gérer une demande croissante
sans effort.

6. Renforce la sécurité et la conformité

La gestion proactive des risques de cybersécurité protege votre entreprise contre les violations de
données et les cyberattaques. Les solutions TIC contribuent également a garantir la conformité aux
réglementations du secteur, a préserver votre réputation et a éviter les pénalités.

7. Réduit les cofits et augmente le retour sur investissement

En éliminant les inefficacités, en remplacant les systémes obsolétes et en adoptant des solutions
rentables, les investissements dans les TIC offrent un meilleur rapport qualité-prix. Le retour sur
investissement a long terme dépasse souvent l'investissement initial.

8. Prépare l'avenir

Une approche TIC stratégique garantit que votre entreprise est préte a s'adapter aux avancées
technologiques. En préparant vos opérations pour I’avenir, vous restez compétitif dans un
environnement en constante évolution.

Conclusion

Investir du temps et des ressources dans les TIC stratégiques est plus qu’une simple mise a niveau
technologique : c’est une transformation de !’entreprise. Cela stimule la croissance, améliore
I’efficacité et positionne votre entreprise sur la voie du succes a long terme, ce qui en fait un aspect
essentiel de la stratégie commerciale moderne.
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Russian

Kak nHBecTHpOBaHME BpeMeHU U pecypcoB B cTparerndyeckue KT momoraet Baiemy 6u3Hecy

WuBectrpoBanue B ctparernueckre KT (MHpOpMaliMOHHO-KOMMYHUKAL[OHHbIE TEXHOJIOTHM)
TI03BOJISIeT KOMMAHUSIM [JOCTUraTh YCTOMUMBOIO POCTA, MOBBIIATh 3()()eKTHBHOCTb U COXPAHSTh
KOHKYPEHTHOe MperMyIiecTBO. BOT kKak 3T0 obecrieurBaeT 1{eHHOCTb:

1. CornacoBbIBaeT TeXHOJIOTUU C OM3HEeC-LIe/IIMU

CTpaTEF nueckue UKT r dPAHTUPYHOT, UTO BAIlIM TEXHOJIOTUUECKHNE MHBECTULIUN COOTBETCTBYHOT
6I/I3HEC-LIEJ'IHM. OHu N03BOJISAIOT BaM BHeJPATb MHCTPYMEHTBI 1 CUCTEMBI, KOTOPEIE HallpAMYHO
CHOCOGCTBYI-OT AOCTHDKEHHUIO BalllUX uenel‘/’l, TdKHX KdK yBe/IM4eHHe 40XO040B, IMTOBLILIEHKE
YAOB/I€TBOPEHHOCTHU K/JIMEHTOB WJIM BbIXO[ HAd HOBBIE€ DBIHKHU.

2. TToBbILIAIOT OMepaliMoHHY0 3(pPeKTHBHOCTD

Buenpenue pemennii UKT ontumusupyeT pabourie mpoiiecchbl, aBTOMaTU3UPYeT PYTHHHBIE 3a/jauil 1
COKpAIIlaeT KOJTMYeCTBO PYUHBIX OLIMOOK. OTO MPUBOJUT K TMOBBIIIEHHIO TTPOU3BOJUTETLHOCTH,
COKpalL|eHHI0 CPOKOB BBITIO/IHEHUS U Oosiee 3¢p(heKTHBHOMY HCII0/Ib30BaHUIO PECYPCOB.

3. IMoapep>xvBaeT NMPUHSITHE 060CHOBAHHBIX peIIeHUi

biiarozaps nepejoBbIM MHCTPYMeHTaM aHa/iu3a JaHHbIX U OTUeTHOCTH cTpaternyeckue KT
TIOMOTal0T KOMIIAHUSIM COOMpaTh JleficTBeHHbIe H/el. JIulla, MpUHUMAlOLI1e pellieHNs], MOTyT
aHaIM3UPOBaTh TeH/IeHIUH, POTHO3UPOBATh Pe3y/IbTaThl U JieflaTh BEIOOP Ha OCHOBE JAHHBIX, UTOObI
MWHMMH3UPOBaTh PUCKU 1 U3BJI€KaTh BBITOJY M3 BO3MOXKHOCTeH. 4. YiyuliaeT KITUeHTCKUMI OMbIT

NuBectuiuu B UKT no3BoJISAIOT y/IydllIUTh B3aUMOJEUCTBUE C KTMEHTaMU 3a CYeT
TIepCOHATM3UPOBAHHOIO OITbITa, 60Jiee OBICTPOM JOCTAaBKU yCIyT U becriepeboitHOr0 B3aMMO/IeHCTBUSI.
Takue nHCTpyMeHThI, Kak CRM-cucTeMsbl U 4aT-60Thl, TOMOTAOT CTPOUTHL O0Jiee POUHbIe OTHOIIIEHUS
Y TIOBBIIIATh JIOSI/TILHOCTh K/IMEHTOB.

5. CiocobcTByeT MHHOBALUSM M MacIITabUpyeMOCTH
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Crpaternueckuie KT criocoOCTBYHOT MHHOBAIWSIM, BHE/[PSISI HOBbIE TEXHOJIOTHH, KOTOPbIE
npeoOpa3ytoT 6u3Hec-Mozeu. MacirabupyeMble pellieHus TapaHTUPYIOT, UTO Ballld CUCTEMbI OyyT
pacTu BMeCTe C BalllM OM3HeCOoM, TT03BOJISsi BAM BBIXOAWTH Ha HOBbIE PHIHKH WJIU JIETKO CIIPAB/ISTHCS C
PacTyIIUM CIIPOCOM.

6. IToBbImaeT 6€30MacCHOCTh ¥ COOTBETCTBHE TPeOOBAHUSIM

[TpoakTHBHOE yCTpaHeHHe PUCKOB K1Oepbe30racHOCTH 3aluilaeT Baill OM3HeC OT yTeuek JaHHBIX U
kubeparak. UKT-perieHust Takke IOMOTArOT 00eCIieunuTh COOTBETCTBHE OTPACIEBBIM HOPMaM,
3aluInas Bally pernyTaLuro 1 u3beras mwrpagos.

7. CHIDKaeT 3dTPAaThl U YBE/JIMUHUBAET peHTaﬁeﬂbHOCTb HHBECTHL[I/II‘;I

Ycrpansisi HeahheKTUBHOCTh, 3aMeHsIs1 yCTapeBllive CUCTeMbl U BHeZPsIsi 5)KOHOMUUeCKU 3 (PeKTHBHbIe
petieHus1, uHBecTUIMM B KT obecrieunBaroT /iyuiiiee COOTHOIIIEHHE T1eHbl U KauecTBa. [Jo/rocpouHast
peHTabeTbHOCTh MHBECTHUIMM YacTO TPeBbIIIaeT MepBOHavYa/IbHble HHBECTUL[UH.

8. IToaroToBKa K Oyayiemy

Crparernueckuii nogxos K KT rapanTupyer, uTo Bail OM3HeC TOTOB a/JallTUPOBAThCS K
TeXHOJIOTUUeCKHUM JI0CTIKeHUsIM. [1oiroToBKa BallMXx orepaiuii K OyyiiemMy ro3BosisieT BaM
0CTaBaThCsi KOHKYPEHTOCTIOCOOHBIMU B OBICTPO MEHSIIOLIENCS Cpeie.

3ak/roueHue

VHBecTrpoBaHye BpeMeHHU U pecypcoB B crpaternueckrie KT — 310 Gosblile, uem 1pocTo
TeXHOJIOrHuecKoe 0OHOB/IeHUe, 3To TpaHC(opmalusi 6u3Heca. ITO CTUMY/IHUPYeT POCT, MTOBBIIIAET
3¢ PeKTUBHOCTb 1 MO3ULIMOHKPYET Ballly KOMITaHUIO /71 JOJITOCPOYHOTO yCIiexa, uTo JiesiaeT ero
Ba’KHBIM aCTMeKTOM COBPeMeHHOW O13Hec-CTpaTeruy.
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Indonesian

Bagaimana Investasi Waktu dan Sumber Daya dalam TIK Strategis Membantu Bisnis Anda

Investasi dalam TIK (Teknologi Informasi dan Komunikasi) strategis memungkinkan bisnis untuk
mencapai pertumbuhan berkelanjutan, meningkatkan efisiensi, dan mempertahankan keunggulan
kompetitif. Berikut ini adalah cara memberikan nilai:

1. Menyelaraskan Teknologi dengan Tujuan Bisnis

TIK strategis memastikan investasi teknologi Anda selaras dengan tujuan bisnis Anda. Ini
memungkinkan Anda untuk mengadopsi alat dan sistem yang secara langsung berkontribusi pada
tujuan Anda, seperti meningkatkan pendapatan, meningkatkan kepuasan pelanggan, atau memperluas
ke pasar baru.

2. Meningkatkan Efisiensi Operasional

Penerapan solusi TIK menyederhanakan alur kerja, mengotomatiskan tugas-tugas rutin, dan
mengurangi kesalahan manual. Hal ini mengarah pada peningkatan produktivitas, waktu penyelesaian
yang lebih cepat, dan penggunaan sumber daya yang lebih efisien.

3. Mendukung Pengambilan Keputusan yang Terinformasi

Dengan alat analitik data dan pelaporan yang canggih, TIK strategis membantu bisnis mengumpulkan
wawasan yang dapat ditindaklanjuti. Para pengambil keputusan dapat menganalisis tren, memprediksi
hasil, dan membuat pilihan berdasarkan data yang meminimalkan risiko dan memanfaatkan peluang. 4.
Meningkatkan Pengalaman Pelanggan

Investasi TIK memungkinkan keterlibatan pelanggan yang lebih baik melalui pengalaman yang
dipersonalisasi, penyampaian layanan yang lebih cepat, dan interaksi yang lancar. Berbagai alat seperti
sistem CRM dan chatbot membantu membangun hubungan yang lebih kuat dan meningkatkan loyalitas
pelanggan.

5. Memfasilitasi Inovasi dan Skalabilitas
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TIK strategis mendorong inovasi dengan mengadopsi berbagai teknologi baru yang mengubah model
bisnis. Solusi yang dapat diskalakan memastikan bahwa sistem Anda tumbuh bersama bisnis Anda,
memungkinkan Anda memasuki pasar baru atau menangani peningkatan permintaan dengan mudah.

6. Meningkatkan Keamanan dan Kepatuhan

Menangani risiko keamanan siber secara proaktif melindungi bisnis Anda dari pelanggaran data dan
serangan siber. Solusi TIK juga membantu memastikan kepatuhan terhadap peraturan industri, menjaga
reputasi Anda, dan menghindari penalti.

7. Mengurangi Biaya dan Meningkatkan ROI

Dengan menghilangkan inefisiensi, mengganti sistem yang sudah ketinggalan zaman, dan mengadopsi
solusi yang hemat biaya, investasi TIK memberikan nilai yang lebih baik untuk uang. ROI jangka
panjang sering kali lebih besar daripada investasi awal.

8. Mempersiapkan Masa Depan

Pendekatan TIK strategis memastikan bisnis Anda siap beradaptasi dengan kemajuan teknologi.
Mempersiapkan operasi Anda untuk masa depan memungkinkan Anda untuk tetap kompetitif dalam
lanskap yang berubah dengan cepat.

Kesimpulan

Investasi waktu dan sumber daya dalam TIK strategis lebih dari sekadar peningkatan teknologi—ini
adalah transformasi bisnis. Ini mendorong pertumbuhan, meningkatkan efisiensi, dan memposisikan
perusahaan Anda untuk kesuksesan jangka panjang, menjadikannya aspek penting dari strategi bisnis
modern.
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Malay
Bagaimana Melabur Masa dan Sumber dalam ICT Strategik Membantu Perniagaan Anda

Melabur dalam ICT strategik (Teknologi Maklumat dan Komunikasi) membolehkan perniagaan
mencapai pertumbuhan yang mampan, meningkatkan kecekapan dan mengekalkan kelebihan daya
saing. Begini cara ia menyampaikan nilai:

1. Menjajarkan Teknologi dengan Matlamat Perniagaan

ICT strategik memastikan pelaburan teknologi anda sejajar dengan objektif perniagaan anda. Ia
membolehkan anda menggunakan alat dan sistem yang menyumbang secara langsung kepada matlamat
anda, seperti meningkatkan hasil, meningkatkan kepuasan pelanggan atau berkembang ke pasaran
baharu.

2. Meningkatkan Kecekapan Operasi

Melaksanakan penyelesaian ICT memperkemas aliran kerja, mengautomasikan tugas rutin dan
mengurangkan ralat manual. Ini membawa kepada produktiviti yang dipertingkatkan, masa pemulihan
yang lebih cepat dan penggunaan sumber yang lebih cekap.

3. Menyokong Pembuatan Keputusan Termaklum

Dengan alat analisis dan pelaporan data lanjutan, ICT strategik membantu perniagaan mengumpul
cerapan yang boleh diambil tindakan. Pembuat keputusan boleh menganalisis arah aliran, meramalkan
hasil dan membuat pilihan berasaskan data yang meminimumkan risiko dan memanfaatkan peluang.

4. Meningkatkan Pengalaman Pelanggan

Pelaburan ICT membolehkan penglibatan pelanggan yang lebih baik melalui pengalaman yang
diperibadikan, penyampaian perkhidmatan yang lebih pantas dan interaksi yang lancar. Alat seperti
sistem CRM dan chatbots membantu membina hubungan yang lebih kukuh dan meningkatkan
kesetiaan pelanggan.

5. Memudahkan Inovasi dan Skalabiliti
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ICT strategik menggalakkan inovasi dengan mengguna pakai teknologi baru muncul yang mengubah
model perniagaan. Penyelesaian berskala memastikan sistem anda berkembang bersama perniagaan
anda, membolehkan anda memasuki pasaran baharu atau mengendalikan permintaan yang semakin
meningkat dengan mudah.

6. Meningkatkan Keselamatan dan Pematuhan

Menangani risiko keselamatan siber secara proaktif melindungi perniagaan anda daripada pelanggaran
data dan serangan siber. Penyelesaian ICT juga membantu memastikan pematuhan terhadap peraturan
industri, menjaga reputasi anda dan mengelakkan penalti.

7. Mengurangkan Kos dan Meningkatkan ROI

Dengan menghapuskan ketidakcekapan, menggantikan sistem yang lapuk, dan menerima pakai
penyelesaian yang kos efektif, pelaburan ICT memberikan nilai yang lebih baik untuk wang. ROI
jangka panjang selalunya melebihi pelaburan awal.

8. Bersedia untuk Masa Depan

Pendekatan ICT yang strategik memastikan perniagaan anda bersedia untuk menyesuaikan diri dengan
kemajuan teknologi. Kalis masa hadapan operasi anda membolehkan anda kekal berdaya saing dalam
landskap yang berubah dengan pantas.

Kesimpulan

Melabur masa dan sumber dalam ICT strategik adalah lebih daripada peningkatan teknologi—ia
merupakan transformasi perniagaan. Ia memacu pertumbuhan, meningkatkan kecekapan dan
meletakkan syarikat anda untuk kejayaan jangka panjang, menjadikannya satu aspek penting dalam
strategi perniagaan moden.
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